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Splunk is committed to using inclusive and unbiased language. This blog post might contain terminology that we
no longer use. For more information on our updated terminology and our stance on biased language, please visit
our blog_post. We appreciate your understanding as we work towards making our community more inclusive for

everyone.

Their strategy is to send the malicious payloads via different methods, such as phishing emails, and spreading
ransomware payload post-exploitation by exploiting exposed or related vulnerable systems. Actors behind this
crimeware then present instructions on how to pay ransom and communicate further threats of exposure by

publishing the sensitive information they obtained on a publicly accessible website.

Although this may appear as a new modality, in reality ransomware is usually the cherry on top of the cake, as
malicious actors usually dwell, exfiltrate and qualify exfiltrated data, which eventually lands on dark web public
forums, dark markets or private crime intelligence brokers where qualified financial, business and kompromat

information is then priced and sold to the highest bidder.

[GlobalData] USA FICO CREDIT PROFILE - COMPLETE DETAILS &
BACKGROUND REPORT - HUSBAND&WIFE FICO AVAILABLE!

** ** [GlobalData] - Highest quality information provider. Cheapest price on the market! Check my other listings, you might be
interested! For additional details feel free to pm me. ** ** Update: Husband and Wife profiles with same personal format
available - Check postage options! Product details..

Sold by - 303 sold since Dec 12, 2015 WELLHGEEIRE Wi g

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Never Payment Escrow
Specific DOB + State + 650 FICO - 1 days - USD +8.95 / item B2

Purchase price: USD 30.00

Qty: 11 Buy Now Queue

*Source: Vericlouds

The above is a simple example of how compromised information is brokered in dark markets. Some private crime
intelligence brokers actually present specific company names and verticals. All this information comes from
malicious campaigns; victims realize they have been compromised when they observe ransomware in their

systems.
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In the case of Clop ransomware, the perpetrators threaten to publish stolen information in a publicly accessible

site via an onion router (Tor), as seen in the screen capture below.

>_ CLOPM - LEAKS

Homepage

FILES
Employee emails [

Email correspondence and auaLhments Imn_i' OWNLOAL

ALL OTHER FILES (Documents, software, photos, reports, presentations, invoices etc) 40983 ﬂle: Total: 54.1 GB DOW?!
Databases with personal data, emails, adresses etc. and other internal company information DOW

Page views: 3231

e e e e e |

1§

The Attack

The actors behind Clop ransomware are financially motivated and clearly target several industry verticals.

Ransomware is by nature a post-exploitation tool, so before deploying it they must infiltrate the victim's

infrastructure. At the Splunk Threat Research team we decided to try this payload on our Splunk Attack Range

Local, and this is what we found.

We first started by creating a local environment with a Windows Domain Controller.
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-

le Bin

testfile2.rtf

testfilel.ba

6 Standard Evaluation

We then simply executed the sample:
d0cde86d47219e9¢56b717f55dcdb01b0566344c13aa671613598cab427345b9.

o 1T Windows 2016 (C:) » wvagrant > windows-domain-controller w 3 0

# Quick access
I Desktop
l Downloads

clop ransomware.Clop
clop ransomware.zip.zip.Clop

ClopReadMe.txt

Documents Vagrantfile.Clop

= Pictures
Bl This PC

mi# Network

4 items =3 &=

Files were encrypted pretty quickly and added the .Clop extension. We can also observe the appearance of the

ransomware note (ClopReadMe.txt).
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J] ClopReadMe.txt - Notepad — >
File Edit Format View Help

Your network has been penetrated. ~
All files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.

Shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover
We exclusively have decryption software for your situation

No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

Photorec, RannohDecryptor etc. repair tools are useless and can destroy your files irreversibly.
If you want to restore your files write to emails (contacts are at the bottom of the sheet) and
(Less than 5 Mb each, non-archived and your files should not contain wvaluable information
(Databases, backups, large excel sheets, etc.)).

You will receive decrypted samples and our conditions how to get the decoder.

Attention!!!

Your warranty - decrypted samples.

Do not rename encrypted files.

Do not try to decrypt your data using third party software.
We don™t need your files and your information.

But after 2 weeks all your files and keys will be deleted automatically.
Contact emails:

servicedigilogos@protonmail.com

or

managersmaers@tutanota.com

The above screenshots show how quickly data is encrypted, and the victim is clearly warned not to attempt to

decrypt. They are also threatened with all file deletion after a period of two weeks.

Reverse Engineering Breakdown

Sandbox Evasion

The Clop binary performs several checks, including running command arguments like “runrun” to enumerate and

encrypt the network.

= -
= Sleep;

if ( GetACP() && wcslen((const unsigned _ intl6 *)lpCmdLine) > 5 && StrStrW((PCYSTR)1pCmdLine, L"runrun®) )

eateThread(®, @, Loc_EnumerateNetWorkRsrc, @, @, @);
oseHandle(v19);

Sleep(@xFFFFFFFF);

} I
if ( GetACP() R& weslen((const unsigned _ int1l6 *)1lpCmdLine) > 5 && StrStrW((PCWSTR)1pCmdLine, L"temp.dat™) )
£
1
Stream = _wfopen((const wchar_t *)lpCmdLine, L"r,ccs=UNICODE");
if ( !Stream )
return @;

Defense Evasion

This ransomware has a defense evasion feature where it tries to delete all the logs in the infected machine to avoid

detection.

Page 4 of 14



https://www.splunk.com /en_us/blog/security/detecting-clop-ransomware.html

ShellExecuteA(
9,
“open”,
"cmd . exe”,
"/C for /F \"tokens=*\" ¥1 in ('wevtutil.exe el') DO wevtutil.exe cl \"%1\"",
e,
8);

Encryption

This ransomware uses the AES and rc4 algorithm to encrypt the file.

Infection

The binary makes sure only one instance of its code runs on the machine it creates a mutex. If the mutex already

exists it will exit the process.

v4 = CreateMutexk(0, 0, L"CLOP#666");
f ( WaitForSingleObject(v4, 0) )

i

i
CloseHandle(v4);
ExitProcess(0);

}

il e il e B .

Kill Switch

Some variants of this malware contain a kill switch. The binary checks the keyboard layout of the infected
machine and its locale identifier (language). In our sample analysis we found that it tries to skip infection or delete

itself if the locale identifier or the keyboard layout is Georgian, Uzbek, Azeri, Kazakhstani or Kyrgyzstani.

if ( checkKeyboardLayout() )

1
killswitchval = GetDC(@);
if ( GetTextCharset(killswitchval) == @xCC )
o
deleteMySelf();
ExitProcess(0);

}
}
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ve = 03
idThread = (unsigned __ intl6)GetKeyboardLayout(9);
if ( (unsigned _ intl16)idThread <= @x437u ) // less than Georgian input Locale Identifier

if ( (unsigned __ intl6)idThread != @x437 ) // Georgian

switch ( (__int16)idThread )
{
case 1@49:
case 1@58:
case 1@59:
case 1064:
case 1067:
return 1;
default:
return ve;
¥

return vG;
return 1;
if ( (unsigned __ intl6)idThread > @x82Cu )
if ( (unsigned _ _intl6)idThread != @x843 ) // Uzbekistan

return ve;
return 1;

}
if ( idThread == &x82C ) // Azeri language
return 1;
if ( (unsigned __ int16)idThread >= @x43Fu ) // Kazakstan
return (unsigned __ intil6)idThread <= @x440u || (unsigned __inti16)idThread == @x442;// @x44@ = Kyrgyzstan

return ve;

Kill Switch Function

BOOL deleteMySelf()

{
BOOL result; // eax

CHAR Parameters[26@8]; // [esp+@h] [ebp-20Ch] BYREF
CHAR Filename[26@0]; // [esp+184h] [ebp-188h] BYREF

result = @;
if ( GetModuleFileNameA(®, Filename, @x104u) )

{

if ( GetShortPathNameA(Filename, Filename, ©@x104u) )

{

wsprintfA(Parameters, "/c del \"%s\" >> NUL", Filename);
if ( GetEnvironmentVariableA("ComSpec”, Filename, 0x104u) )

{
if ( (int)ShellExecuteA(®, @, Filename, Parameters, @, @) > 32 )
result = 1;

}
}
}
return result;

t

Encrypting Network Objects

The following thread is responsible for encrypting files within the network shares by using the following API of

mpr.dll as seen below:
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¢ WNetOpenEnumW
¢ WNetEnumResourceW
¢ WNetCloseEnum

IDWORD __usercall EnumNetWorkRsrc@ixeax>(struct NETRESOURCEW *alfi<edx>
{
DWORD result; // eax
HGLOBAL v4; // eax

DWORD v5; // edi

WCHAR *v6; // ebx
LPCWSTR *v7; // e:

HANDLE hEnum; // [esp+Ch] [ebp-14h] BYREF
DWORD cCount; // [esp+1@h] [ebp-1@h] BYREF
HGLOBAL hMem; // [esp+14h] [ebp-Ch]

DWORD BufferSize; // [esp+18h] [ebp-8h] BYREF
unsigned int v12; // [esp+1Ch] [ebp-4h]

vi2 = a2;

hEnum = @;

result = 'NetOpenEnumw(Zu, @, 0, al, &Enum);
if ( !result )

{
cCount = 1000;
Buffers = 32000;
v4 = GlobalAlloc(@x40u, @x7De6u);
hMem = v4;
result = WNetEnumResourceW(hEnum, &cCount, v4, &BufferSize);
if ( !result )
{
WNetCloseEnum(hEnum);
hEnum = B;
v = 0;
v6 = (WCHAR *)GlobalAlloc(@x48u, ©Ox400u);
if ( cCount )
1
(LPCWSTR *)((char *)hMem + 20);
do

{
if ((*v7 )

{

Encrypting Drives By Type

The payload can encrypt files on three drive types (FIXED_DRIVE, REMOVABLE_DRIVE and
REMOTE_DRIVE). This function allows the execution of encryption on pretty much any attached or mapped

drives, including both local and attached, like a USB hard drive, for example, or remote drives usually mapped for

backups and centralized data.
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6 = GetDriveTypeW(RootPathName);
if ( v6 == DRIVE_FIXED || v6 == DRIVE_REMOVABLE || v6 == DRIVE_REMOTE )
{
CreateThread(@, @, encryptDrives, RootPathName, @, @);
Sleep(@xAu);
}
Sleep(@x64u);

Deleting and Resizing Shadow Storage

Many ransomware variants target the Volume Shadow Copy Service, which is a feature of Windows that allows
the operator to restore data from backup. The expected behavior is the deletion of the shadow copy storage. In this
variant we found that it first deletes the files and then it resizes them in order to prevent the generation of shadow

volume copies, which effectively impairs this service’s capabilities.

Encrypted. rsrc Section (Ransomware Notes and Resizing Shadow Storage)

The .rsrc section is the common place where the encrypted ransomware notes and some scripts are located. This
figure shows how it enumerates or looks for the right resource data to decrypt the ransomware note and save it as

ClopReadMe.txt.
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SetErrorMode(1u);
wsprintfW(FileName, L"¥s\\ClopReadMe.txt", this);

v2 = CreateFileW(FileName, Ox80000000, 1u, ©, 3u, 9, 9);
if ( v2 != (HANDLE)-1 )
return (HGLOBAL)CloseHandle(v2);

= GetModuleHandleW(0);

= FindResourceW(v4, (LPCWSTR)@xB207, L"SIXSIX");

= LoadResource(v4, v5);

= LockResource(v6);
nNumberOfBytesTolirite = SizeofResource(v4, v5)
v8 = GlobalAlloc(@x40u, nNumberOfBytesTolrite)

memmove(v8, v7, nNumberOfBy

- A

B

oy un

~J

tacToldri +ea
ces ok H);

Detections

The Splunk Threat Research Team has developed a new Analytic Story to detect a Clop ransomware threat; it

consists of new and former detections, and you can use the following detection searches.

¢ Suspicious wevtutil usage

¢ Windows Event Log Cleared

¢ Common Ransomware Notes

e Deleting Shadow Copies

e Common Ransomware Extensions (New version)
¢ High Frequency of File Deletion (New)

¢ Clop Common Exec Parameter (New)

e Clop Deleting itself (New)

e Resizing Shadow Copies (New)

e Clop Known Service Name (New)

¢ Suspicious Service File Path Creation (New)

+ Clop High Frequency Process Termination (New)

e High Frequency creation of ransomware notes (New)

Detection Searches Breakdown

¢ Common Ransomware Extensions

Variant A
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New Search SO T
“sysmon’EventCode=11 Targetfilename = “*\.Clop"| stats min(_time) as firstTime max(_time) as lastTime count by Computer EventCode Image file_name TargetFilename | "security_content_ctime(firstTime)" Last 24 hours » n
| *security_content_ctime(lastTine)'|
/901 events (16/03/2021 1:00:00.000 to 17/03/2021 114:15.000)  No Event Sampling ~ Jbvr 0 oW o B & * Smart Mode *
Events  Patterns  Statistics (901)  Visualization
20 Per Page ~ # Format Preview v m 2 3 4 5 6 4 8 Next >
' 4
EventCode
Computer 3 3 % Images /  fie_name /  TargetFilename
win-dc- n C:\Users\Public\clop.exe .rels.Clop C:\Users\Administrator\AppData\Local\Temp\chocolatey\chocoInstal 1\_rels\.rels.Clop
654 attackrange. local
win-de- LRI 3Y 1op.exe 1 zip.Clop  €:\Us a 7a2e2833319971 2ip.Clop
654.attackrange. local
win-dc~ mn C:\Users\Public\clop.exe  220c5@ccfl 72 a42df 7a2¢2833319971 .zip.Clop  C:\Users\Public\220c50ccf6a3ds727e9f 442df 424691027d9(7a2eaB33319971746280023bb0c . 2ip. Clop
654, attackrange. local
win-de- n €\ ic\clop.exe .psmdep.Clop €\ \ AppDatail ) nstall
654, attackrange. local proper psmdcp.Clop
win-de- 11 Ci\Users\Public\clop.exe  7zip.install.i9.0.nupkg.Clop €:\Users\Administrator\AppData\Local\NuGet\Cache\7zip. install. 19.9.nupkg. Clop
654.attackrange. local
win-de- 11 Ci\Users\Public\clop.exe  7zip.license. txt.Clop users\ ator\AppData\Ls op nstall 1\tools\7z1p. 1icense. tx
654.attackrange. local
win-dc- 11 C:\Users\Public\clop.exe  AAA_Proxy_Automatic_Config Group.settingcontent-ms.Clop €:\Users' ator\AppData\Local! immersivecontrolpanel_cwSnih2txyewy\LocalState\Indexed\Se
654.attackrange. local US\AAM_Proxy_Automatic_Config Group. settingcontent-ms.Clop
win-de- n fc\clop.exe  AAA. 1st .Clop C:\Users! ator\AppData\Ls . immersivecontrolpanel_cwSnih2txyewy\LocalState\Indexed\Se
654, attackrange. local US\AAA_SettingsGroupAppSizesList.settingcontent-ms.Clop
win-de- 11 C:\Users\Public\clop.exe  AAA_! Clop €: \Users\ ator\AppData\L. immersivecontrolpanel_cwSnih2txyewy\LocalState\Indexed\Se
654, attackrange. local US\AAA_Sett lavDefaults. sett Clop

Variant B

——— @ mpors
New Search ) » @ Roconty Deleted
“sysmon’  EventCode=l1 file_name I (*»\.Clop", "=\.Cllp") | stats count min(_time) as firstTime max(_time) a5 lastTine by Computer EventCode Image file_name TargetFilename | "security_content_ctime(firstTime)'| ‘security_content ctime Last 24 hours v n Siond
(lastTine)' € Activity
Abums
v 42 18/03/2021 ® Job~ nom A & 4 * Smarn Mode » () Media
Events  Patterns  Statistics (42)  Visualization v (8 My Albums
—_— © Untitied Album
20PerPagev  /Formal  Preview > E 2 3 Next)>
' L My Projects
‘Computer 3 4 EventCode ¢  Image = 7 file_name 3 7 TargetFilename 3 4 count 3 firstTime 3 #  lastTime &
win-de- 11 C:\Users\Adainistrator\AppData\Local\Tesp\clop_mlwr_d.exe  7z1p. install.nupkg.Cllp 3 1 install\7z{ tall. nupkg.C11 1202 2021-03-
73.attackrange. local 18708:28:17 18708:28:17
win-dc- nooc ) mlwr_d.exe CREDITS.txt.Cllp C:\ProgranData\chocolatey\CREDITS. txt . Cllp 1 2021-03- 2021-03-
73.attackrange. local 18708:28: 18T08:28:17
win-dc- n C: mp! mlwr_d.exe ps1.Cllp € 1.C10p 1 2021 2021-93-
73.attackrange. local 18708:28:17 18708:28:17
win-de- n [ ) mlwr_d. pst.Cllp €y psi.Cllp Al 2021 2021-03-
73.attackrange. local 18708:28:17 16708:28:17
¢ High Frequency of File Deletion
New Search =l Code
“sysmon' EventCode=23 Last 24 hours v
TargetFilename T ("a\.cnd®, "S\.A01%,"s\.EAT, *A\.3pg", “M\.jpeg’, “Mv.db®, “s\.psi®, "s\.doce”, “a\.xlse®, *M\ppre’, *a\.bmp,"s\.zip*, “\.rar", "m\.7z°, *s\.cha®, "s\.png*, "M\ log", "s\.wbs", "M\ js*)
| stats values(Targetfilename) as deleted files min(_time) as firstTime max( time) as lastTime count by Computer user EventCode Image ProcessID
Iwhere count >=~10f
| "security_content_ctise(firstTime!
| “security_content_ctselastTine)’|
v 256 18/03/2021 No Event Sampling v Job v n = ” & & * Smart Mode v
Events Patterns Statistics (1) Visualization
20PerPage>  /Fomat  Preview~
.
’ 4 ‘count.
Computer 7z user ¢ 4 EventCode ¢  Image ¢ #  ProcessiD ¢ deleted_files ¢ 7/ firstTime 3 7 lastTimes 7/ s
win-dec- Administrator 23 C:\Users\Public\clop.exe  "2784° C:\SRecycle 1675380311 . 1ol 2021-03- 148
654. attackrange. Local C:\ConfigureRemot ingFarAnsible. ps) 18T09:47:50
C:\Teap\terraforn_650898487 . cnd
& ie
c atof r_Info. Jpg
c AppData\Local\l: he. db
c strator 1 1.ps)
[ 3 1 1
€ ate ocal t 1 \helpers\chocolateyScriptRunner .psi
¢ AotaMoca)
FileSize.ps!
C:\Users\ strator 1} 1 pes
CheckSumValid. pst
c 1 1\helpes
ChacolateyUnzip, ps!
e ol 1 1\helpe

¢ Resizing Shadow Copies
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New Search

Save As v

| tstats "security_content.: ss) as cndline
Processes. parent_process_name =

Processes. process_name Processe: dest P

“wmic.exe® Processes.process_name = “vssadmin.exe” Processes.
Pre | “security_content_ctime(firstTime)' |'security_content_ctine(lastTime)"

y .parent_process_name) a5 parent_process values(Processes. process_name) 5 process_name
min(_time) as firstTime max(_time) as lastTime fron datatodel=Endpoint.Processes where Processes.parent_process name = “cnd.exe’ 07 Processes.parent_process_name = “powershell.exe’ 07 Processes.parent_process_name = “powershell_ise.exe” OF

Processes. process

* Processes] process="»/maxsizes" by P

-ent_process_nane P1

12 events (17/03/2021 03:00:00,000 to 18/03/2021 09:56:40.000)  No Event Sampling +
Events Pattems Statistics (12) Visualization
20PerPage>  /Format  Preview
s 3
Processes.parent_process_name Processes process_name.
: Processes parent_process 3 2
cnd_exe C:\Windows\systen32\cad. exe /c vssadnin exe
*C: \Users\PubLic\ resortd-0-0-1-1~
o.bat” *
end_exe C:\Windows\systen32\cad. exe /c vssadnin.exe
**C:\Users\Public\resort@-0-0-1-1-
obat”
ond.exe C:\Windows\system32\cnd. exe /c vssadmin.exe
*"C:\Users\Public\resorte:
o.bat”
€:\Windows\systen32\cad. exe /c vssadnin.exe

\Users\Publichresort9-9-9-1-1-

0.bat" *

Raw Search

New Search

Processes.process ¢

vssagmin resize shadowstorage
/for=c: fon=c: /maxsize=491H8

L

vssadmin resize shadowstorage
Ior=c: fon=c:
/maxsize=unbounded

vssadmin resize shadowstorage
/for=d: fon=d: /maxsizes40148

vssadnin resize shadowstorage
Ifor=d; [on=d;
/maxsize=unbounded

Jobv 1
re ’
Processes.user parent_process
Processesdests /¢ emdiine G
win-dc- Administrater  vssadmin resize cnd,exe
654.attackrange. local shadowstorage /for
/maxsize=401ie
winede= Administrator  vssadmin resize ond exe
654.attackrange. local shadowstorage /for=c: /on=c:
/maxsizerunbounded
win-de- Adwinistrator  vssadmin resize ond. exe
654.attackrange. local shadowstorage /for=d: /on=d:
/maxsize=40ing
win-de- Administrator  vssadmin resize ond. exe

654.attackrange. local

shadowstorage /for=d; /on=d:

/maxsizesunbounded

Close.

Last 26 hours » n

ent_proces:
EEETIE * Smart Mode v
’
process_name 7 lastTime /.
L firstTime & L
vssadmin_exe  2021-03- 2021-83-
18T@9:47:58  18T09:47:50
vssadmin.exe  2021-03- 2021-03-
18T09:47:50  18T89:47:50
vssadmin.exe  2021-03- 2021-03-
18T09:47:50  18T09:47:50
vssadmin.exe  2021-03- 2021-03-
18T09:47:50  18709:47:50
Save As ¥ Close

index = test EventCode*] parent_process_name [N (*cad.exe”, "powershell .exe
spmaxsizer®| stats count by _time EventCode parent_process_name process cadline

“powershell_ise.exe”, "wnic.exe™) process_name = "vssadmin.exe” Originalf ileName="VSSADMIN EXE* cadline = “sresizes* cmdline="sshadows” cmdline="

+ 12 events (09/03/2021 17:00:00.000 to 10/03/2021 17:24:38.000)  No Event Sampling v

Events  Patterns  Statistics (12)  Visualization

20 Per Page = # Format Preview v

_time 3 EventCode ¢ / #  process ¥
2021-03-10 16:15:49 1 vssadnin
2021-03 :15:49 i vssadmin
2021-03-10 16:15:49 ] vssadnin
2021-03- :15:49 1 vssadmin
2021-93-10 16:15:49 1 cmd.exe vssadain
2021-63-10 16:15:43 1 cmd.exe vssadain
2021-03-10 1 cnd.exe vssadain
2021-93 115:49 1 omd.exe vssadain
2021-03-10 16:15:49 1 emd.exe vssadnin
2021-03-10 16:15:49 1 cmd.exe vssadain
2021-03-10 16:15:49 1 cmd.exe vssadain
2021-03-10 16:15:49 1 omd.exe vssadmin

¢ Clop Common Exec Parameter

New Search

7 cmdiine &
resize shadowstorage /for=c: /onec: /maxsizes4dn® vssadsin resize
resize Hor=c: Jonee: imansi vssadmin vesize
resize shadowstorage /for=d: Jon=d: /moxsize=401MB vssadsin resize
resize shadowstorage /forwd: Jonwd: /maxsizewunbounded vasadain resize
resize shadowstorage /forse: fonwe: /maxsizes40i@ vssadsin resize
resize orage /for= vasadain resize
resize shadowstorage /for=f: Jon=f: /maxsizesadi@ vssadsin resize
resize shadowstorage /for=f: Jon=f: /maxsizesunbounded vssaomin resize
resize shadowstorage /forsg: foneg: /maxsizes401MB vssadsin resize
resize ge /foreg: /oneg: vssadmin resize
resize shadowstorage /forsh: Jon<h: /maxsizes401K8 vssadain resize
resize shadowstorage /for=h: /on=h: /maxsizewunbounded vasadain resize

Job v

foree: fonve:

age /for=c: Jon=c:

shadowstorage /for=d: /on=d: /maxsi

2640148

age /for=d: Jon=d:

shadowstorage /forse: Jotwe: fmaxsi

shadowstorage /for=e: /on=e:

Iforsf: jonsf:

20401

#maxsize=unbounded

shadowstorage /for=f; fonsf:

shadowstorage /farsg: fonwg:

shadowstarage /for=g: /eng:

shadowstorage /for=h: Joneh: /maxsi

shadowstorage /far=h: /on=h;

10

/maxsizesunbounded

/maxsizana01HB

/oaxsizesunbounded

2e401HB.

/maxsize-unbounded

*

el |

* Smart Mode v

Ed counts /
1
1
1
N
1
1
1
1
1
1
f
1

SaveAs~ Clo

| tstats "security_content_summariesonly’ values(Processes.process) as cadline
values(Processes.parent_process_name) as parent_process

_process_name Processes.process Processes.dest Processes.user
| “security_content_ctime(lastTime)

values(Processes . process_name) count min(_tise) »s firstTime max(_time) ns lastTime from datamodeleEndpoint.Processes whare Processes.process = “trunruns” OR Processes.process = “stemp.date” by Processes.parent_process_name Processes
| “security_content_ctime(firstTime)’

2 events (17/03/2021 14:00:00.000 to 18/03/2021 1459:43000)  No Event Sampling = Jobv U W o & & ¥ Smart Mode
Events  Patierns  Statistics (2)  Visualization
20PerPagev  /Format  Preview
’ 7 Processesprocess 7 Processes.user /. s 7/ count 7
Processes.porent_process_name 3 Processes.process_name £ Processesdest ¢ ]l <mdiine 2N . values(Processes process_name) $  frstTime & o
cmd.exe clop_mlwr exe clop_alwr. exe win-dc- Administrator clopmlwr.exe runrun  cnd.exe clop_alwr.exe 1 2en1-e3-
rurun 73.attackrange. Jocal 18T14:53:48
omd_exe clop_mlwr exe clop_alwr. exe win-de- Adninistrator clop_mlwr . exe end_exe clop_slur. exe 1 2e-03-
temp.dat 73.attackrange. local temp. dat 18T14:53:48
¢ Clop Deleting itself

New Search SewAsv s Coum

sysson’ EventCode=1 cudline = “s/c dela” Image = “*\\cnd.exe’ [eval result = if(like(process, X" ,parent_process,”s"), “contained”, "Not contained") | stats min.time) as firstTine max(.time) a< lastTime count by Computer user Parentlmage Last 24 hours +

ParentCommandLine Inage cadline EventCode ProcessID result | where result = “contained”

| "security_content_ctime(firstTime)

| "security_content_ctime(lastTime)"
1 1770372021 No . Jobe 0 W a4 8 & * Smart Mode *
Evenis  Patlemns  Statistks()  Visualization
20PerPagev  /Fomat  Preview~

’ ’ o
EventCode ProcessiD  result #  firstTime 7 count

Computer & 7 userr s nage & s 4 Images 7/ cmdine * ” C ¢ ] lastlime ¢ # s
win-de- € e lop.exe’  C: exe -exe® /c del 1 e contained  2021-03- 2021-03- i
654, attackrange. Local :Wsers\Public\clop.exe’ &gtiAge; ML 17709;32: 24 17709:32:24
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¢ Clop Known Service Name

New Search

Service_Type
| “security_content_ctime(firstTime)'
| “security_content_ctine(lastTine) |

‘wineventlog_system' EventCode=7045 Service Name IN ("SecurityCenterIBM', "WinCheckDRVs®) | stats count min(_time) as firstTime max(_time) as lastTime by EventCode Service File Name Service Name Service Start_Type

Save As v

Lot 24 hours E

Close

1 event 116/03/2021 10:00:00.000 to 17/03/2021 10:05:49.000)  No Event Sampling v Job » - o & 4 ? Smart Mode »
Events Patterns. Statistics (1) Visualization
20PerPage>  /Format  Preview~
EventCode ¢ /  Service_File_Name = #  Service_Name 3 7  Service_Start_Type 7 Service_Type ¢ ré counts ~ firstTime 3 7 lastTime
7045 c:\Users\Public\clop.exe SecurityCenterIBM auto start user mode service 1 2021-93-17T09:49:14 2021-03-17T09:49: 14
¢ Suspicious Service File Path Creation
New Search Lo difs il
‘wineventlog_system' EventCode=7045 Service File Name = “»\ exe® Last 24 hours v B
NOT (Service_File Name 1N (“C:\\Windows\\**, "C:\\Program Files", "C:\\Programdata\\s", “Xsystemroot¥\\»*))
Service_Type = “user mode service”
| stats count min(_time) as firstTime max(_time) as lastTime by EventCode Service File Name Service Name Service Start_Type Service Type
| “security_content_ctime(firstTime)
| “security_content_ctime(lastTine)
“1 /032021 ) No Event Sampling ~ Jobv 0 W o & & * Smart Mode v
Events Patterns Statistics (1) Visualization
20 PerPage v # Format Preview v
EventCode * /  Service_File_Name + 7 Service_Name ¥ 7 Senvice_Start_Type = 7/ Service_Type # 7’ count: /7 firstTime & 7 lastTime & 4
7045  c:\Users\Public\clop. exe SecurityCenterIBM auto start user mode service 1 2021-03-17709:49: 14 2021-03-17T09:49: 14
¢ Clop High Frequency Process Termination
New Search SaeAsy  Ciose
sysmen fventCodess Last 24 hours » n
bin _time span=3s
Istats values(image) »» proc_terminated min(_time) as firstTime max(_time) as lastTime count by Computer EventCode | where count >« |5
| “security_content_ctise(firstTime) | “security_ content ctime(lastTime)
+ 50 events (16/03/2021 16:00:00 000 to 17/03/202116.4036.000)  No Event Sampling » Job = " o+ & 4 ¥ Smart Mode ¥
Events. Pattems Statistics (1) Visualezation
20 Per Page = 7/ Format Preview ~
Computer & 4 EveniCode * /  proc_terminated = z firstTime = 7 lastTime 7 counts /
Wwin-gc-654  attackrange. local L ] Wser: 0CmOnG4. exe 2021-03-17T09:02: 24 2021-93-17T05:32: 24 49

Users\Publ1E\NTASSHEY. exe
Wsers\PubliCINErEsan. exe
\Users\Publ|c\PKTHon, exe
\Users\Public\agntsv. exe
\Users\Public\clop, exe
\Users\Public\dbengse. exe
\Users\Publ 1c\dbsnap. exe
\Users\Public\ensv. exe
Users\Publicierel exe
\Users\Publie\firefoxonfig. exe
\sers\Public\ infapath. exe
\Users\Public\isalplussv.exe
\Users\Public\abastray, exe
\Users\Public\msaess exe
\Users\Publicinsftesal. exe

\User s\Public\mspub. exe
\Users\Public\mydesktopqos. exe
\sers\Public\mydesktopservie.exe
\Users\Public\mysald-nt. exe

copononnoonnnnannonoa

¢ High Frequency creation of ransomware notes

Variant B
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SaveAsv  Close

New Search

(**\.Txt", "a\ htal®, "e\ htat)

sysmon’ EventCode=11 file_name
| stats min(_time) ss firstTine max(_tine) as lastTime dc(TargetFilenane) 3s unique_readme_path_count values(TargetFilename) as list_of_readme_path by Computer Image file_nase
| where unique_readse_path_count >+ 30
| “security_content_ctime(firstTine)
| “security_content_ctime(lastTine)
+ 116 events (17/03/2021 08:00:00.000 to 18/03/2021 08:50:55000)  Na Event Sampling ~ Job+ o 8 4 * Smart Mode »
Events  Patlems  Statistics()  Visualization
20PerPoge  /Format  Preview >
s

Computer = 7  Image: / fename:  # frstTime s £ lastTime 2 #  unique_readme_path_count : list_of_readme_path = s
win-de C:\Users\Adainistrator\AppData\Local \Tesp\clop mlwr_d.exe  README_README.txt  2021-03- 2021-03- 4 C:\PrograsData\Amazon\EC2-Windows\

18708:28:17 18708:28:17 r

73.attackrange. local

Variant A

Save Asv  Close

New Search

"\ txt™, "%\ htal”, "\ hta")

lastTine de(TargetFilenane) List_of_readme_path by Computer Image file_nase

sysson” EventCode=11 file_name
| stats min(_tise) a5 firstTime nax(_time)
| where unique_readne_path_count >= 50

| “security_content_ctime(firstTime)

| 'security_content_ctime(lastTine)

unique_readme_path_count values(TargetFilenase)

324 events (17/02/2021 10:00:00.000 to 18/03/202110:22.44000)  No Event Sampling ~ ‘b & * Smart Mode +

Events  Patems  Statisties()  Visualization

20PerPage~  /Format  Preview~
unique._readme._path_count /

fle_name  /
2 list_of_readme_path

Computer & #  images ’ firsiTime = 7 lastlime = P2
\Users\Public\clop.exe lopReadMe. txt 202103 2021-03~ 245
8T09:47:50 18709:47:50

Hashes: SHA256

15f9ed36d9efc6e570b4£f506791ce2c6a849853e2f6d587f30fb12d39dba2649

e 3d94c4a92382c5c45062d8ea0517be4011be8bad42e9c9a614a99327d0ebdf05b
e d0cde86d47219e9c56b717f55dcdb01b0566344c13aa671613598cab427345b9
e 43e633a9a26287e9be7a4788d750258d64612e7b625ab5a3f0a9128469e99c2d

Defense

We can pursue further defensive actions by using the Splunk Phantom playbook Detect, Contain, and Remediate

Ransomware, as shown in the following graphic.
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D | Contain - |
4 blockip1 ) 4 terminate process

>4 block hash 3 ] |4 quarantine device

[ivsignts < [ o] x vt~ | [ Cootin________- |
m—b‘ get file )—{ detonatefile —<¢ V >4 huntfile ’_A.‘ list connections p——»{ blockip2
1
[ contain = | [ Contain ]
L»{ block hash 4 . ﬂ disable user =

This playbook is composed of the following steps:

» Get file: Downloads the file sample from a repository.

e Detonate file: Submits the file sample for sandbox analysis.

e Block IP: Configures your infrastructure to block access to IP addresses associated with the ransomware.

e Block hash: Configures your infrastructure to block access to files matching the hash of a malicious
sample.

o Hunt file: Looks for indications of other infected devices in your environment.

o Terminate process: Terminates any instances of the malware actively executing.

e Quarantine device: Place the infected devices in quarantine to prevent it from infecting other devices.

e List connections: Examine a device’s active connections/add newly discovered malicious IPs to the block
ip action.

» Disable user: Disable the user’s account to prevent further malware propagation.

Please download the Splunk ES Content Update app from Splunkbase™ and install the latest version of our

content update, which includes the new ransomware analytic story focusing on Clop crimeware.
About the Splunk Threat Research Team

The Splunk Threat Research team is devoted to understanding actor behavior and researching known threats to
build detections that the entire Splunk community can benefit from. The Splunk Threat Research team does this

by building and open-sourcing tools that analyze threats and actors like the Splunk Attack Range and using these

tools to create attack data sets. From these data sets, new detections are built and shared with the Splunk

community under Splunk Security Content. These detections are then consumed by various Splunk products like

Enterprise Security, Splunk Security Essentials and Mission Control to help customers quickly and effectively find

known threats.

Source: https://www.splunk.com/en_us/blog/security/detecting-clop-ransomware.html
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