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This presentation will illustrate the entire cyber-kill chain, hands-on-keyboard activity and corresponding MITRE
ATT&CK mappings for a series of successful intrusions carried out by the North Korean APT group “Lazarus”

against energy companies across the world. We also provide an analysis of MagicRAT and associated, bespoke
malware families used by the APT group. Asheer Malhotra is a threat researcher specializing in malware analysis,
reversing, detection technologies and threat disclosures within Cisco Talos. He has been researching malware

threats for about a decade now at FireEye, Intel, McAfee and now at Talos. His key focus is tracking nation state
attacks (APTs) across the world. Asheer holds an M.S in Computer Science with a focus on Cyber Security.

Source: https://www.youtube.com/watch?v=nUjxH1gW53s
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