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 Tool: FireMaster

Names FireMaster

Category Malware

Type Credential stealer

Description A Windows executable that can retrieve stored passwords from Outlook, web browsers, etc.

Information
<https://www.welivesecurity.com/2018/09/05/powerpool-malware-exploits-zero-day-

vulnerability/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool FireMaster

Changed Name Country Observed

APT groups

  PowerPool [Unknown] 2018  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c54640f6-edcd-48f8-8bae-2d5ebe1f9dce

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c54640f6-edcd-48f8-8bae-2d5ebe1f9dce

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c54640f6-edcd-48f8-8bae-2d5ebe1f9dce
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c54640f6-edcd-48f8-8bae-2d5ebe1f9dce
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Credential%20stealer
https://www.welivesecurity.com/2018/09/05/powerpool-malware-exploits-zero-day-vulnerability/
https://www.welivesecurity.com/2018/09/05/powerpool-malware-exploits-zero-day-vulnerability/
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=FireMaster&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=PowerPool

