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 Tool: SHAPESHIFT

Names SHAPESHIFT

Category Malware

Type Wiper

Description
(FireEye) The SHAPESHIFT malware is capable of wiping disks, erasing volumes and
deleting files, depending on its configuration.

Information
<https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-
espionage.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.shapeshift>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool SHAPESHIFT

Changed Name Country Observed

APT groups

  APT 33, Elfin, Magnallium 2013-Apr 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9a945f93-c6f1-4cf8-8843-2f8fa696f659
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