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Short bio

Trojan.TrickBot is Malwarebytes’ detection name for a banking Trojan targeting Windows machines.

Developed in 2016, TrickBot is one of the more recent banking Trojans, with many of its original features inspired
by Dyreza (another banking Trojan). Besides targeting a wide array of international banks via its webinjects,

Trickbot can also steal from Bitcoin wallets.

Some of its other capabilities include harvesting emails and credentials using the Mimikatz tool. Its authors also

show an ability for constant new features and developments.

Trojan.TrickBot comes in modules accompanied by a configuration file. Each module has a specific task like
gaining persistence, propagation, stealing credentials, encryption, and so on. The C&Cs are set up on hacked

wireless routers.
Symptoms

The endpoint user will not notice any symptoms of a Trickbot infection. However, a network admin will likely see
changes in traffic or attempts to reach out to blacklisted IPs and domains, as the malware will communicate with

Trickbot’s command and control infrastructure to exfiltrate data and receive tasks.

Trojan.TrickBot gains persistence by creating a Scheduled Task.

Name Status  Triggers MNext Run Time Last Run Time Last Run Result  Author  Created
(% services update Queued Multiple triggers defined  2017-07-31 21:13:23  2017-07-30 16:34:23  (0xFFFFFFFF)

General | Triggers | Actions | Conditionsl Settingsl History (disabled)l

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property

Action Details
Start a program Ch\Users\testerAppData\Roamingiwinappiwngl.bin.exe

Type and source of infection
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From: Intuit Invoice <Gary.Terry@intuit-nvoice.com > Sent: \Wed 7/18/2018 T:11 AM
To: [ ]
Ce
Subject: Unpaid Invoice

e R
INTUIT

Unpaid Invoice

Our records indicate that payment on your account is overdue in the amount of $23,389.41. 11 .
the amount has already been paid, please disregard this notice. For your convenience, a copy of
your invoice have been attached below, please save it for future reference.

If you have any query regarding your account or disagree that this invoice is overdue, please

email accounts@intuit. com. Note that if we do not hear from your or receive the payment in the
nearest future, your account will be suspended.

Sincerely,

Accounting Department

Gary Terry

Level 3 Officer, Intuit

Email: Gary. Terry@intuit. com v

L .| Intuit Invoice B ~

Example malspam distributing Trickbot

Other methods of propagation include infected attachments and embedded URLs. Trojan.TrickBot is also seen as

a secondary infection dropped by Trojan.Emotet.
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