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 Tool: SharpHound

Names SharpHound

Category Malware

Type Reconnaissance, Info stealer

Description C# Rewrite of the BloodHound Ingestor.

Information <https://github.com/BloodHoundAD/SharpHound3>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool SharpHound

Changed Name Country Observed

APT groups

      ↳ Subgroup: Scattered Spider [Unknown] 2022-Aug 2025

  APT 20, Violin Panda 2014-2017  

  Sprite Spider, Gold Dupont [Unknown] 2015-Nov 2022  

  TA2101, Maze Team [Unknown] 2019-Feb 2024

4 groups listed (4 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e6b2dbf6-0cea-40f8-98af-14ab4ad2ae27

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e6b2dbf6-0cea-40f8-98af-14ab4ad2ae27

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e6b2dbf6-0cea-40f8-98af-14ab4ad2ae27
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e6b2dbf6-0cea-40f8-98af-14ab4ad2ae27
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Reconnaissance
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Info%20stealer
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=BloodHound
https://github.com/BloodHoundAD/SharpHound3
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=SharpHound&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Subgroup%3A%20Scattered%20Spider
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=APT%2020%2C%20Violin%20Panda
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Sprite%20Spider%2C%20Gold%20Dupont
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=TA2101%2C%20Maze%20Team

