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 Tool: lite_more_eggs

Names lite_more_eggs

Category Malware

Type Loader

Description
(QuoINT) The tool lite_more_eggs is a JS loader similar to the More_eggs JS backdoor. The
JS loader is basically the same code basis as more_eggs which is the reason we dubbed it

lite_more_eggs.

Information
<https://quointelligence.eu/2020/01/the-chicken-keeps-laying-new-eggs-uncovering-new-gc-

maas-tools-used-by-top-tier-threat-actors/>

Last change to this tool card: 10 July 2020

Download this tool card in JSON format

All groups using tool lite_more_eggs

Changed Name Country Observed

APT groups

  Venom Spider, Golden Chickens 2017-Jan 2025  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=abf48421-2e5c-418c-a2d0-159ef75387bb
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