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Continuing with the same example, CS beacon with 15 minutes sleep and 25% jitter, we can calculate the below
values for the beacon(these values can be calculated by analyzing the time deltas):

MinBeaconSleep = 675s

MaxBeaconSleep = 900s

AvgBeaconSleep = 787.5s

MinStdev(BeaconSleep) = Os

MaxStdev(BeaconSleep)= MaxBeaconSleep — AvgBeaconSleep =112.5s

Using the information above, we can calculate the approximate/exact jitter ratio. How? Well, it’s basic

mathematics: we have an equation with several variables.
CalculatedJitter = (MaxStdev(BeaconSleep) / AvgBeaconSleep ) * 100 = 14.2%

The reason for the calculated jitter being smaller than the configured jitter is the behavior of the Cobalt Strike
Beacon. The jitter in Cobalt Strike shifts the average beacon sleep to the left of the configured sleep value. If this

were an Empire beacon, the calculated jitter would be 25%.

To make things more clear, we have some values that are configured in the beacon. On the other hand, we have the
data that is a result of the configuration. What we are doing here is that, since we don’t know the beacon
configuration, we are analyzing the resulting data to verify it’s from a beacon or not(kind of reverse engineering).
Since we are trying to perform verification, we can define what kind of beacon configuration we are trying to

verify.
Developing the KQL query

In order to detect beaconing, we can use firewall logs, proxy logs, process network connection logs, etc. The logs

must have at least below information:

¢ Source Username/Source HostName
e Destination IP/Destination Hostname
¢ Destination Port

e Timestamp

We can use requestURL or URLHostname information for proxy logs if we want. Using Source IP information is
not recommended because IP assignments during VPN connections are not cached in DHCP. Therefore, you can

see one device with several different IPs assigned to it, which will break the detection logic.
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Logic

For each Source-Destination-Port pair:
sort the Timestamp ascending
calculate time difference between each Timestamp
calculate the stdev, avg, min, and max of the time deltas
calcualte the jitter by using the stddev and avg time delta
If jitter < [threshold]
display the details/generate an alert

e Min and max time delta values can be used to increase the fidelity if there are too many results(beacon time
delta must be between MinBeaconSleep and MaxBeaconSleep, but there might be some spikes).

e If there are more than X users/computers connecting to the same destination, it’s more likely a
nonmalicious beacon (for example, windows update)

o If the logs have only the IP address of the destination, the results can be enriched in several ways, like

joining other events that have IP and hostname info.

With KQL, we can put TimeGenerated, SentBytes, and ReceivedBytes into lists using make_set/make_list. Then,
we can sort the timestamp values by using array_sert_asc (Using serialize and sort doesn’t work when the data

is big). Since we have an array, we can use its length to apply some filtering:

Now, we have one row for each source-destination pair, and all the connection timestamps are in the array. This

approach makes the data size small, and small data size means faster processing.

Next, we can use mv-apply on the array of timestamps, set_TimeGenerated, to run a subquery for each
connection pair. This approach also improves the query performance. In the subquery, we can perform the first

step of beacon analysis by using the JitterThreshold we just defined:

Note that we are storing the query result into the BeaconCandidates variable. We will perform further analysis on

the stored results for fine-tuning.
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Now, we have all beacon candidates based on the thresholds defined. Next, we can filter out the beacons based on
the CompromisedDeviceCountMax threshold. If there are more devices/users beaconing to the same destination,

the beacons are most likely nonmalicious.
We put the results into a new variable, PotentialBeacons, for further analysis.

Next, we will find connections that can’t be a beacon. We will use TimeDeltaList and list_SentBytes:
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We used series_outliers to analyze the outliers. The function performs custom Tukey’s analysis that accepts some

outliers to exist in the data. In addition to that, if there are too many outliers, the connection can’t be a beacon.
Since the device can be turned off or not connected to a network for a while, time deltas can have spikes, but these

spikes shouldn’t happen a lot. That’s why we put the OutlierCountMax condition; to accept more spikes.

As we now have the PotentialBeacons, ImpossibleBeaconsByTimeDelta and ImpossibleBeaconsBySentBytes,
we can finally get all real beacons by removing the ImpossibleBeaconsByTimeDelta and

ImpossibleBeaconsBySentBytes from PotentialBeacons:
Sample result(redacted) and how to read the data:
Press enter or click to view image in full size

» list_SentByles [2054.2061.2053.2062.2064i30'09|5.1$99. 1835,18%8,1899, 2062, 2064,2062,5698, 2063, 1896,1857,1806,1659,1898,1699,1828,1897,1857]

* st RecelvedBytes [2663,2601,2574,2574,2633,50325,2575,2600,2601,2600,2634,2574,2572,6780,2602,2573,2601.2575,2601,2574,2600,2574,2603,2602]

DestinationiP i ¥
TotalDuration 552
count 23

min_TimeGenerated [UTC] 2021-05-12TOB:57-29.0622

max_TimeGenerated [UTC] 2027-05-12T10:50:18.6622

percentile_TimeDeltalnSeconds 5 176 5% of the values are less than 176

percentile_TimeDeltaln5econds_25 2539 25% of tha values ara kess than 255
percentile_TimeDeltalnSeconds_ 50 304 50% of the vakies are kess than 304

percentile_TimeDeltalnSeconds 75 330 75% of the volues are kess than 330

percentile_TimeDeltalnSeconds 85 388 e e e

* TimeDeltaList

TimeDelalnSeconds min

[153,223,366,330,343,3048,304,315,367,330,285,310,292,262,295,319,326,603,294,209,176,259,257]
e

153

TimeDeltalnSeconds_min_index L]

TimeDeltainSeconds_max 603

TimeDeltalnSeconds ma_index 17

TimeDeltalnSeconds_avg 05 ATE2G08695652

TimeDeltalnSeconds_stdew BT 42106546906786 AREN by e 0

Min and Mex values ane nal tho
miinfmax of the datasot, They are
calcuated by the avg and stdev of

The dain

TimeDeltalnSeconds_variance TG42. 442687747048

JitterPercentage 2B61T769T54B84158
Min ard WMoax 5beep ean be used for
Turther fillering of Lhe

Beacon3leephdin CullisiCountMax can bie adjusted

218.05719540049733

BeaconSleephlax 3092.65032633862205

I’ve developed queries for Palo Alto FW (Azure Sentinel), Sysmon (Azure Sentinel), and Microsoft Defender for

Endpoint/Microsoft 365 Defender. You can find the queries in my GitHub repo. They run super-fast (90 million

events are analyzed in 20 seconds) and are able to detect beacons with high jitter, like 90%.

How to use the queries

We first need to define boundaries for the beacons you want to detect. Defining the boundaries based on the

Empire beacon behavior covers Cobalt Strike and others.
Hunting with the jitter only

In this scenario, we want to detect all beacons without filtering them based on the sleep interval. Just change the

JitterThreshold and run the query.
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Hunting with the jitter and sleep interval
In this scenario, we want to filter beacons based on the jitter and sleep interval thresholds.
Example: Beacons that have at least 15-minute(900s) sleep with %25 jitter

o JitterThreshold = 25
e TimeDeltaThresholdMin = 900 - (900*25/100) = 675 = 11 minutes, 15 seconds

Optionally, we want to set an upper boundary for the sleep interval:
e TimeDeltaThresholdMax = 900 + (900*25/100) = 1125= 18 minutes, 45 seconds
Based on these values, we can filter the results.

P.S.: If you want to learn KQL, especially for Microsoft Sentinel or Microsoft 365 Defender, do

check out my training website. Hope to see you there!”

Conclusion

Detecting C2 beacons is hard but not impossible(just requires some statistics knowledge). Beacons with high jitter

configuration like 100% are harder to detect, but still possible if you have time to analyze the results.

You can automate the analysis of the results in several ways like using Logic Apps, enriching the data with VT

score, using Jupyter Notebook, etc.

Although the series ends here, I’ll cover a specific C2 scenario using the method I’ve explained. If you see a

mistake or want to ask something about the method, send me a message on Twitter.

Happy hunting!

Source: https://mergene.medium.com/enterprise-scale-threat-hunting-network-beacon-detection-with-unsupervised-ml-and-kgql-part-2-bff46cfc
le7e
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