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&2 Tool: StrifewWater

Names

Category

Type

Description

Information

MITRE ATT&CK

Malpedia

StrifeWater
StrifeWater RAT

Malware

Backdoor, Info stealer, Downloader

(Cybereason) The StrifeWater RAT appears to be used in the initial stage of the attack
and this stealthy RAT has the ability to remove itself from the system to cover the
Iranian group’s tracks. The RAT possesses other capabilities, such as command

execution and screen capturing, as well as the ability to download additional extensions.

<https://www.cybereason.com/blog/strifewater-rat-iranian-apt-moses-staff-adds-new-

trojan-to-ransomware-operations>

<https://attack.mitre.org/software/S1034/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.strifewater rat>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool StrifeWater

Changed

Other groups

Name Country Observed
[
Moses Staff —— 2021-Nov 2022

1 group listed (0 APT, 1 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e5ec8441-5f1e-41fd-8d1b-704ff4fbd541
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