https://github.com /rapid7 /metasploit-framework /tree/master /modules/exploits/linux /ssh

metasploit-framework/modules/exploits/linux/ssh at master -

rapid7/metasploit-framework

By zeroSteiner

Archived: 2026-04-05 23:15:48 UTC

Folders and files

Name Name

parent directory

ceragon fibeair known privkey.rb ceragon fibeair known privkey.rb
cisco ucs scpuser.rb cisco ucs scpuser.rb
exagrid known privkey.rb exagrid known privkey.rb

Page 1 of 4

Last commit

message

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Runs
Rubocop to
fix layout in

modules

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Last
commit

date

Oct 14,
2025

Jun 20,
2025

Oct 14,
2025


https://github.com/rapid7/metasploit-framework/tree/master/modules/exploits/linux
https://github.com/rapid7/metasploit-framework/tree/master/modules/exploits/linux
https://github.com/rapid7/metasploit-framework/tree/master/modules/exploits/linux
https://github.com/rapid7/metasploit-framework/tree/master/modules/exploits/linux
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ceragon_fibeair_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ceragon_fibeair_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/cisco_ucs_scpuser.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/cisco_ucs_scpuser.rb
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/exagrid_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/exagrid_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457

https://github.com /rapid7 /metasploit-framework /tree/master /modules/exploits/linux /ssh

Name

f5 bigip known privkey.rb

ibm drm a3user.rb

loadbalancerorg_enterprise known privkey.rb

mercurial ssh exec.rb

microfocus obr shrboadmin.rb

Name

5 bigip known privkey.rb

ibm drm a3user.rb

loadbalancerorg_enterprise known privkey.rb

. Last
Last commit X
commit
message
date

Add
references to
MITRE
ATT&CK
T1021 -

Remote

Oct 14,
2025

Services

Add
references to
MITRE
ATT&CK
T1021 -

Remote

Oct 14,
2025

Services

Add
references to
MITRE

Oct 14,
ATT&CK

mercurial ssh exec.rb

microfocus obr shrboadmin.rb

Page 2 of 4

2025
T1021 -

Remote

Services

Add
references to
MITRE
ATT&CK
11021 -

Remote

Oct 14,
2025

Services

Add
error_callback
to SSH 25,
2024

Nov

Command

Stream


https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/f5_bigip_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/f5_bigip_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ibm_drm_a3user.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ibm_drm_a3user.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/loadbalancerorg_enterprise_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/loadbalancerorg_enterprise_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/mercurial_ssh_exec.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/mercurial_ssh_exec.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/microfocus_obr_shrboadmin.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/microfocus_obr_shrboadmin.rb
https://github.com/rapid7/metasploit-framework/commit/566e12b69e5d2818cb969e1c247aa86cc0388af5
https://github.com/rapid7/metasploit-framework/commit/566e12b69e5d2818cb969e1c247aa86cc0388af5
https://github.com/rapid7/metasploit-framework/commit/566e12b69e5d2818cb969e1c247aa86cc0388af5
https://github.com/rapid7/metasploit-framework/commit/566e12b69e5d2818cb969e1c247aa86cc0388af5
https://github.com/rapid7/metasploit-framework/commit/566e12b69e5d2818cb969e1c247aa86cc0388af5

https://github.com /rapid7 /metasploit-framework /tree/master /modules/exploits/linux /ssh

Name

quantum dxi known privkey.rb

quantum vmpro_ backdoor.rb

solarwinds lem exec.rb

ssh _erlangotp rce.rb

symantec smg_ssh.rb

Name

quantum dxi known privkey.rb

quantum vmpro backdoor.rb

solarwinds lem exec.rb

ssh _erlangotp rce.rb

symantec_smg_ssh.rb

Page 3 of 4

Last commit

message

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Runs
Rubocop to
fix layout in

modules

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Remove
redundant
Platform and
Arch

definitions

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Last
commit

date

Oct 14,
2025

Jun 20,
2025

Oct 14,
2025

Dec 17,
2025

Oct 14,
2025


https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/quantum_dxi_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/quantum_dxi_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/quantum_vmpro_backdoor.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/quantum_vmpro_backdoor.rb
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/commit/a4b14d8b644f34a9fd894f59c32bbe1d79407ac7
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/solarwinds_lem_exec.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/solarwinds_lem_exec.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ssh_erlangotp_rce.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/ssh_erlangotp_rce.rb
https://github.com/rapid7/metasploit-framework/commit/8945267db6e64c2524a8115848afb9c639777dd7
https://github.com/rapid7/metasploit-framework/commit/8945267db6e64c2524a8115848afb9c639777dd7
https://github.com/rapid7/metasploit-framework/commit/8945267db6e64c2524a8115848afb9c639777dd7
https://github.com/rapid7/metasploit-framework/commit/8945267db6e64c2524a8115848afb9c639777dd7
https://github.com/rapid7/metasploit-framework/commit/8945267db6e64c2524a8115848afb9c639777dd7
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/symantec_smg_ssh.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/symantec_smg_ssh.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457

https://github.com /rapid7 /metasploit-framework /tree/master /modules/exploits/linux /ssh

Name Name

vmware vdp known privkey.rb vmware vdp known privkey.rb
vmware vrni_known privkey.rb vmware vrni_known privkey.rb
vyos restricted shell privesc.rb vyos restricted shell privesc.rb

Source: https://github.com/rapid7/metasploit-framework/tree/master/modules/exploits/linux/ssh

Page 4 of 4

Last commit

message

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Add
references to
MITRE
ATT&CK
T1021 -
Remote

Services

Lint msftidy

Last
commit

date

Oct 14,
2025

Oct 14,
2025

Apr 18,
2022


https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vmware_vdp_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vmware_vdp_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vmware_vrni_known_privkey.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vmware_vrni_known_privkey.rb
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/commit/0a755ea03abb3b9e4fe5ee2cd6d49134810ae457
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vyos_restricted_shell_privesc.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/ssh/vyos_restricted_shell_privesc.rb
https://github.com/rapid7/metasploit-framework/commit/fd6c8aa3d564458bbf8b20ac0e89d86fdb20fa3a

