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Adversaries may modify or add a program on a controller to affect how it interacts with the physical process,
peripheral devices and other hosts on the network. Modification to controller programs can be accomplished using

a Program Download in addition to other types of program modification such as online edit and program append.

Program modification encompasses the addition and modification of instructions and logic contained in Program

Organization Units (POU) I and similar programming elements found on controllers. This can include, for
example, adding new functions to a controller, modifying the logic in existing functions and making new calls

from one function to another.

Some programs may allow an adversary to interact directly with the native API of the controller to take advantage

of obscure features or vulnerabilities.
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