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Inside Upas Kit (1.0.1.1) aka Rombrast C&C - Botnet Control
Panel
Archived: 2026-04-05 19:15:08 UTC

2012-08-16 - Panel
Upas

In middle of june a new botnet was advertised on underground forum as Upas Kit. (see end of this post for advert).

Bot is recognized by Microsoft in Win32/Rombrast familly

Upas

Upas - Login Screen
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Here is the initial advert on Exploit.In :
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Upas Kit 1.0.0.0
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Upas Kit 1.0.0.0 as adverted by auroras on Exploit.in on the 14th of june 2012

You'll find the Original text of this advert here :

http://pastebin.com/T8bOFMGA

And its Google Translation here :

http://pastebin.com/RCNOw Yez
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AntiVM analysis by EP_XOFF:

You'll find it here :

http://www.kernelmode.info/forum/viewtopic.php?f=16&t=1736&p=14437&hilit=upas#p14462

Auroras "reply"” on this code :

i pas 3.3 Craes 232
L e A UG PN TR Tl
-tz — e
e EE——————————————————
BEAre) T, YR WL BETE
Kan A
Gat'domeinfornaban i [ ARos sMare. 0, 0, AvchrseSoraliwnbar. 1. 0, 0, OF
=1 I [ wohamasiabiumbar == (2143 || nib_iEiwea] == 1 )
L gabeadl [, "Think wich poor deesch, nery ™, "ERROR_DARIN_TOO_ SME1L", Dol Duls

Which mean he did that fast to escape ThreatExpert. And it looks like it's pretty effective :
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Submission Summary:

B Submission details:
v Submission received: & July 2012, 08:46:59 AM
time: & min 30 sac

Subrmit mple:
Filesize: 30, #bytes
Alias:
w3z 5lilyFoC [Symantec]
Mal/Behav-010 [Sophos]
Worm. Win32 Rombrast [ Ikarus]

Technical Details:

@ The new window was creatad, as shown below:

ERROH_ESAIN_TO0_ SRl ﬁ

0 Thirk =39 your cigelich, Jimeryd

0K

"y File system Modifications
@ The following file was created in the system:

# Filename(s) Filer Sire File MDS5

Alias f Other Info

1 [file and pathnama of the sample 1] 30, 7ifibytes Il'\-c_ WAz SillyFDC [Symantec]

[l ; Memeory Modmcations
B There was a new process created in the systemn:

Process Name Process Fllename Main Module Size

[filename of the sample 1] [file and pathmame of the sampla 1] -1'3,]..I}-flu=.

Auroras 1 - ThreatExpert 0

For an analysis of Upas kit bot you can take a look at Onthar's post.

Mal/Bahav-010 [Sophos]
Warm. Win2z . Baombrast [Tkarus)

Here one Anubis analysis : 149fd4bdae313f2e44d86cc9be7e2453a - And here a Comodo IMA analysis :

7847d831a191833b7b845d95daf8d0c19f42322c53882¢7814a0cb2cb7d9f195

(no..these are not bots of the C&C shown here ;) )

Source: https://malware.dontneedcoffee.com/2012/08/inside-upas-kit1.0.1.1.html
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