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Reversing Cerber - RaaS
By James Haughom
Published: 2018-08-07 - Archived: 2026-04-05 15:55:49 UTC

Cerber has established itself as one of the most successful ransomware families to date. Distributed as Raas

(Ransomware as a Service), the malware has retained popularity with over 6 known variants.

The malware is packed with Nullsoft PiMP (plugin Mini Packager) which hides much of the malware's true

functionality.

M cxeinfo PE - ver.0.0.4.9 by AS.L- 1008+64 sign 2018.01.16 —
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As a whole, the malware's entropy is quite high (6.1), indicating packed code.
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pestudio 8.74 - Malware Initial Assessment - www.winitor.com

File Help
X B ?
4 indicators (3/12) mds 2D6ACET910FB4EBT75272A6590453A0F
2 domb (W;is pr;;ram . shal 31EA288D300EEADB56480670A6B9D2280709D157
file-header (May.2014) sha256 81DCFCO70E35CE217BAB29CD400598DA209E0953DFOBC365C06AB21BCEEEISED
. . first-bytes (hex) 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
optional-header (GUI) X
1 directories (3) first-bytes (text) MZ . innvmnnmnmn oo @ o
sections (14.50%) size 275484 bytes
imports (169/16/1/1/40) | imphash
0 cpu
s-callbacks a 5|gnature a
A resources (6) entry-point (hex) 81 EC D4 02 00 00 53 55 56 57 6A 20 33 ED 5E 89 6C
-abe strings (36/20/0/14/3307) | file-version a
{fx debug (n/a file-description
_j manifest (invoker) file-type executable
"’“ ersion (n/a subsystem GUI
‘—d Certncae (Wa compiler-stamp Sun May 11 16:05:21 2014

overlay (Nullsoft) debugger-stamp

The malware contains an anomalous PE section ".ndata" which has a virtual size much higher than its
physical/raw size. This indicates that there is a good chunk of code that won't present itself until runtime, once the

malware is loaded in memory.

VirtAddr VirtSize RawSize

0Xx1000 0x6594 0X6600 dd54ddfd1iff2f722ee8321d66d57b679
6.486495

.rdata OX8000 Ox13a8 0X1400 fc77a9dcff2680a45ea84h8557e704f2

5.134399

.data 0xafneo 0x3a1358 0X1600 fca7580013b2T0103369e99fT7h40893
3.549948

.ndata Ox3ac0oe 0X16000 OXx0 d41d8cd98fOeb204€9800998ecf8427e
0.000000 [SUSPICIOUS]

.rsrc 0x3bcoo6 0xals OXcO0 d31b58bbb85f4dc33599a78f3acReddc
4,069419

pestudio marks the .text/.code section as highly entropic (6.4), this is where the actual code/instructions are stored
in a PE.
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m pestudio 8.74 - Malware Initial Assessment - www.winitor.com
Help

e X8 ?

B- ﬁ c\users\rem\desktop\cerber.i

4l indicators (3/12)

DR

irustotal (network error)

[0 optional-header (GUI)
o dlrectones (3)

0O libraries (8)

+«_| imports (169/16/1/1/40)

exports (0
~0 tls-callbacks

i resources (6)

Y

-~abe strings (56/20/0/14/3307)

x debug (n/a)
g manifest (invoker)

9] version (n/a
. a certificate (n/a)

overlay (Nullsoft)

dos-stub ({This program c
-0 file-header (May.2014)

property value value value value value

name text .rdata .data .ndata .rsrc

md5 DD54DDFD1FF2F722EES...  FCT7AIDCFF2680A45EA...  FCA7580013B2F0103369.. n/a D31B58BBB85FADC3359...
file-ratio (14.50 %) 9.48 % 1.86 % 2.04 % 0.00 % 112 %

virtual-size (3905196 bytes) 5032 hyt:s 3806040 bytes 63536 bytes 2584 bytes

virtual-address (00001000 Ox0000A000 Ox003AC000 0x003BCO00
raw-size (39936 bytes) 26112 bytes 5120 bytes 5632 bytes 0 bytes 3072 bytes
raw-address 0x00000400 0x00006A00 0x00007E00 0x00000000 0x00009400
cave (684 bytes) 108 bytes 88 bytes 0 bytes 0 bytes 438 bytes
entropy 6.436 5.134 3.550 n/a 4.069
entry-point (0x00003670) x - - - -
blacklisted - - - - -

writable - - x x -
executable x = - - -

shareable - - - - -
discardable

cachable X X X X

pageable x X X x

initialized-data - X
uninitialized-data

readable

I conducted this analysis in a host-only virtual network with a Windows 10 VM routing its network traffic to a

REMnux VM running fakedns, iNetSim, and Wireshark. The malware happily runs in the VM with security tools

running, dropping several files to disk. The number of bytes written to the file 'collages.dll' is the same as the

virtual size of the '.ndata' section.

Z’Q’ Process Manitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
ERRABEFAGE AR ZB LM

Time ...

Process Name PID Operation Path Result Detail
erber.exe 6668 FhWriteFile C:\Users\REM\AppData'‘Local\Temp\floppy_disk.png SUCCESS Offset: 0, Length: 3,676, Priority: Normal
... jycerber.exe 6668 WriteFile C:\Users\REM\AppData'Local\Temp\floppy_disk_disabled.png SUCCESS Offset: 0, Length: 1,416, Priority: Normal
cerber.exe 6668 [k WriteFile C:\Users\REM\AppData'\Local\Temp\flat.xs| SUCCESS Offset: 0, Length: 1,858, Priority: Normal
cerber.exe 6668 BanteF\[e C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 0, Length: 32,768, Priority: Normal
erber.exe 6668 FhWriteFile C:\Users\REM\AppData'\Local\Temp\Diacid.cpmO SUCCESS Offset: 32,768, Length: 32,768, Priority: Normal
sycerber.exe 6668 WriteFile C:\Users\REM\AppData'Local\Temp\Diacid.cpmO SUCCESS Offset: 65,536, Length: 32,768
cerber.exe 6668 HhWriteFile C:\Users\REM\AppData'\Local\Temp\Diacid.cpmO SUCCESS Offset: 98,304, Length: 32,768, Priority: Normal
j:pcerber.exe 6668 FhWriteFile C:\Users\REM\AppData'\Local\Temp\Diacid.cpmO SUCCESS Offset: 131,072, Length: 32,768
.. é‘ erber.exe 6668 BWr\teFHe C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 163,840, Length: 15,723
scerber.exe 6668 = WriteFile C:\Users\REM\AppData'Local\Temp'collages.dll SUCCESS Offset: 0, Length: 32,788, Priority: Normal
‘Slcerber.exe 6668 EhWriteFile C:\Users\REM\AppData'‘Local\Temp\collages.dll SUCCESS Offset: 32,768, Length: 32,768, Priority: Normal
... jcerber.exe 6668 FhWriteFile C:\Users\REM\AppData\Local\Temp'collages.dll SUCCESS Offset: 65,536, Length: 17,408
.. erber.exe 6668 BWr\teFHe C:\Users\REM\AppData\Local\Temp\nsmAD93.tmp\System.dll SUCCESS Offset: 0, Length: 11,776, Priority: Normal

The malware then makes a few modifications to the registry. A couple of these modifications have to do with what

the user is presented with (Wallpaper), the rest have to do with network activity. This malware (interestingly

enough) does not establish persistence, just encrypts and exits.

Process Name
jlcerber exe

cerber exe
jlcerber.exe
Slcerber.exe
Jcerber.exe
Sleerber.exe
Slcerber.exe
jylcerber.exe
Slcerber.exe
5 lcerber exe

PID Operation
4436 @ RegSetValue

4436 @%RegSetValue
4436 @%RegSetValue
4436 @{RegSetValue
4436 @{RegSetValue
4436 @%RegSetValue
4436 @{RegSetvValue
4436 @{RegSetValue
4436 @%RegSetValue
4436 @{RegSetValue
4436 @{RegSetvValue
4436 @fRegSetValue
44asgpegsa\/a\ue

Path
HKCU\Software\Classes\Local Settings\MuiCache'a\52C64B7E\LanguageList
HKCU\Control Panel\Desktop\WV:

Result
SUCCESS y
SUCCESS T

Detail

REG_MULTI_SZ, Length: 20, Data: en-US, en
: REG_SZ, Length: 88, Data: C:\Users\REM\App

HKCU'\Software\Microsoft\Windows'\CurrentVersion\ApplicationAssociationToasts\htafile_.hta SUCCESS Type: REG_DWORD, Length: 4, Data: 0
HKCU\Software\MicrosoftiWindows'\CurrentVersion\Explorer\FileExts\.hta\OpenWithProgids\htafile SUCCESS Type: REG_NONE, Length: 0

HKCU\Seftware\MicrosoftiWindows'\CurrentVersion\Explorer\FileExts\.hta\OpenWithProgids\htafile SUCCESS Type: REG_NONE, Length: 0

HKCU\Software\Microsoft\Windows\CurrentVersiontinternet Settings\ZoneMap\ProxyBypass SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCUW\Software\MicrosoftiWindows\CurrentVersiontinternet Settings\ZoneMaplintranetName SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCU\Software\MicrosofiWindows\CurrentVersiontinternet Settings\ZoneMap\UNCAsIntranet SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCW\Software\MicrosoftiWindows\CurrentVersiontinternet Settings'ZoneMap\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 0
HKCUW\Software\MicrosoftiWindows\CurrentVersiontinternet Settings\ZoneMap\ProxyBypass SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCU\Software\MicrosofiWindows\CurrentVersiontinternet Settings\ZoneMap\intranetName SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCU\Software\Microsoffiwindows\CurrentVersiontinternet Settings\ZoneMap\UNCAsIntranet SUCCESS Type: REG_DWORD, Length: 4, Data: 1
HKCU\Software\Microsoft\Windows'\CurrentVersiontinternet SettingsiZoneMap\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 0
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jpg\OpenWithProgids\jpegfile SUCCESS Type: REG_NONE, Length: 0

The malware spawns an instance of itself, which then opens the ransom note
' HELP_DECRYPT_NOBRS8STO_.hta'. The filename for this ransom note appears to be unique to the system,
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format is '_HELP_DECRYPT_[A-Z0-9]{8}_.hta' <- simple regex for the 8 digit alphanumeric string.

Process Description Image Path Command
‘N svchost.exe (6380) Host Process f... c:\windows\system32\svchost.exe c:\windows\system32\svchost.exe -k localsystemnetworkrestricted -p -s WdiSystemHost
' svchost.exe (5080) Host Process f... c\windows\system32\svchost.exe c:\windows'system32\svchost.exe -k localsystemnetworkrestricted -p -s PcaSvc
- W svchost.exe (176) Host Process f... c:\windows\system32\svchost.exe c:\windows\system32\svchost.exe -k netsvcs -p -s Appinfo
Consent Ul for ...c\windows\system32\consent.exe consent.exe 176 312 000001FACFF22990
Host Process f... C\WINDOWS\system32isvchost.exe C:\WINDOWS\system32\svchost.exe -k appmodel -p -s tiledatamodelsve
‘B WmiApSrv.exe (4864) WMI Performa... C:AWINDOWS\system32iwbem\WmiApSrv.exe C:AWINDOWS\system32\wbemiWmiApSrv.exe
B svchost.exe (3428) Host Process f... C:\WINDOWS\system32isvchost.exe C:\WINDOWS\system32\svchost.exe -k netsves -p -s wisve
B Isass.exe (764) Local Security ... CA\WINDOWS\system32\Isass.exe C\WINDOWS\system32\lsass.exe
B fontdrvhost.exe (864) Usermode Fon... C:\WINDOWS\system32ifontdrvhost.exe "fontdrvhost.exe"
B csrss.exe (672) Client Server ... CAWINDOWS\system32\csrss.exe %SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768 Win
- mTwinlogon.exe (756) Windows Logo... C:AWINDOWS\system32iwinlogon.exe winlogon.exe
B fontdrvhost.exe (872) Usermode Fon... C:\WINDOWS\system32ifontdrvhost.exe "fontdrvhost.exe”
u dwm.exe (848) Desktop Wind... CAWINDOWS\system32idwm.exe "dwm.exe"
= 't Explorer EXE (3936) Windows Expl... C:\WINDOWS\Explorer. EXE CAWINDOWS\Explorer.EXE
vmtoolsd.exe (5824) VMware Tools ... C:\Program Files\VMware\VMware Tools\vmtoolsd.exe "C:\Program Files\VMwaretVMware Tools\vmtoolsd.exe" -n vmusr
&4 Regshot-x64-ANSlexe (70ZRegshot 1.9.0 ... C:\Program Files\Regshot\Regshot-x64-ANS|.exe "C:\Program Files\Regshot\Regshot-x64-ANSlexe"
- £ Procmon.exe (5756) Process Monitor C:\Program Files (x86)\Process Monitor\Procmon.exe "C:\Program Files (x86)\Process Monitor\Procmon.exe”
Procmon64.exe (3300)  Process Monitor C:\Users\REM\AppData\Local\Temp\Procmon64.exe "C:AUsers\REM\AppData\Local\TempiProcmoné4.exe™ Joriginalpath "C:\Program Files (x86)\Process
erber.exe (6668) C:\Users\REM\Desktoplcerber.exe "C:AUsers\REM\Desktop\cerber.exe”
= 8cerber.exe (4436) C:\Users\REM\Desktopicerber.exe "C:\Users\REM\Desktop\cerber.exe”
"mshta.exe (6716) Microsoft (R) ... C:\Windows\SysWOW864\mshta.exe "C:\Windows\SysWOW64\mshta.exe" "C:\Users\REM\Desktop\ HELP_DECRYPT_NOBR8STO _hta".

Like most ransomware, a ransom note is dropped to the desktop, the Wallpaper is changed, and encrypted files are
tagged with a weird file extension '.94d4'. Another file extension found during analysis was '.bde6' - this value

appears to be randomly generated.

e

Regedit xizabg 2

" CERBER RANSOMWARE
Ay Ay
P o e YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES
HAVE BEEN ENCRYPTED!

Iﬁ The only way to decrypt your files is to receive
Ll ; — : the private key and decryption program. [&
scdbg ,HELP,DEC..:- e P ; Y TS yP ¢ prog
; To receive the private key and decryption prdgmm
go to any decrypted folder - inside there is the special file (*HELP | DECRYPT*)

: with complete instructions how to decrypt your files.
u 5
SolRed LR, o If you cannot find any (*HELP_DECRYPT*) file at your PC

% follow the instructions below:

.1 Doanload "Tor Browser" Fr‘om'https://www.torproject.org/ and install it,
2. In the "Tor Browser" open your personal page here:

W :
Scyllaxe4 BebfpaEVVp:
. 94d4 " . : . - e

3 h‘ttp://p27dorkhp722n /4C09-D75D-68E8-8446-975B

Note! This pa e is available via "Tor Browser" only.

The malware contacts hundreds of hosts over port 6892.
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.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.1n-addr.
.in-addr.
.in-addr.
.in-addr.
.in-addr.
.in-addr.
.in-addr.
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Source Destination Protocol Lengtl Info

192.168.230.146 192.168.230.147 DNS 100 Standard query response 0x@5ab PTR

2.24.239.91. A 192.168.230.146
192.168.230.146 192.168.230,.147 DNS 100 Standard query response Oxbbdb PTR 3.24.239 .in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response Oxe8de PTR 4.24.239 .in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response Oxccl6 PTR 5.24.239 .in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230,147 DNS 100 Standard query response 0x2ff2 PTR 6.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response 0xa56d PTR 7.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response 0xb92f PTR 8.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response Oxdc63 PTR 9.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Oxalbl PTR 10.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0xa8a9 PTR 11.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x3el8 PTR 12.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x3550 PTR 13.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x604f PTR 14.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x2773 PTR 15.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x2299 PTR 16.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230,.147 DNS 101 Standard gquery response 0x353b PTR 17.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0xb3b4 PTR 18.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Ox7ff3 PTR 19.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230,147 DNS 101 Standard query response Ox4cdb PTR 20.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Oxbf3a PTR 21.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0xf297 PTR 22.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Oxfffd PTR 23.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Ox77b0 PTR 24.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x5435 PTR 25.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x3387 PTR 26.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x6d96 PTR 27.24.239.91.in-addr.arpa A 192.168.230.146

The same UDP packet is sent over and over.

r-i *etho

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(= 2 © %0 g0 0 Emms BloowE

" Apply a display filter ... <Ctrl-/>

No. Time source Destination Protocol Lengtl Info
34571.237363 192.168.230.147 91.239.24.31 upp 67 61226 — 6892 Len=25
346 71.237520 192.168.230.147 91.239.24.32 upp 6761226 —~ 6892 Len=25
347 71.2375286 192.168.230,147 91.239.24.33 UDpP 6761226 — 6892 Len=25
348 71.237626 192.168.238.147 91.239.24.34 upp 67 61226 — 6892 Len=25
349 71.237631 192.168.230@.147 91.239.24.35 upp 6761226 — 6892 Len=25
350 71.237697 192.168.230.147 91.239.24.36 upp 6761226 — 6892 Len=25
351 71.237777 192.168.230.147 91.239.24.37 UppP 67 61226 - 6892 Len=25
352 71.237833 192.168.230,147 91.239.24.38 UDP 67 61226 — 6892 Len=25
353 71.237868 192.168.2308.147 91.239.24.39 uppP 67 61226 — 6892 Len=25
354 71.237917 192.168.230.147 91.239.24.40 upp 67 61226 - 6892 Len=25
355 71.237955 192.168.2308.147 91.239.24.41 upp 6761226 — 6892 Len=25
356 71.238067 192.168.230.147 91.239.24.42 uppP 67 61226 ~ 6892 Len=25
357 71.238073 192.168.230.147 91.239.24.43 UDP 6761226 —~ 6892 Len=25
358 71.238074 192.168,230.147 91.239.24.44 uppP 67 61226 — 6892 Len=25
359 71.238130 192.168.2308.147 91.239.24.45 upp 67 61226 —~ 6892 Len=25
360 71.238174 192.168.2308.147 91.239.24.46 upp 67 61226 — 6892 Len=25
361 71.238218 192.168.230.147 91.239.24.47 upp 6761226 — 6892 Len=25
362 71.238263 192.168.230.147 91.239.24.48 UDP 6761226 - 6892 Len=25
363 71.238307 192.168.230,147 91.239.24.49 UubpP 6761226 — 6892 Len=25
364 71.238350 192.168.2308.147 91.239.24.50 upp 6761226 — 6892 Len=25
365 71.238398 192.168.2308.147 91.239.24.51 uppP 67 61226 - 6892 Len=25

Wireshark - Follow UDP Stream (udp.stream eq 133) - wireshark_pcap_eth0_20180806101326_eFEu7K
191d408d1fecd4469a11000d8

The first half of the string is the same as the unique string at the end of the provided URL in the ransom note.

W CERBER RANSOMWARE: Instructions a *

CERBER RANSOMWARE English

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It is normal because the files' names and the data in your files have been encrypted by "Cerber Ransomware".

It means your files are NOT damaged! Your files are madified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption software "Cerber Decryptor".

Any attempts to restore your files with the third-party software will be fatal for your files!

You can proceed with purchasing of the decryption software at your personal page
http://p27dokhpz2n7nvgr.onion.to/191D-408D-1FEC-0446-95E5

If this page cannot be opened click here to get a new address of your personal page.

10:18 AM
8/6/2018

~ ) T
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LET THE REVERSING COMMENCE!!!

The process tree from behavioral analysis showed the original instance of cerber launching a new cerber, this

turned out to be pretty interesting. Notice the sixth value pushed onto the stack for the CreateProcess API Call, the

value 4 is passed for the dwCreationFlags argument. The 4 indicates that this process is created in a suspended

state. Do I sense code injection?

mov edi,ed1 CreateProcess

Py -
push ebp Hide FPU
’;‘ﬁ‘;he}j‘"“” EAX 0019328
push dword ptr is:EehpQ(] EBX  0019F37C
push dword ptrss:[ebp+28] ECX  FFFFF79F
push dword ptrss:[ebp+24 EDX 00000007
push dword ptrss:[ebp+20; EBP OQ4BDEL10 "pE™
push dword ptr i%:Eabw}(] ESP  0019F238
F’“SE gworg ptrss: egwﬁ] ESI  76C144B0 <kernel32.CreateProcessA>
E:ih dﬂ‘??d Eiﬁiiiﬁbﬁlm EDI 02913758 "\"C:\\Users\\REM\\Desktop\\cerber.exe\""
gﬂiﬂ ﬂag:ﬂ g;;:;[g{;g; EIP 767693C2 kernelbase.767693C2
push
call <kernelbase.CreateProcessInternalas| EFLAGS 00000297
pop ebp ZFOQ PF1 AF1
ret 28 OF0 sF1 DFO
1n§§ CF1 TFO IF1
m
“"E; LastError 000000CB (ERROR_ENVVAR_NOT_FOUND)
int LastStatusC0000100 (STATUS_VARIABLE_NOT_FOUND)
it 0n2e_ce nnc
int3 : =
int3 v | Default (stdcall) + |5 2 |[Junke
nr
> 1: [esp+4] 00000000
2: [esp+8] 02913758 "\"cC:\\Users\\REM\\Desktop\\cerber.exe\""
3: [esp+C] 00000000
4: [esp+10] 00000000
5: [esp+14] 00000000
&) 64B4A7 85 return to collages.64B4A785 from 777
B watch 1 [v=] Locals 4 Struct Dororoge 1| 00000000
A 88%3%32 gégéggg(&) "\"C:\\Users\\REM\\Desktop\\cerber.exe\""
E
0019248 || 00000000
0019F24C 00000000
0019F250 00000004
0019F254 00000000
'Th 0019F258 00000000
nno 0019F25C 0019F37C
os 0019F260 0019F328
aaa 0019F264 00000000
-9‘/45 0019F268 00000000
i v <

The malware then takes a fairly common path for the injection. Reads memory of the newly spawned

cerber.exe, the parameter '2F4' is a handle to said cerber.

8 :32dbg - File: cerber.exe - PID: 477¢

Favourites M:

Options ~ Help
“=“ W &=

018

Name

HKCL rosoft| NT\C

cerber.exe (1680)

cerber.exe (1680): 6840

Ce\Users\REM\AppData\l ocaliTemp\Diacid.cpmO
C:\Windows\Fonts\StaticCache. dat
C:\Windows\Fonts\StaticCache.dat
C:\Users\REM\AppData\LocaltTemp
1Sessionsh1\Windows\Theme4115931740
18essionsh1\BaseNamedObjects\MSCTF. Asm MutexDefault1
\Windows\Theme2916552772

HKLM\SYSTEMControlSet00 1\ControlNIs\Language Groups
HKLM\SYSTEMControlSet00 1\Control\NisiLocale\Wlternate: Sorts
HKLM\SYSTEM\ControlSet00 11Control NisiLocale
C:\Users\REM\Desktopicerber. exe

HKLM\SOFTY 32N ode\Mi
HKLM\SYSTEMControlSet0 1\Control\Nis\CustomLocale

General Statistics  Performance  Threads Token Modules Memory Environment Handies  GPU

HKCRUWOWG432N0de\CLSID\{B4BFCC3A-DB2C-424C-B029-7FE9OAB7CH41 ...

HKCR
C:\Windows\Registration\R0000000000 14.clb
C:\Windows\Registration\R0000000000 14.clb
\BaseNamedOhjects), _ComCatalogCache,
\KernelObjects\MaximumCommitCondition
HKCR

\Device\KsecDD

Handle

3304
o2fa
B0
zec
260
B2de
0204
0200
e
02e8
B2
2be
028
24

.. G2b0

x2ac
0288
2%
294
®290
0x28c
0288
0x280
0268

Disk and Network

o %

Comment

a Tr o
S99 E %0 ? & % § T @ PR H# A B i g 32 cerber exe (4776} Properties
Bov @oaph Flog  Noes @ Breakpoints  ®® MemoryMap [/ CallStack & SEH o Scipt @) symbols <
88 FF mov edi,edi ReadprocessHanor |
. 25 push ebp [/] Hide unnamed handles
. 88 £C oy ebp,esp
. 5o pop ebp Type
of ~ FF2zspa12cT e jmp dnord ptrds: [<GReadProcessMenory | Readprocessienor
. e nt3 Key
. cc
Q & Process
’ c Thread
. c File
N b Section
. cc File
. « File
. & Section
. e Mutant
. c
Q & Section
. cc Key
. c Key
. cc
. o Key
. cc File
. c K
. 88 FF RegCloseke <
: o8 Key
. Ra Key
< Key
edi=61 'a Section
File
.text:76C15030 kerne132.d11:$15030 #6030 <ReadprocessMemorys Section
= Event
Woumpl @ Dump? @Y Dump3 @4 Dump4 @4 DumpS @8 Watch1  fxelLlocals 4 Struct Key
address | Hex ASCIT File
04BDE020 4D 54 00 00] 03 0D 00 00 04 00 00 OO Fr FF 00 00| M. ...y~
048DE030] 85 00 00 00 00 0D 00 00| 40 00 00 00( 00 00 00 00,
04BDE030 00 00 00 00 00 0D 00 O
04BDE0SG 00 00 00 00| 00 00 00 O 5
04B0E060 OF IF BA OF| 00 B4 09 I . ii h
04BDEQ7( 69 73 20 70| 72 6F 67 72| is pregram canno
04BOEQBY 74 20 62 65 20 72 75 6ef 2 © be run i
048DE090] 6D 6F 64 65 7€ 0D 0D 0| 24 do. 5.
04BDEOAQ] 05 94 D2 FO| 41 F5 BC AA 41 F5 BC AM 41 F5 BC AA| . .OUAGKIAGY
04BDEOBG 82 FA B3 Al 42 F5 BC AAl 82 FA E3 738043 . Ga%Colk*
drerncd 82 £a Fl anl43 55 re anl 48 8n AF adl A4 £3 R AAl Gatcaltii 2ana

Command;

The malware then hollows out the suspended process through the WinAPI call 'UnMapViewOfSection'. The

parameter '400000' is passed as the base address as to where begin hollowing/unmapping, which is the very

beginning/start of the PE.
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Close
BABAACOF | return to collages.b6AB4ACOF from 227
F25C || 000002F4
0019F240 ([ 00200008
0019F244 0019F31C e
< > |
Default
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¥ x32dbg - File: cerber.exe - PID: 4776 - Module: ntdildll - Thread: Main Thread 2128

A buffer is then filled via 'RtIDecompressBuffer'

process. Notice the '"MZ' header, this an executable that will be injected into the target process.

- a x
File View Debug Trace Plugins  Favourtes Options Help  Mar4 2018
CoE 0 ¥t d tauliEersirs L B9
Bou @coph Gilog [ Notes @ Breakpoints M MemoryMap [ CallStack @ SEH o) Script @] Symbols <> Source /- References ' Threads &) Snowman  fly Handles  §7 Trace
EE———— 88 24 00 00 00 mov eax,2A eax: Zalinnapviewofsection, 2A:" Y i
. BA £0 9C 67 77 mov edx,ntdll.77679CED
: G i EAX  7765EA2D  <ntd]].zaunmapyiewofsections
g op) EBX 02943260  “Ntunmapviewofsection”
. 88 28 00 00 00 mov eax, 28 eax: Zwlinmapviewofsection, 28 ECX  80D27ESF .
. BA EO 8¢ 67 77 mov edx,ntd11.77679CED EDX 000002F4 L
. FF D2 edi EBP  04BDELLD  'PE"
. €2 14 00 14 EsP 0019F238
3 &8 2C 00 07 00 oy eax, 7002¢ eax: zwunmapviewofsecti ETg00n00004
. mov eax, 7 . woF: e
. BA EO 9C 67 77 mov edx,ntdl1.77679CED E0I 00000061 S
. o e EIP 77656420 <ntdll.ZwnmapVien0fSections
. 90 nop N
. 88 20 00 03 00 mov eax, 30020 eax:zwunmapviewofsecti EFLAGS 00000300
. 8 £O 8¢ 67 77 mov edx,ntdl1.77679CED ZF D PEO AF O
. FF D edx OF 0 sFO DFO
. €2 04 00 CFO0 TF1 IF1
. 90 nop
. 88 2€ 00 1a 00 mov eax, LAO02E eax: Zwlinmapviewofsect i LastError 000000CE (ERROR_ENVVAR_NOT_FOUND)
: BAEQ9C 67 77 Ry adt,nedl1. 77679¢E0 LastStatusc0000100 (STATUS_VARIABLE_NOT_FOUND)
. c2 24 00 24
ol & on —
. 88 2¢ 00 00 00 mov eax, 2F eax: zwinmapviewofsection, 2F = I
. BA EQ 9C 67 77 mov edx,ntd11.77679CED + | Default (stdcall) 5 2 [ Unlocked
. o — S
< > espid i
L — esp+8) 00400000 cerber.00400000
| eax=<ntd] 1. Zwunmapviewofsections (7765EA20) [espsc] 001OF31c
- [esp+10] 00000004
. . [esp+14] 00000000
- text; 77656420 n1d11.d11:56EA20 #6DE20 <znunmapviewofsection>
2 Feturn to collages,CIGIADOS Trom 777 ~
@oumpt @ Dump2 @ Dump3 @8 Dump4 @M Dump5 @ wach1 el Locals 2 struct
SF 2 4
diress R AT A G51r220 1f 00400000 [ cerber 00400000
){BDEO20 40 5A 90 OO 03 00 00 00 04 00 00 OO FF FF 00 00| Mz... V. 00000004
04BDE030 88 00 00 A0[ 00 00 00 00| 40 00 00 00 0O 0O 00 00| ... o 00000000
04BDED40 00 00 00 0| 00 00 0 GO/ 00 00 00 00| 0D 00 00 00 00000004
04BDE0S0 00 0G 00 Q0| 00 00 00 0/ 00 00 00 00| FO 00 00 00 00000000
04BDEOG0 OF 1F BA OF| 00 B4 09 CD| 21 BS 01 4 D 21 54 68 00000000
Q4BDE070 69 73 20 70| 72 6F 67 72| 61 6D 20 63| 61 6F GE 6F 0019F37C
04BDE0BQ 74 20 62 6520 72 75 6E| 20 69 GE 20/ 44 4F 53 21 00197328
048DE0S] 60 GF 64 65| 26 0D OD 04| 24 00 00 0O 00 00 00 00| mode. 00000000
04BDEOAQ 05 94 D2 F3| 41 F5 BC Adl 41 F5 BC AN 41 F5 BC AA| . OUAGKSAGIS AGS 0019268 || 00000000 v
04BDEOB0 82 FA 83 AA 42 F5 BC A8| 82 FA E3 A 4D F5 BC AA| .07%B3A% . GA%0aKY vl< >
04neen o1 aalad - aald (4 ¢ i<aria Dargys
|Command: Default -

, which stores the contents that will be injected into the suspended

BB FF WOV €dy, edn TProCAddT ~ i
. 55 push e5p cop erlueconpreashuft (5 G20
. 88 EC mov ebp,esp ebp:RTIDeconpressBu .
& FF 75 04 push dword ptr ss:febp:4] EAX  76C00000 kernel32.76c00000
. FF 75 OC push dword ptrss: [ebp:d] EBX  0000FFAE
. FE 75 08 push dword ptrss:febp ECX  FFFFEFCO
. FF 15 D 08 €7 76 a1l duord ptrds: [<8GetProcAddressForcal EDX 00000008
. 50 pop ebp ebp:Rr1DeconpressBuff: EBP  776COF70  <ntdll.Rt1DecompressBuffers
. 2 08 00 £sP 0019F238
0 & :gg ESI 00000002
2 o jincs EDI 00000000
: G i EIP 76CI5080  <kernel32.GetProcaddresss
cc t3
. = Hae EFLAGS 00000314
. €9 int3 ZF O PF1 AFL1
. 88 FF mov edi,edi Getprocesshand] ecou OF 0 SFO DF O
. 55 push ebp b econpressBuff. cFO TF1 IF1
. 88 EC ov ebp, esp ebp:Rt1DecompressBuff
. 50 pop ebp ebp:RtiDecompressBuff Lasterror 000000CE (ERROR_ENVVAR_NOT_FOUND)
ol = & 254414 €7 76 ml{’fww‘* ptrds: [<GetPr eCount Get eCour LaststatuscOO00L00 (STATUS_VARIABLE_NOT_FOUND)
. cc int3
. cc int3 1
. ¢ intd =
. cc i3 | Default (stdcall) 5 3 [ Unlocked
N o 30
< > Tespi4] 7600000 kerne132. 76c00000
esp+8] 0285C980 "GetCommandLineA”
edi=0 fespic) FFFEFFOF
[esp+10] 028a1224
[esp+14] 000288FF
Text:76C15080 kernel32.d11:3$15080 #6080 <GetProcAddress>
4 64B4ALLL | return to_collages.6484ALI1 from 777
@ oumpl @ oump2 @4 Dump3 @ oumpd @M Dump5 @ watch1 el Locals @ Struct 0192 3¢ 76000000 | kernel32. 7600000 ~
Address | vex ascrr [ [~] Giorsas || Reespegy | TeeTeomeniiinex
44020740 5A 90 0010 FE 197243 || 02841224
07544030 88 00 0D 00| 00( 40 00 00 00 o 0019F24: 000288FF
07544040 00 00 0O 00| oo 0019F250 0019F318
07544050 00 00 00 00| FO 0019F254 00000000
07544060 OF 1F 8A OF Ct (<] 0019F258 00000000
075440 61 0019F25C 0000000
07544080 74 20 &7 65| 44 45 0019F260 00000000
07544090 60 6F 64 6! 00 0019F264 00000000
07544080 05 94 D2 F9 G 41 0019268 || 00000000 e
07544080 82 Fa 83 aal d. 40 wll< 5
73240c0 ]2 Fn F1 AAl 43 £8 AC AALR RN 37 adl 4d
(Command: Defauft -

The buffer is then written to the target process via 'WriteProcessMemory'. A pointer to the executable seen in the

dump window is passed as the data to be written. The base address '400000', which was the start address of the

hollowing, is now passed as the base address for this executable to be written to in the hollowed out process.
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CHE S0 T g tal s #fxa LB ERE

B v @ ooaph log Y Notes @ Breakpoints MM MemoryMap [ Call Stack % SEH o Script @) Symbols <> Source . References W Threads 4 Srowman @l Handles  §7 Trace
| B . 88 FF mov edi,edi WriteProcesskemor PN
o EH push ebp Hide FRU
N (bee = z"g'““' EAX  000002CO  L'°*
o ~ FF252412 €776 mp dword ptrds: [<&WriteProcessMemory> | WriteProcessMemor EBX 00000400 L'E
. cc T nt3 ECX 00000097
. (== nt3 EDX 00000040 ‘e’
. cc nt3 EBP 07544110 PE"
. [« nt3 ESP  0019F238
. EE V\E_S’ ESI 00000078 txt
4 & nt3 EDI 00000078 x
. cc nt3 . .
. cc nt3 EIP  76C1BATO <kernel32.WriteProcessMemory>
. cc nt3
. cc nt3 EFLAGS 00000310
. cc nt3 zZF 0 PFO AF 1l
. cc nt3 CF 0 SFO DFO
. cc nt3 CFO TF1 TF1
. & nt3
&3 it LastError 000000CB (ERROR_ENVVAR_NOT_FOUND)
cc =) Laststatusc0000100 (STATUS_VARIABLE_NOT_FOUND)
cc nt3
e fie = 1
. 88 FF mov edi, edi Istremps =
. 35 push ebp v | Default (stdcall) + |5 2 [J unlocked
< > |1z [esp+4] 0ODDO2CO
2: [esp+8] 00400000 cerber.00400000
edi=78 "x 3: [esp+c] 07544020
4: [tiﬂrlﬂ 00000400
. 5: [esp+14] 00000000
LText:76C16AT0 kernel32.d11:316A70 #7A70 <writeProcessMemorys
. cturn ages 64B4 From 777
@ 0umpl g Dump?  §4 Dump3 U Dump4 g DumpS @ Watch1  fve| Locals g Struct o [ | o ) U 2 A AR &
~ 0019F240 00400000 cerber.00400000
730000 00707 00 00 00T 7 0000 et I Sta00do0
00 00 00 00[ 40 00 00 00f 0D 00 00 00 o001r24c || 00000000
06 09 G0 00/ 00 00 00 0 Fb 00 00 00 bo1oe2s || Somacass
F 00196254 || 00000000
0 9 cpf 21 B8 01 4¢ D 21 54 6 5 0019F258 00000000
72 6F 67 72| 61 6D 20 63( 61 Bt bE 6F | is progran canno oo1r25c || 0019F37¢
2
2E OD OD 0A{ 24 00 00 OO) DO DO 00 00

2 75 6E| 20 69 GF 20( 44 4F 53 20| t be run in
4 mode. . ...

00S 0019F260

41 F5 BC A4l 41 F5 BC AN 41 F5 BC AA

Al v
42 F5 BC AAl 82 FA E3 AA 40 F5 BC AA| LU°%BGK®,u 00000000

0019F268
<

|(Command: Default

To intercept this executable, I followed the base address in the memory map and then dumped it. When attempting
to load it into IDA, it is not recognized as a valid PE. Looking at the file in HxD, there are around 32 bytes of

noise before the magic bytes of the executable.

o HxD - [C:\Users\REM\Desktop\cerber_07544000.bin.bak]
[#) File Edit Search View Analysis Extras Window ?
) Rl | @ B2 16 || ANsI v!| hex v

ﬂ cerber_07544000.bin &) cerber_07544000.bin.bak

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF W Load anew file %
00000000 SC 00 86 02 SC 00 86 02 00 00 00 00 00 00 00 00 @.t..teueeessnn

00000010 00 30 OA OO 00 80 OA 0O 4C FA 7F €4 00 00 00 04 .0...€..Ld.d.... Load file C:\Users\REM\Desktop\cerber_07544000.bin.bak as

00000020 4D S5A S0 0O 03 00 OO OO 04 00 0O 00 FF FF 00 00 MZ.......... .. Binan/file

00000030 B8 00 00 OC 00 00 OO OO 40 00 0O 00 00 00 00 00 ,....... [ P

00000040 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 +uvseesunneessss

00000050 00 00 00 OC 0O 00 OO OO 00 00 OO 00 FO 00 00 00 ......

00000060 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 €8 ..°..

00000070 €% 73 20 70 72 6F €7 72 €1 €D 20 €3 6l 6E 6E 6F is program canno iR

00000080 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS MetaPC (disassemble all opcodes) [metapc] . Set
00000090 €D 6F €4 €5 2E OD OD OA 24 00 00 00 00 00 00 00 mode....S....... Anales

0OOOD0DORO 05 94 D2 FS 41 F5 BC AR 41 F5 BC RA 41 F5 BC AR . ~"OuRSNAASNAASW Loading segment 000000 Kernel options 1 Kernel options 2
000000BO 82 FA B3 AR 42 F5 BC AA 82 FA E3 AA 40 FS BC AR ,u**B3h?,0&2@542 Euabled

000000CO 82 FA E1 AR 43 FS5 BC AA 48 8D 3F AA 44 F5 BC AR ,0&*CB34H.?3D3.* Loading offset 000000 ndicator enabled Processor options
000000D0 48 8D 2F AR 62 F5 BC AA 41 F5 BD AA 2B F4 BC AR H./*b3uA5%3+542 )

000000EO SR 68 13 AA 02 FS BC AA SA 68 21 AR 40 F5 BC AR  Zh.*,54%3Zh! @542 S

O000C00OF0O 52 €9 63 68 41 F5 BC AA 00 00 00 00 00 00 0O 00 Loading options Load resources

00000100 00 00 00 OC 00 00 OO 0O 00 00 OC 0O 00 OO 0O 00 F e REnerS Rename DLL entries
00000110 50 45 00 00 4C 01 03 00 BO A4 77 58 00 0O 0O 00

00000120 00 00 00 00 EO 00 03 01 OB Ol OA 00 00 FA 00 00 [ create segments Ranualicad

00000130 00 4A 02 00 00 00 0O 0O 54 38 00 00 00 10 0O 00 Create FLAT group Create imports segment
00000140 00 10 Ol 00 00 00 40 00 00 10 00 00 00 02 00 00 Load as code segment

00000150 05 00 01 0C 0O 00 0O 0O 05 00 Ol 00 00 0O 0O 00

00000160 00 70 03 0C 00 04 00 00 00 00 0C 00 02 00 00 81 Cancel Help

00000170 00 00 20 00 00 10 00 00 00 00 10 00 00 10 00 00 .. +euuuue- ceaan

Deleting up until the 'MZ'/'4D5A' fixes the problem. This looks to be where the true payload/ransomware code
lies, this is the first time we have seen crypt-related APIs. So essentially, the malware uses code injection as a way

to unpack itself.
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DA - cerber 07544000.64 (cerber 07544000 bin) C:\Users\REM\Desktop\cerber 07544000.i64
File Edit Jump Search View Options Windows Help
A e B S ) o B dudetd-AuX p BhGlc Al o
— 1
library function B8 Reanlar function B8 Inctriction r ts
* Functions window R AL l Structures = Enums B Exports
A | Address Ordinal Name CErTTE
Function name
[F]sub_401000 LCOUUOL S Gy HGENEYRE T B ot stru s
7)sub_401108 Crypitiashbata B
et 2 CryptDestroyHash [ N
[Flsub_401116 ;i stratson, Tyteved], ©
Fsub 01177 CryptCreateHash puh Ttring
Fsub, 401179 CryptAcquireContextW o
E;un]unm CryptGetHashParam posa -
- GetSecurityDescriptorOwner Poih  otfsor unk 41223 5 votd »
[#]sub_4011£9 Boll  sub somsoe’
Flsub 401212 CryptGenRandom fan s
r - GetFileSecurityW per W
Dsuv_101275 RegQueryValueExW [t
7]sub_401208 g ——
; EqualSid
[Flsub_401338 oyl " N
mport g
] sub_4013A0 ploiid for st ey,
[7]sub_401408 O”V‘”Pmmsz_m:en H
[F]sub_40146D e —_——
Fsub 4014cE GetTokenlnformation 3 5
e v DuplicateToken o
< > RegOpenKeyEx
Line 1 of 362 CheckTokenMembership
e L ConvertSidToStringSidW
RegClaseKey
CreateWellKnownSid
InitializeSecurityDescriptar
100000000 SetSecurityDescriptorDacl
2 00000000.. SelectObject
pe=, ) DeleteObject
| CreateFontW
= CreateCompatibleDC
i) oet;tockmb]aa
j SetPixel
S 00000000.. SetBkColor * b01002: sub 20100042/ (Synchronized with Hex View-1)

Now that the code has been injected/written, the malware must start a thread of execution to invoke the code. The

context of the thread is set via 'SetThreadContext'.

[ x32dlbg - File: cerber.exe - PID: 808 - Module: kemel32.dll - Thread: Main Thread 5048 - a x
File Wiew Debug Trace Plugins Favourites Options Help  Mar 4 2018
ST AT EYN FAET S0 8
Blou @caph blog I Notes @ Breakpoints WM MemoryMap [ CallStack 9 SEH o Script @) Symbols <) Source /O References ‘W Threads & Srowman oy Handles ¢ Trace
A L et TThTeadContE A wide FRU
. 88 ec oviehni s EAX 76C165A0  <kernel32.setThreadcontext>
of ~ FF25 6414776 ;mu}dwnrd prrds: [«dsetThreadcentext setThreadcontex Esi 00 .
. cc int 0
. cc int3 EDX pJoo
. cc in3 EBP 00000001
. cc int3 ESP  0019F238
e i .
S oc int3 EDT 0000
: ¢ Hod E1p 76016540 <kernel32.setThreadcentexts
. cc intd "
& cc int3 EFLAGS 00000300
. cc int3 ZF 0 PFO AFOD
. cc int3 oF 0 SFO DFO
. éé 1n€§ CF0 TF1 IF1
. in
G < Hi LastError 000000CB (ERROR_ENVVAR_NOT_FOUND)
. & ";“U LaststatuscO000100 (STATUS_VARIABLE_NOT_FOUND)
. cc intd .
. cc int3 ; T~
. 88 FF mov edi,ed setThreadpriorit
o H push ebp v | Default (stdcall) 5 % [ Unlocked
*le > esp=4] DOOD0ZEC 0
fespea] Geerooon
edi=0 [esp+C]_D000006A
[esp+10] 00000004
+14] 00000000
text:76C16540 kernel32.d11:S165A0 #7540 <SetThraadContext> i i
And finally, the thread is resumed and the code begins executing in the target process.
4% x32dbg - File: cerber.exe - PID: 808 - Module: collages.dll - Thread: Main Thread 5048 - o B
File WView Debug Trace Plugins Favourites Options  Help  Mar 42018
S5E =0 ¥ =35 +-2H Se#Hu LB RO
Bou @®ceaph slog  Notes  ® Breakpoints WM MemoryMap [ CallStack 9 SEH o Script @ Symbols <) Source References ' Threads 4 Snowman oy Handles ¢ Trace
0 OF BF 05 C6_ 1L 85 04 movsX eax,byte ptras: [6ABSTICH 7~ ide
. 89 04 24 nov dnord ptr s afeor] cax LicelERY
. E8 51 54 FF FF gall collages.64B41, = 550
. 88 15 DB 11 85 64 mov edx,dword ptrds: (64851108 EX (niws
. 0a 15 D4 11 85 64 or dl,byte ptris: (64851104 EBX C16280 <kernel32.ResumeThread>
. OF BE 0D 50 10 83 64 movex ecx byte pur io: (64851050 ECX 00000001
. QF BE ¢, movsx eax,d Epx 0 0058 x
. g; s 15 £2 10 85 64 m?\{sx‘cdx‘byte ptrds: (64851083 EBP 00000001
. sh1 edx,c ESP  0019F23cC
. g‘l gg ;:p(sﬁa;c:; — EST  76c00000 kernel32.76c00000
—— of v 7 g . <kernel32.GetProcaddress>
| o OF BE 05 g4 11 85 64 movsx eax,byte (64851184 EDI  76c15080 kernel32. GetProcadd
i : 5% 59 58 1185 64 T ar tr i [GABSLIEG EIP  GABIBETS  <collages.EBX = ResumeThreads
| e || v 7E17 jle coliages. b484BES o
|| . OF B7 05 7C 10 BS 64 movzx eax,word pti [6485107q EFLAGS 00000290
[ . 83 C8 78 or eax,7 ZF O PFO AF1
P 98 c OF O SF1 DFO
I . 38 05 88 11 85 64 cmp eax,dword ptrds:[64851188 CFO TFO IF1
R v OF 80 75 1C 00 00 jge collages. 64B4DAE
- (R 1 R0 ED o S o P ecn LastError 000000CE (ERROR_ENVVAR_NOT_FOUND)
I FED3 e ebx:ResumeThres LastStatusCO000100 (STATUS_VARTABLE_NOT_FOUND)
. OF BE 05 5C 12 B5 b4 movsx eax,byte ptros: (64851250 _
. 83 EC 04 sub esp,4 T
. 89 44 24 04 mov dword ptrss:fespi], eax
. OF BF 05 8410 65 64 movsy eax;vord pr ds: (64851084 | Default (stdcall) 5 2 [ Unlocked
"< > |1 fesml ooooozac il
+ FEFFOF
ebx—<kerne132.ResumeThread> (76C162803 [EZE.H] bo00005A
[espsC] 00000004
5: [esp+10] 00000000
text:64B4BE7S collages.d]1:98E7S #8275 <EBX = ResumeThreads i i

Just before taking the instruction to allow 'ResumeThread' to execute, I spawned a new instance of x64dbg and

attached to the still suspended cerber.exe.

I then set breakpoints on thread entry and thread start to halt execution

once 'ResumeThread' is called. Next, I set break points on all crypt-related APIs, as well as GetProcAddress, so

that I can identify any additional code that may be dynamically loaded. The first function to be dynamically

resolved via 'GetProcAddress' is 'CryptEncrypt'.

Page 10 of 16



https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsT-4MqB_574lanpOHUXV7O2kBhHjbxIznTtYDFknrVoR2HbNJTIqP9mhN1t3CLQsYSjvdxCtUYaJlHFik_dkGMXaxcABC9hw7SSpgi2I8l_VDCrarzKsiUl5i-kXbPmN5bBZTzn2Gc1s/s1600/ida+nice.PNG
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsT-4MqB_574lanpOHUXV7O2kBhHjbxIznTtYDFknrVoR2HbNJTIqP9mhN1t3CLQsYSjvdxCtUYaJlHFik_dkGMXaxcABC9hw7SSpgi2I8l_VDCrarzKsiUl5i-kXbPmN5bBZTzn2Gc1s/s1600/ida+nice.PNG
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyr-muhFnwf-C7do-jiDKPbjM-GWLkESyAji8c_TiTK6w3TCQ4DZwkIvgXWifXZ2Tax4R9Ny0nooASxxmUYjkCBrUrsl0VsoTugH9V7x9GRMuzUFSsFLPdnd3QDcQIrjvyx0RzLeakguc/s1600/setthread.PNG
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyr-muhFnwf-C7do-jiDKPbjM-GWLkESyAji8c_TiTK6w3TCQ4DZwkIvgXWifXZ2Tax4R9Ny0nooASxxmUYjkCBrUrsl0VsoTugH9V7x9GRMuzUFSsFLPdnd3QDcQIrjvyx0RzLeakguc/s1600/setthread.PNG
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgE7Y8by16LCHvXbB2RbmEqPYMdlthdTKp6QHs0FZrobB40LpJ6_EItilJOcnvp6WHljWHYf5VNIVhPJhZNTUzYRjjxZraXgT73eN5GIZoqcLt0hpqBTisfwO-at9DpOIeQDXlr9qMAwho/s1600/resumthread.PNG
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgE7Y8by16LCHvXbB2RbmEqPYMdlthdTKp6QHs0FZrobB40LpJ6_EItilJOcnvp6WHljWHYf5VNIVhPJhZNTUzYRjjxZraXgT73eN5GIZoqcLt0hpqBTisfwO-at9DpOIeQDXlr9qMAwho/s1600/resumthread.PNG

https://rinseandrepeatanalysis.blogspot.com /2018 /08 /reversing-cerber-raas.html
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Fle View Debug Trace Plugins  Favourites Options Help  Mar 42018 File View Debug Trace Plugins Favourites Options Help  Mar4 2018
CDE S0t 9y taBoEe ey AL B9 coE 0 tawy tauBiEeeLie AL B
Bcu @oeph Jlog I Notes  ® Breakpoints MM MemoryMap [ CallStack  =j SEH  |u Sdi B cru @oraph slog I Notes @ Breakpoints M MemoryMap [ CallStack =g SEH o) Script @ Symbols 40
| g povisdirel A] wide rru s Bl A wide rpu
B m Ty hPeeeP ptrs EAX 76560000  kernelbase.765E0000 e DEEm EAX 76330000 advapi32.76330000
B £8x 04441060 76c15088 FF 75 0 E8x  00017ad1
FF 75 08 rd ptrs: ECX 00000000 76C15088 FF 75 08 ECX  FFFFFFFF
- FF 15 DO OB €7 76 dword ptrd: EDX  003AF000 7 BE FF 15 DO 08 C7 76 EDX 00000000
. 0 pop cbp £8P OD196E80 761504 5o EBP 0019FA2C
- €2 08 00 ret 8 0019EEBC o |7 S C2 08 00 ESP  0019F9EC
: & plasd EST  766CD6E0  <kernelbase.FlsGetvalu MK 3 & ESI 00000000
N (s pes EDT 04441060 ol | =g & EDI 04500600 CryptEncrypt
. i . e
: & pincy EIP 76015080  <kernel32.GetProcaddre: o | = EIP  76€15080  <kernel32.GetProcaddre
- c int3 « | 76c150c0 cc
s < int3 EFLAGS 00000304 o || 76c1s0ce o« EFLAGS 00000304
. = int ZF0 PFL AF O o | 76c150ck < 20 PE1 AFO
- 88 FF mov edi,edi OF 0 SFO DFO e || 76C15000 <kernel32.GetProcessHandlecounts 88 FF OF0 SFO DFO
. 55 push ebp CrO TF1 IF1 o | 76c15002 55 cFo TE1 IF1
. 8 EC o cbr.csp « | 76c15003 86 £C LI
- 50 -] * || 76C15005 i
of ~ FF2s 4414776 qm dnord prrds:[s LastEnron 000000 Egﬁ?zsgﬁgﬁiiismm) o || 76C15006 <kernel32.GetProcessandlecounts | ~ FF 25 44 14 C7 76 sl 12401 E%fﬁsfﬁsgiiiéj
. € - » | 76c1500C o e
. « 1Ht3 .| 7
. & incd of 7
- cc int3 o | 78
M - i o | Defautt (stacat HK
MES > M K3
© [esp+8] 7020184 "Decaderainter + lesp+8] 0430061
dwerd pir 3: [espsC] 70272230 comct132.70272230 : [espec] 00000010
Eespolﬂ FOD93COA < [Esp&lﬂ} 00401314 cerber.00401314
14] 0019EEC8 14] 04500680
L Toxt:76C15088 karne132.d11:$15088 #6088 _— ~text:76C150CE kernel32.d11:$150ce #60cE b
@oump1  @Dump? G Dump3 @M Dumpd @ Dump¥ 3 765£0000 | kernelbase. 76 @Y 0umpl @Y Dump2 @ Dump3 @ Dumpd G Dumps M watd1h F5F0 || 76330000 | advapis2
001674 (| 70201854 ecodepoint e A1 0019k9k4 (| 04500600 | "cryptencrypt
~lootoee7s || 70272230 | comct132.702722 o0019r9rs | 06000010

The next interesting code block was the usage of the API 'CryptStringToBinary'. This API converts a string to an
array of bytes. The data to be converted is a very long base64 string.

¥ x32dbg - File: cerber.exe - PID: §064 - Module: crypt32.dl - Threack Main Thread 5084 - a X
File View Debug Trace Plugins Favourites Options Help  Mar 42018

CoOE iUty tuli=ofin nBRS

Bov @cmpn o
| ————— |

fl Notes @ Breakpoints WM Memory Map  [J/ Call Stack  ® SEH o Script @) Symbols <> Source /- References  '# Threads 4 Snowman @l Handles ¢ Trace

Hide FRU

moy ebp, esp. EAX 00000000

£c
7€8D5 EC 24 sub esp, 24 . .

7ESDR 4p 08 mov ecx,dword ptrss:flebp:8] ecx:CryptStringToRinar EBX 04360850 \rin\:

7E808 push b’ ebx: N\ rin\t ECX  7687E8DO <crypt32 CryptstringToBinaryss

push esi EDX  000000E3
10 mov est.duord per ssfebp: 101 . EBP  0019FA3C
ebx:"\r\n\t Esp  0019F97C
50000 00 25 | and ebx 25000000 \rin\t ESI 04376830
ol ey jjandieci %7‘”'2‘)* abp-24] ebx EDI  04360BCO  “CryptStringToRinarys”
10 ebp:10] s

mo~
B

edi:"CryptstringTosinary ETP 7687800  <crypt32.CryptStringToBinaryd>
€9 test ecx,ecx ecx:iCryptStringToBinar

1700 03 00 | je crypt32. 76888914 EFLAGS 00000300
D 0C mov ed1,dword pt lebp+cl ZF0 PFO AFO
test ediedi edi:"CryptstringTosinary OF 0 SFO DF O

AR RIS NI NERROBRNNER AL

7E902( v 1300 03 00 | je crypt32.76888918 cE0 TE1 IR 1
7E908 45 1c mov ord ptrss:flebpiic]
7E908 c0 1,
Lasterror 0000007E (ERROR_MOD_NOT_FOUND)
7E900| ~ OF 85 21 00 03 00 | jne crypt32. 76888934
26913 25 20 oy ca; dWD d ptrsscfebpi20f Laststatusc0000135 (STATUS_DLL_NOT_FOUND)
7E916 0 test e
7E918 = 85 85 01 00 00 | jne CFVDTSZ 7637E 3 ]
7E91E 70 14 00 crp dword ptr ss:febp:141,0
7£022| v 29 . ine crypt3z.7 7657!929 Default (stdcall) 3 |[J unlocked

T T E T T e p e
s
<

esp+
esp+C] 00000001
esp+10] 00000000
[esp+14] 0019FA10

_text:7687E8D0 crypt32.d11:$1E8D0 #1DCDD <CryptStringToBinaryt>

¥ Dump 1

return to cerber 00401468 from 777 ~

&4 Dump 2 &4 Dump 3 9% Dumpd 48 Dump5 @ watch 1 fe=] Locals P struct

1019F98.
A 0019F988

return to cerbar.00401008 from carbar
"LSD(LSlCRUdJTWEQ\!I}JMSI’MQSOVZLSOtLSOK‘Tu'\ )QlﬂunStZthathRﬂ?lMEJB‘

0019F9AC v
< >
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COE 0 s/ wJ tuwBP2eoLihe 0L ES
BEov @oan 2o [JiNoes @ Breakpoits B8 MemoryMap [ CallStack S SEM o) Scipt @) symbols <> Source /O References ' Threads & Snowman ol Handles €7 Trace
8970 00 E e s s ol i
83 70 4 00 crp dnord pe < febr 1 A | Hide FPy
v 74 je cerber.4010C0 o'
83 FF 40 cmp edi, 40 40:'@ EAX 00000051 0 .
v 7322 §%% cerber.4010c0 EBX 04360850 APt
53 push ebx abxiiArnve ECX 00000001
56 push e 1 "N0T aTmlzMuFENOdQUYVUAELXY] T pRYTaEILYIQuL253wxaceT | EDX 00000000
FF 15 €8 12 41 00 dwnrd ptrds: [<@Strspnad EBP  0019FA3C
03 F0 add esi, eax €5 :"NOTaTm12MUFBNOQUVVUAETX YT TpRVIJAEDLYIGUL2S3WXICCT | Esp  0019F9Rd
89 75 pC mov dword ptrss Lesi [ebp-24] : "NOTaTnlzMUFBNOAQUVVUQE 1XY T pRVI JaEILYIONL253W || g1 0437870  "NOTaTmlzMUFBNOJQUVWUAETXYTTpRV]IAEILY 1wl 253WKIC
29 45 E4 sub ﬂwzrd ptr seax EDI 00000040 @
v 7410 je cerber.4010c0
8 06 mov al,byte ptrs: [esi] esi ;N0 aTmZMUFBNOAQUYVUAE1XY] TpRV] JaE 3L YIQwL 253WKICCT.
8844 30 88 noy byte peresillebp-edi-74.a1 EIP  004010c0  cerber.004010c0
inc edi
46 inc esi esi:"NO]aTnl ZMUFBNOQUVVUAE1XY] TpRV]JaE ILY1QuL2SINXIECT || EFLAGS 00000244
89 75 bC mov dword ptrss:febp-24] esi [ebp-24] : "NO TaTrl zMUFBNOAQUVUAE 1311 pRVT JaE JLY 10wl 253w
FF 4D E4 dec dword ptrss:febp-1 GEO SEO DFO
~ E8 DO mp cerber. 40109 0 TFO F1
v 74 3 ie cerber.4010FE Lasterror 0000007E (ERROR_MGD_NOT_FOUND)
: = B L Ml ottt S Laststatusc0000135 (STATUS DLL_NOT_FOUND)
. ICA 50 u:
. B FF 75 €0 push dword ptrssiebp- 200 1
. 3 ush ed
. ea eax, dword ptres:lebp-78]
. P

g
. text:004010C0 cerber.exe:$10C0 #4cO [esp+14]

@ Dumpl g Dump2 G Dump3 g Dump4 g Dump5 @ Watch1  jeef locals P Stuct e
19F9BC

A 0019F9c0

\Command: Default

Decoded, the string looks to be a hard-coded Public Key.
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remnux@remnux:~/Desktop$ echo "LSOtLS1CRUJJITiBQVUJIMSUMgSOVZLSOtLSOKTU1JIQk1lgQusC
Z2txaGtpRz13MEJBUUVGQUFPQOFROEFNSULCQ2dLQOFRRUF2a3R5NXFOCUV5ZFISMDC2RmMV2cAowdUl
QNO@laTm1zMUFBNOdQUVVUAE1XY11pRV1JaEJLY1QWL253WXJICCcTBPZ3Y30UsXdHRhMDRFSFRYWGd jQX
AVCk9KZ0Joe]jlONThhZXdkNH1aQmoOyY291YURHAMNHUKF jOWU3MK9iR1EVVELFLOL1VvNOXaNXFYRFd6R
GFMSThMQTgKS1FtU30WTCSVRYtMUFRXZzdrUE9wWS1Q3VINrUmISVDh3NVFNW1IKdXZ2aEVYSEQ4M2tP
MOVMVEQrU29FSTUzCA0ORUSWA2ZOTkVWT3BUCEQPUOtRb2J0SXcINKNZUUZYyaGF jMHNRDESqZWsvbXV
WbHV4amlFbWMwZnN6az JXTFNuCnFyeWlNeXphSTVEVOJEallLWEEXdHAYyaC95Z22JrWWRGWVJiQuVxd3
RMeFQydO1mV1BRSTVPa2hUYT1OWnFEMEgKb1FJIREFRQUIKLSOtLS1FTKQQUFVCTEIDIELFWSOtLSOLC

| base64 --decode

BEGIN PUBLIC KEY
MIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIBCGKCAQEAVkty5ghgEYdRO076Fevp
QUMP7IZNms1AA7GPQUThMWbY1iEYIhBKCTO/nwYrBqOOgv79K1ltta®4EHTrXgcAp/
0JgBhz9N58aewd4yZBm2coeaDGVCGRAC9e720bFQ/TME/I07LZ5gXDWzDafI8LAS
JQmSzOL+/G+LPTWg7kPOpJT7WSkRbO9T8W5QQgZRIJUuvVhErHM83k03ELTH+SOEIS3p
4ENVWTNNEpOpnpOO0SKQobtIw56CsQFrhacesQlojek/muvluxjiEmcOfszk2wWLSn
qryiMyzaI5DWBD]jYKXAl1tp2h/ygbkYdFYRbAEqQwWtLXT2wMfWPQI50khTa9tZgDOH
nQIDAQAB

END PUBLIC KEY

The Public Key Info suggests that this is 'RSA 1.2.840.113549.1.1 - PKCS-1' encryption.

edi=04361138 “CryptImportpublicKeyTnfo™

2.840.113549.1.1.1"
BEGIN PUBLIC KEY-----\nMIT8TjanBgkqhkicay

TO1200 Trom 777

Ltexti76891F20 crypt32.d11:$31F20 #31320 <cryptimportpublickeyinfos

~

U Dump2 @4 Dump3 o £ f watch1  p=l Locals ) struct

] [~

0019FAT8 &71.2.840,113549.1.1.1"

vi < T}

00401204 | return to cerber .00
0| 0277220
A8 28 5 78 0J JE FA T y o
38 T2 A6 25 90| 57 83 4000 Jn S 78 0/ [n (A 19°C

"-mm--BEGIN PUBLIC KEY-----\MMIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAM LIS

Next, the malware creates a directory in the AppData folder where it stores some housekeeping data.

IDA View-A a 7 Strings window o) Hex View-1 A Structures ) Enums @ Imports

£2 = T

]
=

test ax, ax
jnz short loc 40976A

=

loc_40973E:

mov ebx, eax

xor eax, eax

push edi ; C:\Users\REM\AppData\lLocal\Temp\@ad3e319
mov [esi], ax

call ds:GetFileAttributesW

cmp eax, OFFFFFFFFh

jnz short loc 40975E

iz = ! P '
push %] H lpSecuPityMttributes
push edi ; lpPathName loc_4@975E:

call ds:CreateDirectoryW ; C:\Users\REM\AppData\Local\Temp\@ad3e319| test al, 1eh
test eax, eax i
jmp short loc 409760

[ Pi=)

loc_409760:
jz short loc 409772

Then a mutex is created. The name of the mutex is resolved dynamically ---- 'shell.{ FB79CB8E-F0B4-4B09-
A183-601B6025EC35}' and is created just before network activity occurs ("WSA Startup").
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v ¥

" [P
loc_4038FC:

lea eax, [esp+4COh+Name]

push eax ; 1p

call sub_4035C8

pop ecx

lea eax, [esp+4COh+Name]

push eax 5 shell.{FB79CB8E-FOB4-4B09-A183-601B6025EC35}
push edi ; bInitialOwner
push edi ; lpMutexAttributes
call ds:CreateMutexi

call ds:GetlLastError

cmp eax, OB7h

jz short loc 40399B

EaE !

lea eax, [esp+4COh+WSAData]

push eax ; lpWSAData

push 202h ; wVersionRequested
call ds:WSAStartup

push edi ; lpName

push edi ; bInitialState
push 1 ; bManualReset

push edi ; lpEventAttributes
call ds:CreateEventW

A UDP socket is created and will be used to blast that single string to hundreds of IPs.

.text
.text
.text
.text

.text:
100404267
100404268
: 00404269
100404260
100404273
100404276
100404279

.text
.text
.text
.text
.text
.text
.text

100404258
:0040425A
100404258
100404 25F

00404265

mov eax, esi

push ecx ; hostshort
mov [ebp+to.sa family], ax

call ds:htons

push 17 ; IPPROTO UDP
push esi ; SOCK_DGRAM
push esi ; AF_INET // IPv4
mov word ptr [ebp+to.sa data], ax
call ds:socket

mov [ebp+s], eax

cmp eax, OFFFFFFFFh

jz loc_ 404430

'sendto’ function is included in a loop to contact the external hosts.
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#xﬁdbg - File: cerber.exe - PID: 6064 - Module: cerber.exe - Thread: Main Thread 5084
File View Debug Trace Plugins Favourtes Options Help  Mar4 2018

L References ' Threads Snowman @y Handles  §7 Trace

¢ )
CoOE il Taxed tn S LEE®
B v @oraph slog [ Notes @ Breakpoints WM MemoryMap [ Call Stack =g o Script @ Symbols <> Source
P FF 15 4C 13 41 00 | call dword ptr'ns [d.seﬂdtm]
38 45 FO cmp eax,dword p leby
v 7504 ine corber.4043
€6 45 £B 01 rov byte ptr s
8A 45 FD mov al,byte ptr
C FF cmp al )i
v 74 0E je cerber. 2043
FE CO al
88 45 rn mov byte ptrss:febp 3],al
3a4 cmp al,byte ptrss:febp 9]
~ OF aa fn FEFE FE | jhe cerber.
8a 4 mov al,byte perss:febp-4)
3c FF cmp al,Fi
v 74 0E I(-' cerber A043EE
FE CO al
88 45 FC mDV byte U(l‘
3a 45 F6 cmp al,byte
~ OF 86 53 FF FF FF | jbe Lerber 4oa
80 70 FE FF cmp byte [ebp-21, FF
~ 74 0F ie e maam
FE 45 FE inc byte ptrss:febp 2]
B8A 45 FE mov dl,hyl! B 53
3A 45 F5 cmp al byte pt;
~ OF 86 36 FF FF FF | jbe ctrhm’ 404339
80 7D FF FF cmp byte pti ebp-1, FF
v 74 0F i
9 FE 45 FF inc byte pcr
o fin 4% ce =5 1

Al wide FrU

EAX  0019FA34

EBX  0DOCOFGL

ECX  045006F0  "nosj"

EDX 00000000

EBP  0019FAGS

ESP  OD19F918

ESI  Q278C18C  "97.15.12.4"
EDT 00000005

EIP 00404385 cerber 00904385

EFLAGS 00000304
2F0 PF1 AF O
OF 0 SFO DF O
CEO T IF1

LastError 00000000 (ERROR_SUCCESS)
Last5tatus00000000 (STATUS_SUCCESS)

- a %

e

w | Default (stdcall)

> ‘ : [esp] 00000268
| 20 fesped] 04362408 TdShc3d21530604460a 11000127

v
dword ptr [0041134C <cerber.&sendtos]=<ws2_32.sendto>
text:00404385 cerber.exe:$4385 #3785

@ 0umpl g Dump2 G Dump3 @ Dumpd @ Dump5 @ Watchi1 el locals P Struct

: [esp+C] 00000000

1
2
30 [esps s] 00000019
1
5: [esp-101 G019FA34

"d59¢3d2158060446%a1100012"

o0 mwzu
=3

Next, the encryption commences. Traversing directories via 'FindFirstFile' and 'FindNextFile'.

looks for network resources to encrypt via 'WNetOpenEnum'.

00197A34

5 % [] unlocked

The malware also

. text:00407597 cerber.exe:$7507 #6997

372670
i [espic] 00407348 cerber.004073an
: [esps10] 00000000

Woumpl g Dump2 @ Dump3 W Dump4 M Dumps @8 watch1 el locals ) struet

Once encryption completes, the ransom note is opened via 'ShellExecute' with parameters 'Open' and

07D9FAAD | L"c:ANE"
TR L o]

' HELP_DECRYPT _NOBRS8STO_.hta'. This ransom note is far more robust than most. Most ransom notes are a

simple text file, this is an .hta that has several functions, and is apparently quite universally accommodating. The

ransom note even has a button to change the language.

Another interesting code segment is that the .hta file checks the victim's MAC address against a few MAC

addresses associated with VMware and some popular network technology companies. If there is a match, the
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(4% x32clbg - File: cerber.exe - PID: 6064 - Module: cerber.exe - Thread: 228 - o X
File  View  Debug Trace Plugins Favourites  Options. Help Mar 4 2018
coE 0 tewdtaBoEaslis LAY
Bouv @oaph Slog [ Notes  ® Preakpoints W MemoryMap [ CallStack  ®§ SEH o Script @ Symbols <> Source ) References ' Threads 4 Snowman W Handles  §¥ Trace
S | N— FF IS 04 TT AT 00 i
89 45 FC o~ | 5B O
S o 02 & ba 0100 00 07683 y BN 0700FAR0 LUe3\\*"
88 35 88 11 41 00 |mov ot dmud ;llrd\ [<&1strienwd EBX  07D9FF34
A ECX  07D9FAAO L es\\*"
298 00 57 43 00 | Bish dword perds: (435700 £0X 0000000
FF 1570 11 41 00 | @& dword ptrds: [<&aitForsingleobjel EBP  07D9FFO8
85 co test eax,eax eax:L ei\y P O700FGEE  &L"CI\\M
————— v RSt 000000 |ge cerber. 4 o (R i
| 8D 85 CC FD FF FF | lea eax,dword utr” Iebp-2340 EDI 00000000
Il gﬁ FB 32 00 00 call cerher A0ABCE
H test a 507
[ v Oe as 5400 00 00 | Jrie cerber.407692 EIP 00407597  cerber.00407597
] F7 85 AD FD FF FF (| test dword ptrss:flebp-260],400
1 r ~ OF 85 AA 00 00 00 | jne csrber 4075; EFLAGS 00000344
}I\ 85 FF test edi, e ZF 1 PF1 AF O
Tl v 75 1F jne cerber. 407605 OF 0 SFO DF O
} : | : 53 ush ebx CcF0 TF1 IF1
P FF 75 0C push dword ptrss:lebpcl
P £ oo ) esi LastError 00000057 (ERROR_INVALID_PARAMETER)
N P 75 0c R more s LastStatusCO00000D (STATUS_INVALID PARAMETER)
P FF 75 08 push dword ptrss:flebp:s] y
[ E8 BC FC FF FF €all cerber. 407284 e Il
IR 88 F8 mov edi,eax
R 004 83 ¢4 10 add esp, 10 « | Defautt (stdcall) 5 2 [ Unlocked
R anay &% oo zaccanl oy
vy < 2
dword ptr [00411194 <cerber.&FindFirstrilews]-<kernel3Z. Findrirsteilows

99 lebody>
100 & <div cla "container">
101 & <div class="header">
102 <a id="change language" href="#" onclick="return changeLanguagel () ;" Lille="English">&#39745; English</a>
103 <h1>C&#069;&#62;BE&#82,; &#82;/ANSOMWAL#82,;&#069,</hl1>
104 <small id-"title">Instructions</small>
105 </diwv>
106 B <div id="languages'">
107 J <p>&#9745; Select your language</p>
108 <ul>
109 <li»<a href="#" title="English" onclick-"return showBlock('en') ;">English</a></1i>
110 <li><a href="#" title="Arabic" onclick="return showBlock ('ar"') ;”>i_§__:)_x_il</a></l,i>
111 <li><a href="#" Litle="Chinese" onclick="return showBlock('zh') ;"> </a></1li>
112 <li»<a href="#" {itle="Dutch" onclick="return showBlock ('nl') ;">Nederlands</a></li>
113 <li>»<a href="#" title-"French" onclick-"return showBlock ('fr') ;">Frangais</a></1i>
114 <li><a href="#" title="German" onclick="return showBlock('de') ;">Deutsch</a></1i>
115 <li»<a href="#" {itle="Italian” onclick="return showBlock('it');">Italiano</a></li>
116 <li»<a hrel="#" Lille="Japanese" onclick="return showBlock('ja'); ”>E|$i‘“</a></i¢>
117 <]i»<a href="#" title-"Korean" onclick-"return showBlock ('ko') ;">820</a></1i>
118 <li»<a href="#" title="Polish" onclick="return showBlock ('pl') ;">Polski</a></1i>
119 <li><a href="#" title="Portuguese" onclick="return showBlock ('pt') ;">Portugués</a></1i>
120 <li><a href="#" Litle="Spanish" onclick="return showBlock('es')  ">Espahol</a></li>
121 <li»<a href="#" title="Turkish" onclick="return showBlock ('tr') ;">Tirkge</a></1i>
122 </ul>
123 </div>
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URL in the ransom note is updated to English. Interesting!

The most interesting part of this malware to me was how it unpacked itself through code injection and process
hollowing. This malware just performs the encryption and then exits, no persistence! Most filenames are
randomized to evade signature based detection, so regex will be our friends when sweeping for/detecting these
artifacts. A Snort rule may be plausible due to the port (6892), but UDP can be noisy. The rule would use PCRE to

match the unique long string passed over 6892.
Key Takeaways:

- Encrypts files on disk and in network shares
- Modifies registry

- Drops files on disk

- Performs code injection

- Contacts external hosts

Host-based IOCs:
cerber.exe
2d6ace7910f84eb775272a6590453a0e - md5

\AppData\Local\Temp\collages.dll
2A4BF3D01B6C84A2130C110D02C772AC - md5

\AppData\Local\Temp\floppy_disk.png
\AppData\Local\Temp\floppy_disk_disabled.png
\AppData\Local\Temp\flat.xsl
\AppData\Local\Temp\tmpCBD8.bmp
\AppData\Local\Temp\Oad3e319\4f11.tmp

\AppData\Local\Temp\0ad3e319\280c.tmp
\AppData\Local\Temp\nshBD76.tmp\System.dll
3E6BF00B3AC976122F982AE2AADB1C51 - md5

\Desktop\ HELP_DECRYPT_NOBR8STO0_.hta - Ransom note
\Desktop\_HELP_DECRYPT_NOBR8STO0_.jpg - Wallpaper

*.94d4 - file extension tagged onto encrypted files (randomly generated)
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*.bdeb - file extension tagged onto encrypted files (randomly generated)

* [a-z0-9]{4} - regex for file extension
shell.{FB79CB8E-F0B4-4B09-A183-601B6025EC35} - Mutex
\Sessions\1\BaseNamedObjects\SM0:6064:168:WilStaging 02 - Based named object

HKEY_CURRENT_USER\Control Panel\Desktop\WallPaper -REG_SZ -
C:\Users\REM\AppData\Local\Temp\tmpCBD8.bmp

Hard-coded Public Key:

————— BEGIN PUBLIC KEY-----
MIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAvkty5ghqEydR9076Fevp
0uMP7IZNms1AA7GPQUThMWbYIEYIhBKcT0/nwYrBq0Ogv79K1ttaO4EHTrXgcAp/
0JgBhz9N58aewd4yZBm2coeaDGvcGRA9e720bFQ/TME/I07LZ5qXDWzDafI8LA8
JQmSzOL+/G+LPTWg7kPOpJT7WSkRbIT8w5QgZRJuvvhErHM83kO3ELTH+SoEI53p
4AENVw{NNEpOpnpOOSKQobtlw56CsQFrhac0sQlOjek/muVIuxjiEmcOfszk2WLSn
qryiMyzal5SDWBDjYKXA 1tp2h/ygbkYdFYRbAEqwtLxT2wMfWPQI50khTa%tZqDOH
nQIDAQAB

————— END PUBLIC KEY-----

Network-based I0Cs:

91.239.24.xxx: 6892 - UDP

xxx.12.15.97: 6892 - UDP

xxx.24.239.91: 6892 - UDP

Source: https://rinseandrepeatanalysis.blogspot.com/2018/08/reversing-cerber-raas.html
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