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Introduction

One of most significant recent developments in sophisticated offensive operations is the use of “Living off the
Land” (LotL) techniques by attackers. These techniques leverage legitimate tools present on the system, such as
the PowerShell scripting language, in order to execute attacks. The popularity of PowerShell as an offensive tool
culminated in the development of entire Red Team frameworks based around it, such as Empire and PowerSploit.

»

In addition, the execution of PowerShell can be obfuscated through the use of tools such as “Invoke-Obfuscation”.

In response, defenders have developed detections for the malicious use of legitimate applications. These
detections include suspicious parent/child process relationships, suspicious process command line arguments, and

even deobfuscation of malicious PowerShell scripts through the use of Script Block Logging.

In this blog post, I will discuss an alternative to current LotL techniques. With the most current build of Cobalt
Strike (version 3.11), it is now possible to execute .NET assemblies entirely within memory by using the
“execute-assembly” command. By developing custom C#-based assemblies, attackers no longer need to rely on
the tools present on the target system; they can instead write and deliver their own tools, a technique I call Bring
Your Own Land (BYOL). I will demonstrate this technique through the use of a custom .NET assembly that
replicates some of the functionality of the PowerSploit project. I will also discuss how detections can be

developed around BYOL techniques.

Background

At DerbyCon last year, I had the pleasure of meeting Raphael Mudge, the developer behind the Cobalt Strike
Remote Access Tool (RAT). During our discussion, I mentioned how useful it would be to be able to load .NET
assemblies into Cobalt Strike beacons, similar to how PowerShell scripts can be imported using the “powershell-
import” command. During a previous Red Team engagement I had been involved in, the use of PowerShell was
precluded by the Endpoint Detection and Response (EDR) agent present on host machines within the target
environment. This was a significant issue, as much of my red teaming methodology at the time was based on the
use of various PowerShell scripts. For example, the “Get-NetUser” cmdlet of the PowerView script allows for the
enumeration of domain users within an Active Directory environment. While the use of PowerShell was not an
option, I found that no application-based whitelisting was occurring on hosts within the target’s environment.
Therefore, I started converting the PowerShell functionality into C# code, compiling assemblies locally as

Portable Executable (PE) files, and then uploading the PE files onto target machines and executing them. This
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tactic was successful, and I was able to use these custom assemblies to elevate privileges up to Domain Admin

within the target environment.

Raphael agreed that the ability to load these assemblies in-memory using a Cobalt Strike beacon would be useful,
and about 8 months later this functionality was incorporated into Cobalt Strike version 3.11 via the “execute-

assembly” command.

“execute-assembly” Demonstration

For this demonstration, a custom C# .NET assembly named “get-users” was used. This assembly replicated some
of the functionality of the PowerView “Get-NetUser” cmdlet; it queried the Domain Controller of the specified
domain for a list of all current domain accounts. Information obtained included the “SAMA ccountName”,
“UserGivenName”, and “UserSurname” properties for each account. The domain is specified by passing its
FQDN as an argument, and the results are then sent to stdout. The assembly being executed within a Cobalt Strike

beacon is shown in Figure 1.

beacon> execute-assembly /mnt/working/Assemblies/get-users.exe westeros.local
[*] Tasked beacon to rum .NET program: get-users.exe westeros.local

[+] host called home, sent: 110663 bytes

[+] received output

SAMAccountName: Administrator

SAMAccountName: Guest
SAMAccountName: krbtgt
SAMAccountName: rbaratheon
UserGivenName: Robert
UserSurname: Baratheon
SAMAccountName: etully

UserGivenName: Edmure
UserSurname: Tully
SAMAccountName: estark
UserGivenName: Eddard
UserSurname: Stark
SAMAccountName: tlannister
UserGivenName: Tywin
UserSurname: Lannister
SAMAccountName: clannister
UserGivenName: Cersei
Usersurname: Lannister

Figure 1: Using the “execute-assembly” command within a Cobalt Strike beacon.

Simple enough, now let’s take a look at how this technique works under the hood.

How “execute-assembly” Works

In order to discover more about how the “execute-assembly” command works, the execution performed in Figure
1 was repeated with the host running ProcMon. The results of the process tree from ProcMon after execution are

shown in Figure 2.

Page 2 of 6


https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

https://www.mandiant.com /resources/bring-your-own-land-novel-red-teaming-technique

WESTEROSbar... C\V
WESTEROSbar... "C:\
WESTEROS\ar... "C:\
WESTEROS\bar... "C:\

= HEq:Iorer.EXE (2668) Windows Explorer

CA\Windows\Bxl...

CWindows sysw... [ Microsoft Comporat...

C\Windows\Sys... Microsoft Comporat...

Microsoft Comporat...

Windows PowerShel
Windows PowerShell
i Windows host process .. C:\Windows\syste. . .. WESTEROSV\ar... C\VES
\-Iapmémon.exe (2932) Process Monitor C\Users\ibarathe.... _Symrﬂemals -ww... WESTEROS\tbar... "C:\
23 ProcmonB4 exe (300) Process Monitor C\Users\RBARA... _Sy&rltemals -ww... WESTEROS\bar... "C:\

= ¥ powershell.exe (804)
[ £ powershell.exe (2792)

Figure 2: Process tree from ProcMon after executing “execute-assembly” command.

In Figure 2, The “powershell.exe (2792)” process contains the beacon, while the “rundl132.exe (2708)” process is
used to load and execute the “get-users” assembly. Note that “powershell.exe” is shown as the parent process of
“rundll32.exe” in this example because the Cobalt Strike beacon was launched by using a PowerShell one-liner;
however, nearly any process can be used to host a beacon by leveraging various process migration techniques.
From this information, we can determine that the “execute-assembly” command is similar to other Cobalt Strike

post-exploitation jobs. In Cobalt Strike, some functions are offloaded to new processes, in order to ensure the

stability of the beacon. The rundll32.exe Windows binary is used by default, although this setting can be changed.

In order to migrate the necessary code into the new process, the CreateRemoteThread function is used. We can
confirm that this function is utilized by monitoring the host with Sysmon while the “execute-assembly” command

is performed. The event generated by the use of the CreateRemoteThread function is shown in Figure 3.

' Information 5/29/2018 1:48:12 PM Sysmon 8 CreateRemoteThread detected (rule: CreateRemoteThread)
@ Information 5/29/2018 1:48:12 PM Sysmon 1 Process Create (rule: ProcessCreate)

Figure 3: CreateRemoteThread Sysmon event, created after performing the “execute-assembly” command.
More information about this event is shown in Figure 4.

General Details

@ Friendly (O XML View

- EventData
UtcTime 2018-05-29 20:50:31.887
SourceProcessGuid {00DDDD6B-BBBC-5B0D-0000-0010E0530F00}
SourceProcessld6072
Sourcelmage C\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
TargetProcessGuid {00DDDD6B-BD17-5B0D-0000-001054D91600}
TargetProcessld 5964
Targetimage C\Windows\System32\rundlI32.exe
NewThreadld 6776
StartAddress 0x0000000004B508B80
StartModule
StartFunction

Figure 4: Detailed information about the Sysmon CreateRemoteThread event shown in Figure 3.

In order to execute the provided assembly, the Common Language Runtime (CLR) must be loaded into the newly
created process. From the ProcMon logs, we can determine the exact DLLs that are loaded during this step. A

portion of these DLLs are shown in Figure 5.
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Figure 5: Example of DLLs loaded into rundll32 for hosting the CLR.

In addition, DLLs loaded into the rundll32 process include those necessary for the get-users assembly, such as

those for LDAP communication and Kerberos authentication. A portion of these DLLs are shown in Figure 6.

Jrundll32.exe 3040 £ Load Image CAWindows\System32\kerberos dll SUCCESS Image Base: (e
}mnd\|32.exe 3040 £ Load Image CAWindows"\System32\cryptdil dil SUCCESS Image Base: el .
Jrundll32 exs 3040 &F Load Image C:AWindows"\System32\berypt dll SUCCESS Image Base: (el
Trun dl32.exs 3040 &F Load Image CA\Windows\System32\beryptprimitives dil SUCCESS Image Base; OxFef .
Trun dl32 exe 3040 & Load Image C\Windows"System32\cryptsp dll SUCCESS Image Base: OxFef ..

Figure 6: Example of DLLs loaded into rundll32 for Kerberos authentication.

The ProcMon logs confirm that the provided assembly is never written to disk, making the “execute-assembly”

command an entirely in-memory attack.
Detecting and Preventing “execute-assembly”

There are several ways to protect against the “execute-assembly” command. As previously detailed, because the
technique is a post-exploitation job in Cobalt Strike, it uses the CreateRemoteThread function, which is commonly
detected by EDR solutions. However, it is possible that other implementations of BYOL techniques would not

require the use of the CreateRemoteThread function.

The “execute-assembly” technique makes use of the native LoadImage function in order to load the provided
assembly. The CLRGuard project hooks into the use of this function, and prevents its execution. An example of

CLRGuard preventing the execution of the “execute-assembly” command is shown in Figure 7.

—— CLRGuard ——

process: C:\Windows \System32Z \rundll3i2.exe, module size: 1400
Module hash: B7582BAB4EA12257CAB7AS6DE?C56384BF8D10A6F1CDD21 7E9ACY?42E691767C
Module: get—users.exe
TypeRef : System::0bject

TypeRef :
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef =
TypeRef :
TypeRef :

System.
System.
System.
System:
System.
System.
System.
System.
System.
System.
System.
System.
System.

System
System
: Enum

Collections.Generic::List'1

Runtime .CompilerServices: :CompilationRelaxationsfAttribute
Rgntime.Cumpilerﬁeruices::HuntimeCumpatihilityﬁttrihute
saxtring

DirectoryServices: :DirectoryEntry

DirectoryServices: !DirectorySearcher
Collections.Specialized: :StringCollection
DirectoryServices: :SearchResultCollection

Collections: :IEnunerator

DirectoryServices: :SearchResult

DirectoryServices: iResultPropertyCollection
DirectoryServices: :ResultPropertylalueCollection
Collections::ReadOnlyCollectionBase

::IDisposable

::Console

erator

TypeRef hash: CB89BE2DB4F3BD?FFAB?A6D?BABAZ1AADEFFC34648ES1B20B52FBA4EEEESA3?F

Figure 7: CLRGuard blocking the execution of the “execute-assembly” technique.

The resulting error is shown on the Cobalt Strike teamserver in Figure 8.
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beacon> execute-assembly /root/get-users.exe westeros.local
[*] Tasked beacon to run .NET progre get-users.exe westeros.local

[+] host called home, sent
[+] received output
###E| QCKED®*++*

Figure 8: Error shown in Cobalt Strike when “execute-assembly” is blocked by CLRGuard.

While CLRGuard is effective at preventing the “execute-assembly” command, as well as other BYOL techniques,
it is likely that blocking all use of the LoadIlmage function on a system would negatively impact other benign

applications, and is not recommended for production environments.

As with almost all security issues, baselining and correlation is the most effective means of detecting this
technique. Suspicious events to correlate could include the use of the LoadImage function by processes that do not

typically utilize it, and unusual DLLs being loaded into processes.
Advantages of BYOL

Due to the prevalent use of PowerShell scripts by sophisticated attackers, detection of malicious PowerShell
activity has become a primary focus of current detection methodology. In particular, version 5 of PowerShell
allows for the use of Script Block I.ogging, which is capable of recording exactly what PowerShell scripts are
executed by the system, regardless of obfuscation techniques. In addition, Constrained Language mode can be
used to restrict PowerShell functionality. While bypasses exist for these protections, such as PowerShell
downgrade attacks, each bypass an attacker attempts is another event that a defender can trigger off of. BYOL
allows for the execution of attacks normally performed by PowerShell scripts, while avoiding all potential

PowerShell-based alerts entirely.

PowerShell is not the only native binary whose malicious use is being tracked by defenders. Other common
binaries that can generate alerts on include WMIC, schtasks/at, and reg. The functionality of all these tools can be
replicated within custom .NET assemblies, due to the flexibility of C# code. By being able to perform the same
functionality as these tools without using them, alerts that are based on their malicious use are rendered

ineffective.

Finally, thanks to the use of reflective loading, the BYOL technique can be performed entirely in-memory, without

the need to write to disk.
Conclusion

BYOL presents a powerful new technique for red teamers to remain undetected during their engagements, and can
easily be used with Cobalt Strike’s “execute-assembly” command. In addition, the use of C# assemblies can offer
attackers more flexibility than similar PowerShell scripts can afford. Detections for CLR-based techniques, such
as hooking of functions used to reflectively load assemblies, should be incorporated into defensive methodology,

as these attacks are likely to become more prevalent as detections for LotL techniques mature.
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