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&2 Tool: Koadic

Names Koadic
Category Tools
Type Backdoor, Vulnerability scanner, Loader

Koadic is a Windows post-exploitation framework and penetration testing tool. Koadic

is publicly available on GitHub and the tool is executed via the command-line. Koadic

Description ) ) o )
has several options for staging payloads and creating implants. Koadic performs most of
its operations using Windows Script Host.
<https://github.com/zerosum0x0/koadic>

Information <https://researchcenter.paloaltonetworks.com/2018/06/unit42-sofacy-groups-parallel-

attacks/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0250/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.koadic>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Koadic>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool Koadic

Changed = Name Country Observed
APT groups
LazyScripter [Unknown] 2018
[
MuddyWater, Seedworm, TEMP.Zagros, Static Kitten —— 2017-Jul 2025 @
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Sofacy, APT 28, Fancy Bear, Sednit [ ] 2004-Apr 2025 @

3 groups listed (3 APT, 0 other, 0 unknown)
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