https://blog.xyris.mov/posts/aura-stealer-%231-36bytesmademelosemymind/

Aura Stealer #1 36bytesmademelosemymind

Published: 2025-10-22 - Archived: 2026-04-06 01:06:56 UTC

Hello it’s me again

today i gonna share my thought process and experience with aura stealer

i was looking for some new malware with either a virtual machine or some neat obfuscation. lookin through some
forums and news i saw a stealer named Aura Stealer mentioned couple of times. it does not seem to be a big

stealer yet but lets see how lumma doing in the next couple of months with all the law enforcement on their asses.

soo00 i decided to focus on that one i got the hash from this blog https://foresiet.com/blog/aura-stealer-malware-

analysis/

auristyler.exe
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the random generated icon looks kinda cool tho :3
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7] Functions M & x
W
Function name Segment Start

sub_54C871 zext 0054C871 I
sub_54C684 text 0054C684
sub_54C5F7 text 0054C5F7
sub_54C5E0 dext 0054C5E0
sub_54C5A0 dext 0054C5A0
sub_54C160 zext 0054C160
sub_54C14A text 0054C14A
sub_54C09C text 0054C09C
sub_54C03D dext 0054C03D
sub_54BFB9 dext 0054BFB9
sub_54BF73 zext 0054BF7/3
sub_54BF47 text 0054BF47
sub_54BEF3 text 0054BEF3
sub_54BEB7 text 0054BEB7

df_ sub_54BD3C dext 0054BD3C

d)"_ sub_54BCD3 zext 0054BCD3

L sub_54BC10 text 0054BC10
sub_54BA1A text 0054BA1A
sub_54B907 text 0054B907
sub_ te

df_ b_54B8C4 text 0054B8C4
sub_ te

d)"_ b_54B898 text 0054B898
sub_ e

L b_54B69E text 0054B69E
sub_54B53D text 0054B53D
sub_54B4DF text 0054B4DF
sub_54B4B2 dext 0054B4B2
sub_54B3C0 dext 0054B3C0
sub_54AF44 zext 0054AF44
sub_54AF30 text 0054AF30
sub_54AEE4 text 0054AEE4
sub_54AE1C dext 0054AE1LC
sub_54AE13 dext 0054AE13
sub_54ADAE zext 0054ADAE
sub_54AD45 text 0054AD45
sub_54AD22 text 0054AD22
sub_54ACF1 dext 0054ACF1
sub_54ACA5 dext 0054ACA5S
sub_54ABF9 zext 0054ABF9
sub_54AB6D text 0054AB6D
sub_54AB05 text 0054AB05
sub_54A97B text 0054A97B
sub_ te

df_ b_54A95D text 0054A95D

d)"_ sub_54A936 zext 0054A936

L sub_54A90FE text 0054A90E
sub_54A8CC text 0054A8CC
sub_54A8C0 text 0054A8C0

df_ sub_54A8BD dext 0054A8BD

el CAROE A
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sub_54A833
sub_54A7CB
sub_54A7C0
sub_54A740
sub_54A6ED
sub_54A6CC
sub_54A66C
sub_54A5EB
sub_54A591
sub_54A568
sub_54A3A3
sub_54A383
sub_54A285
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EAL UuatRAOoUT
Jdext 0054A833
dext 0054A7CB
dext 0054A7C0
dext 0054A740
Jdext 0054A6ED
Jdext 0054A6CC
dext 0054A66C
dext 0054A5EB
dext 0054A591
Jdext 0054A568
Jdext 0054A3A3
Jdext 0054A383
dext 0054A285

Line 3664 of 3908, /sub_413320

after seeing this i was a bit overwhelmed. to make sure this was the real aurastealer and not some packer/crypter i

ran it and dumped it with pd32 https://github.com/glmcdona/Process-Dump

auristyler.exe

H | x
-
5 Property Value
B [T Fle: auristyler.exe . ] .
[ 5 Dos Header File Name C:\Users\DESKTOP-092\Desktop\auristyler.exe
(2] Nt Headers File Type Portable Executable 32
g g:li::aid:eader File Info Microsoft Visual C++ 8
|%) Data Directories [x] File Size 2,40 MB (2521744 bytes)
— (5 Section Headers [x] :
= d PE Size 2.38 MB (2500608 bytes)
we' CFF Explorer VIII - [384cce56ad1a254c76c022acf2c075803d0097a679c249f6341dc98e8e46b74 - Copy_exe Pl.. — O X
File Settings ?
" ' 384cceS6ad1a254c76c022act2c07 | x
-
Property Value
= - 384cce56ad 1a254c76c(
0 ERe File Name C:\Users\DESKTOP-092\Desktop\384cce56ad1a254c 76c022acf2c07580...
495%6341dc98e8e46b74 - Cop: File Type Portable Executable 32
_in File Info Microsoft Visual C++ 8
_1330000_x86 exe
— =] Dos Header File Size 408.00 KB (417792 bytes)
[Z] Nt Headers .
8 Fio Hosder PE Size 408.00 KB (417792 bytes)

after dumping we can see that the file went from 2.40MB to 408B which gave me hope

the binary is still obfuscated but much less. so after traveling some functions and examining the startin route i

found this.
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L int start()

2 {

cookiething();

return sub_1333EA@();

=

}

1 int __usercall sub_1333EA@@<eax>(int al@<esi>, int a2@<ebx>, int a3@<edi>)
2 {

3 _DWORD *v4; // eax

4  _DWORD *v5; // esi

5 int *v6; // eax

6 int *v7; // esi
7
8

W

int v8; // =di

int v9; // esi
9 _DWORD *v1@; // eax
1@ char v11; // [esp+18h] [ebp-24h]
11 UINT v12; // [esp+14h] [ebp-28h]

113 if ( !(unsigned _ int8)sub_13342F5(1) || (LOBYTE(22) = @, v1l = sub_13342C3(), dword_138F9CC == 1) )
14 {

» 15 sub_13345E7(a2, a3, al, 7u);
v 16 goto LABEL_28;
17}
»18 if ( dword_138F9CC )
19
' 20 LOBYTE(22) = 1;
21}
22 else
23 {
» 24 dword_138F9CC = 1;
) 25 if ( sub_133856C(&dword_1342158, &dword_1342174) )
» 26 return 255;
27 sub_1338541(&dword_134214C, &dword_1342154);
» 28 dword_138F9CC = 2;
29

30 sub_133444C(v11);

31 w4 = sub_13345DB();

32 w5 vd;

33 if ( *v4 && sub_13343B5((int)v4) )

34 ((void (__thiscall *)(_DWORD, _DWORD, int, _DWORD))*v5)(*v5, @, 2, 8);
35 w6 = (int *)sub_13345E1();
36 v7 = v6;
if ( *ve && sub_13343B5((int)ve) )
38 sub_133746B(*v7);

v8 = sub_1338528();

40 v9 = *(_DWORD *)sub_13385F6();
vie = ( DWORD *)sub 13385Fe();

42 | al = sub_133348B(*vie, v9, v3); |

43 TIF ( Tsub_I334791() )

w
~

44 {
45 LABEL_28:
' 46 sub_1337491(al);
' 47 sub_1337455(v12);
' 48 __debugbreak();
49 }
50 if ( !'(_BYTE)a2 )
51 sub_1337446();

»

]

152 sub_1334469(1, 9);
» 53 return|al;

»

here we can see the return al this means that al is most likely important ;3 so lets look into that.
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int sub_1332D17()

{
int vl; // [esp+@h] [ebp-8h] BYREF
int v2; // [esp+4h] [ebp-4h] BYREF

OutputDebugStringA("RunImage");
DO_SMTH_WITH_HUGE_BYTE((char *)&v1l, &v2);

sub_1332D5A(byte 1349030, 285851, byte 1349010);
return sub_133103C(1, v1, v2);

RunImage sounds good lets dig deeper.
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1 char *__cdecl DO_SMTH_WITH_HUGE_BYTE(char *al, int *a2)
2 {

3 char *result; // eax

4  unsigned int v3; // esi
5 char *v4; // edi

6 char *v5; // ecx

7 char v6; // al

8 char *v7; // esi

9 void *v8; // ebx

18 int v9; // esi

11 int v1e; // [esp+8h] [ebp-8h] BYREF
12  int vi1l; // [esp+4h] [ebp-4h] BYREF
13

14 result = al;

15 if ( a1 )

16 {

17 if (a2)

18 {

19 vi = 8;

20 *(_DWORD *)al = ©;

21 *al = @;

22 result = (char *)sub_133714@(285851);
23 vd = result;

24 if ( result )

25 {

26 do

27 {

28 v5 = &v4a[v3];

29 V6 = byte_1349@3@[v3] ~ byte_1349@10[v3 & Ox1F]; |
3@ ++Vv3;

31 *y5 = v6;

32 }

33 while ( v3 < @x45C9B );

34 if ( (unsigned int)dword_1349088 <= @x45C9B
35 && (v7 = &v4[dword_1349e08],

36 v1® = 285851 - dword_13490086,
37 v1ll = dword_1349ee4,

38 (v8 = (void *)sub_1337148(dword_1349e84)) != 8) )
39 {

40 v9 = sub_133345C(v3, &v11, v7, &vle);
41 sub_1337130(v4);

42 if (vo9)

a3 {

44 return (char *)sub_133713@(vE);
45 }

46 else

47 {

43 *(_DWORD *)al = v8;

49 result = (char *)vil;

50 *¥a2 = vl1l;

51 }

52 }

53 else

54 {

55 return (char *)sub_133713@(v4);
56 }

57 }

t
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here we can see some xoring from some byte array going on nice. That is a good indicator A-A

while ( i < 285851 );

i assume this is decompression because of the size calculation and would fit into typical malware thingis.

if ( (unsigned int)dword_1349000 <= 285851
&& (v7 = &decryptBAFFA[dword_1349600],

size compressed = 285851 - dword_13496080,

v1ll
(v8

dword_1349e64,

vS = decompress(vd, &vll, v7, &size compressed);

sub_1337138(decryptBAFFA);
if (v9 )
{

return (char *)sub_1337138(v8);

}

else

{
*(_DWORD *)al = v8;
result = (char *)vi1l;
*a2 = vl1l;

}

size_compressed = 285851 - dword_1349000

(void *)allocate_mem(dword_1349ee4))

=0) )

first i tried decrypt_xor -> decompress but that did not work o_O sooo lets find out why:

if we look into our first file (right picture) we can find the same unpacking mechanism like in our dumped file

(left picture) just with another key and another byte array.

:0134900F

01349010 ;
:01349010
101349010
:01349011
:01349012
:01349013
101349014
:01349015
:01349016
01349017
101349018
101349019
:0134901A
:01349018
:0134901C
:0134901D
:0134901E
:0134901F
:01349020
:01349021
101349022
101349023
101349024
101349025
101349026
:01349027
:01349028
:01349029
01349024
:01349028
:0134902C
:0134902D
:0134902E
:0134902F
:0:

349030
49030
49030

:01349030
:0134903A
:01349044
:0134904F
:01349059
:01349063
:0134906D
:01349077
.data:

01349088

char KeeY0oo[32]
KeeYOoo db 13h 5 DATA XREF: sub_1332017+1DTo

5 DO_SMTH_WITH_HUGE_BYTE+45Tr

db 2Eh ; .
5 _BYTE encrypted_boffolu[285852]
encrypted_boffolu db 9Eh, 17h, 36h, @ASh, 38h, eDCh, 2Fh, @ABh, 53h, 1Ch
5 DATA XREF: sub_1332017+2710
5 DO_SMTH_WITH_HUGE_BYTE+3610
db eah, 99h, 56h, 8CSh, 8Dh, 66h, 32h, 71h, 6Ah, BF7h
db 4sh, GECh, 5, @Flh, GECh, 51h, 37h, 39h, 45h, 98h, 64h
db agh, eFch, 4lh, 9ah, epsh, 48h, 5oh, 25h, 8ah, @DBh
db 65h, 5Ch, 45h, OFah, 31h, 96h, 8Eh, 97h, OFSh, @EGh
db eD1h, ecsh, 4eh, 94h, 6Fh, @ESh, eDoh, 4eh, 60h, 7Bh
db 8Ch, @F1h, @F3h, @D2h, @Dih, 5ih, 1, 63h, 42h, @ESh
db GEAh, 5Dh, 2 dup(®), 86h, ©, 8 dup(8FFh), @, 26h, 96h
db 88h, 78h, 4h, 8, 82h, @Dh, 28h, 56h, @ASh. BAGh, @ASh
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sub_t
sub_53A740
nullsub_87

sub_53A800

sub_53D140
sub_53D180
sub_53D190
sub_53D1A0
nullsub_88

sub_53D1C0

sub_530820
sub_530920
sub_53DCD0
sub_53DDB0
sub_53DDE0
sub_53DE70

sub_S3E3FD

ta:005AE00D

ta:005AED
ta:005AE012
ta:005AE013
ta:005AE014
ta:005AE015
ta:005AE016
ta:005AE017
ta:005AE018
ta:005AE019
ta:005AE01A
ta:005AE01B
ta:005AE01C
ta:005AEQ1D
ta:005AEQLE
ta:005AEQLF
ta:005AE020
ta:005AE021
ta:005AE022
ta:005AE023
ta:005AE024
ta:005AE025
ta:005AE026
ta:005AE027
ta:005AE028
ta:005AE029
ta:005AE02A
ta:005AE02B
ta:005AE02C
ta:005AE@2D
ta:005AEQ2E
ta:005AEQ2F

db 69h ;
db eBDh
db 23h ;
db 5Ch
db @B7h
db 78h ;
db eBCh
db  8Dh
db ec2h
db_e83h

ta:005AE§36 ; char ENCRYPTED_BUFFER[58:
ta:005AE936 ENCRYPTED_BUFFER db PASh

ta:005AE§31 db_foh ;
ta:@05AE sh 3

ta:005AE033
ta:005AE034
ta:005AE035
ta:005AE036
ta:005AE@37
ta:005AE038
ta:005AE039

db 81h
db 9sh
db 3ch
db eah
db 11h
db 3eh ;
db 24h

a
&
E
o< ©

*

368]

5 DATA XREF: sub_aeC

5 DATA XREF: sub_deC
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lets write some python script to extract that.

.text
.text
text
.text
.text
.text
.text
.text
.text
.text
text
.text

:084eDelF
:eed4eDelr
:0e4ebDez23
:ee4ebDe2s
:ee4epezs
:0840D82F
:ee4ebDe3s
:ee4ebpe3s
:0e4eDe3C
:ee4ebDe3D
:0e4ebDe43
:0e4eDe49

A for the pattern

import sys

import pefile

import struct

import os

PATTERNS = [

{

mov
mov
and
movzx
xor
mov
mov
inc
cmp
jz

"name': 'xor_decrypt_loop',

"asm': [

'movzx eax, byte ptr [eax + KEY_ADDR]',
'xor al, byte ptr [edx + BLOB_ADDR]'

]'

'sig': '"OF B6 80 7?7 7?7 M 78 M N NN,
'key_offset': 3,
'blob_offset': 9,

'size check': {

‘asm': 'cmp edx, SIZE',

'sig': '81 FA 7?2 77 77 7',

'value_offset': 2,

'search_range': 0x100

def parse_sig(sig):

parts = sig.split()

pat.append(None)

pat.append(int(p, 16))

pat = []

for p in parts:
if p=="'77":
else:

return pat

; .text:ee4eD23B! ]
edx, [esp+]
eax, edx
eax, 1Fh
eax, byte SAE@le[eax]
al, byte_5AE@38[edx]

ecx, [esp+]
[ecx+edx], al

edx
edx, 415988
loc_4@DEE1l
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def find_pat(data, sig):
pat = parse_sig(sig)
for i in range(len(data) - len(pat)):
match = True
for j, b in enumerate(pat):
if b is not None and data[i + j] != b:

match = False

break
if match:
return i
return -1

def find_addrs(exe_path):
pe = pefile.PE(exe_path)

for sec in pe.sections:
if b'.text' not in sec.Name:

continue

data = sec.get_data()

for pat in PATTERNS:
off = find_pat(data, pat['sig'])
if off == -1:

continue

key_start = off + pat['key_offset']
key_va = struct.unpack('<I', data[key_start:key_start + 4])[0]

blob_start = off + pat['blob_offset']
blob_va = struct.unpack('<I', data[blob_start:blob_start + 4])[0]

sz_check = pat['size_check']

search_end = off + sz_check['search_range']

sz_off = find_pat(data[off:search_end], sz_check['sig'])
if sz_off == -1:

continue

sz_start = off + sz_off + sz_check['value offset']

sz = struct.unpack('<I", data[sz_start:sz_start + 4])[0]
return key_va, blob_va, sz
return None, None, None

def decrypt_exe(exe_path):
pe = pefile.PE(exe_path)
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key_va, blob_va, sz = find_addrs(exe_path)

if not all([key_va, blob_va, sz]):
print("Pattern not found")

return False

print(f"Key address: @x{key_va:08X}")
print(f"Blob address: @x{blob_va:08X}")
print(f"Size: Ox{sz:X} ({sz} bytes)")

key_rva = key_va - pe.OPTIONAL_HEADER.ImageBase
blob_rva = blob_va - pe.OPTIONAL_HEADER.ImageBase

key = pe.get_data(key_rva, 32)

pe.get_data(blob_rva, sz)

enc

if not key or not enc:
print("Failed to extract data")

return False

print(f"Key: {" '.join(f'{b:02X}" for b in key[:32])}")
print(f"First 32 bytes of encrypted data: {" '.join(f'{b:02X}"' for b in enc[:32])}")

dec = bytearray(sz)
for i in range(sz):
dec[i] = enc[i] M key[i & Ox1F]

off = Ox4F4
if off < len(dec) and dec[off:off + 2] == b'MZ":
dec = dec[off:]

out = os.path.join(os.path.expanduser("~"), "Desktop", "decrypted.bin")
with open(out, "wb") as f:

f.write(dec)

print(f"Wrote {len(dec)} bytes to {out}")

return True
main():
if len(sys.argv) != 2:

sys.exit(1)

decrypt_exe(sys.argv[1])
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if __name__ == "_main__":

main()

PS C:\Users\DESKTOP-092\Desktop\DUMPAURA> python .\dump.py .\38Ucce56adla25Uc76c022acf2c07580f3d0097a679c2U9+63U1dcI8e8e
4eb74.exe

Key address: 0x005AE010

Blob address: @x005AE030

Size: Ox658FU (415988 bytes)

Key: 75 98 08 94 FD 5D 9A 36 9E 49 F8 30 8A F6 6A 79 32 Ul AF 7E Cd 63 69 BD 23 9C B7 78 BC 8D C2 B3

First 32 bytes of encrypted data: A5 72 65 81 99 3C ©A 11 30 24 4© 88 FA 12 28 D9 98 62 10 FE B8 A5 49 B0 @5 Ad 86 D1 7F
18 6C 85

Wrote 414720 bytes to C:\Users\DESKTOP-092\Desktop\decrypted.bin

PS C:\Users\DESKTOP-092\Desktop\DUMPAURA>

0 HxD - [C:\Users\DESKTOP-092\Desktop\decrypted.bin]

i) File Edit Search View Analysis Tools Window Help

- A a- 16 Windows (ANSI) - | hex
%] decrypted.bin Special editors
01 02 03 04 05 0B 0D OE OF Decoded text Data inspecto
E8 09 50 05 00 MZERé....Xf&.P..
00 00 P..yPA..@.......
Vo0 OU s ss s s ssa s EEEa e
00
54 «e®.. 7. I, .LI!'Th Ulnt8
6E is program canno
53 20 t be run in DOS Int16
00 00 00 00 mode....$....... Uint16
.data:01349030 encrypted_boffolu db SE ) 36h, GASh, 38h, eDCh, 2Fh, eAsh, 53h, 1h S reme yte_alsese  db ah, 33h, OEsh, esh, GF2n, eBsh, 44h, GEn, 25h
_data:e1349030 13320 rl 00419030 4
data:o1345030 DO_SHTH_ITH_HUGE_BYTE 00415030 40
data:01345034 db 6ih, S9h, S6h, eCsh, 8D, esh, 320, 71, 6Ah, GF7h 00415034 db SFh, SCh, GEn, SAh, 7Eh, GEDh, 68h, GOFh, 93, 4Fh
Ldsta:e1345040 db ash, OECh, 5, GF1h, GECh, S1h, 37h, 39h, ash, Sgh, G4h o0a15044 db oEah, 69h, 8Fh, GBS, 7, ec3n, 7eh, 5, Gth, sCh, Ofsh
data:e134504F db ash, orCh, 4ih, oah, eDsh, 4sh, Soh, 25h, 84h, GDBh o041504F db 66h, 0cFh, 3ch, orh, 94, 7sh, 77h, eish, 6sh, Seh
data:0134585 db 6sh, Sch, 4sh, @Fah, 31n, Seh, SEh, 97h, oFsh, eEeh 0041505 db SCh, ocsh, seh, eACh, eAth, 63h, 5, eceh, s8h, 7sh
.data:01349063 db ep1h, ocsh, 4eh, 94h, 6Fh, @ESh, @Doh, 4@h, 6eh, 7Bh 00419063 db 69h, 6Ah, GCSh JEh 25h ©Eh, -:h, 3, 50\, seh, éEh
data:e134506D db Sch, oFh. @Fsh. ench, enin. 51, 1. &ah. 42n_ tesh 0041506 db 70n"_epoh 5 £
data:o1345077 @ 0041507 b T etk 7ih, i Sine s o
data:01345088 db 56, 75m o 00415084 db"SBm—gSm R, oD T3 eI, T
Ldata:e1345093 b san, ow7h, ahm Jsh, T, eoh, 1, seh i, 6Dan, 0aN o041508E G ath, 7eh, 006, G0Bh, ORCh, 14h, &7h, 3dh, 3h, OET
Ldata:e134509¢ orah, oDsh 00415098 db 35h, 38h, 6Ceh, oAsh, Sch, 4ch, ocsh, GFsh, ssh, 2Ch
data:01345048 > ecsh, 62h o0415082 db ash, 2ah, 67h, Badh, 7Eh, 9Fh, 6ch, 4ch, 2¢h, 63h, BAZR
data:01349082 SEh, ocDh | 00419040 db 70h, Seh, 3ah, eDsh, 1Fh, GElh, GD6h, Sah, 3in, 78h
data:e134se8C db aen, seh, 6, eb1n, Gesh, dsh, Sin, 2éh, OFh, OFFh, S2n 00419087 db oBSh, ssh, eB3h, eBh, s, 1sh, 6C7h, GFSh, Sah, GECh
Ldata:e134s0C7 b oosh, e, don, 7in, a7, anén, sin. sin, 1in, acin o0a150C1 sh
data:o1345001 db 6ch, 72n, 6En, 62h, GBCh o04150C8
data:e1345008 A abeh, 3An, 16h 00415005
Ldata:e13450E5 0041500 db eB1h, 42h, Ssh, a2h, eDfh, ash, oBsh, S3h, 24h, @83
data:0134508F o0415085 db 1an, 80h, "08ch, SFh, Seh, ecah, 3oh, oFen, 23h, 47h
data: 01345673 o0d150F3 db 78h, o6h, 14h, 4ah, Soh, GFFh, Sah, SFh, 6Bh, eDsh
{data:e13asies 004107 db 1n, egh, 2sh, GEFh, 4vh, 4th, eDeh, Sih. eFeh, 3eh
Ldata:e134s160 "sch, 53n, 93h, 14n, sah, ish, GEzh 0041107 db 7¢h, OE2h, 6Fh, eBsh, SCh, 20h, Sch, oASh, ODER, 7h
data:o1345118 db 15n, 13h, 0ADh, 2h, 12h, eCEh, Seh, oCin, 8ih, 7oh data:00a19111 db GELR, S6h, GDFh, 24h, GAdh, 80h, €Dh, ash, 2ah, 38h
ldatae1349122 db 25n, ocCh, 70h, ec2h, 30h, 36h, eCsh, eA7h, 0BEh, deh Ldata:eea1siis db GE1h, 4ah, Sih, eASh, aah, eD3h, GDEh, oséh, 74h, GD2h
Ldatae134912c db 26h, 8ah, oDsh, Sh, GAsh, OF6h, eDSh, 5ah, 83h, Sah Ldata:eea1sizs db 47h, 087h, 7ch, 23h, 3sh, osh, 7ch, éoh, 9Ch, Ssh
Ldata:e1349136 db 32n, ogoh, sah, 4zh, eDDh, oFDh, eAFh, 12n, Srh, 20h data:eeaisize db 71h, ogBh, Soh, eDCh, eDsh, ©B3h, GBeh, 0Ash, SFh, 7
data:01345148 db 28h, 3¢h, 0sih, Gh, 74n, eBSh, OELh, 26h, 21 data:00419138 db 78h, ash, 3sh, ©F7h, Dh, GACh, OAeh, 28
ldstae13as10a db ésh, 7¢h, eDeh, esh, 2sh, ASh, Seh, 92h, 43, oA Ldata:oea1s143 db 37n, eDsh, 30h, 68h, eAh, ecah, evsh, 26h, 43h, oFDh
ldatae1zasise do SFh, 25h, aDEh, Seh, Ssh, oBsh, 7eh, ach, 7sh, e5Fh Ldata:ee41914p db 7Dh, eAsh, ssh, 4sh, OEFh, 4sh, oEah, oAFh, oBh, 4Dh
data:0134915E db ocsh, S1h, 5oh, 42h, 9Bh, OEEh, 48h, 18h, OB6h, 84h data:06419157 db 7Fh, @csh, 8lh, OESh, 4h, 2 dup(20h), 3sh, 1Ah, 8
data;o1345268 db san, Sh, 4sh, 92, 6oh, GBSh, 78h, 68h, 2Fh, 4Ah, 1Ch data:00419161 db OECh, 2, 56h, GE7h, 3Dh, 3ch, OCEh, 6in, oDh, 5, oAEh
Ldata:e1349173 db 47h, osh, oBBh, 53h, 0Dh, eboh, ich, 73n, Seh, 3sh Ldata:eeaisiec db ash, 0adh, OFah, 46n, 3ch, 37h, 1sh, o6h, GDSh, Ssh
Ldata:61349170 db eD2h, 6Dsh, Sch, eD2h, oASh, ecen, 3sh, 7ah, GAlh, GB7h Ldata:eea19176 db ecah, 32n, soh, 2¢h, GEsh, 43h, seh, 4Dh, 25, 17h
data:01343187 db oBBh, oEch, eBFh, 6570, Soh, GFon, oBLh, S6h, 7ch, oFh data:00415188 db ssh, 7, s9h, sbh, obsh, 24h, 30h, GF1n, Geh, 20N, eFéh
{dsta:e13ds0l db 22n, 1ch, 2sh, 26h, 65h, eDih, 2Fh, ecsh, 75h, 28h Ldata:oea1s1ss db 0B1h, 602h, eash, 1A, S2h, 1ch, Srh, ish, G4n, ish
Ldata:e13s108 db 15h, oFon, 4sh, eChn, 7h, 820, S8h, 17h, GALh, 2ch Ldata:oeaisss db 2 dup(47h), ecoh, Sth, 4ch, OBEN, eDDh, GAsh, GDAN
data:o13as14s db 26n, OE7h, 0B2h, GE3h, ©B3h, ODon, 8Dh, OFCh, 3h, Soh data:0041915E db 39n, OF7h, oDBh, OFSh, SEh, 1sh, S3h, 6ASh, €D, OFSh
data:o134914F db 8Fh, OESh, eABh, 65h, 2, GACh, 03%h, ODBh, OAFh, data:00415148 db 8, 21h, S3h, GBin, GO7h, 3Ah, 1ch, GAlh, GFAn, GD6h
Ldata:e1349189 Ldata:eea10s2 db 6oh, ah, SCh, 9Eh, 46h, 46h, 20h, eDSh, 2, SCh, oFEh
Ldatae13491C3 Ldata:ee419180 db Gagh, 60h, GASh, GB1n, GESh, evin, 1sh, o, Ssh, eDlh
data:013431C0 X , data:004191C7 db 20n, "08ah, 57h, GECh, 7ch, Sah, o(sh, GFah, GESh, Sah
.data:01349107 db 61h, @DFh, Dh, 1Dh, 9, 14h, @EBh, 29h, SEh, 1Ch, 17h .data:0e4191D1 db 78h, @ADh, @D8h, GEAh, 55h, ©CSh, 8Eh, 82h, 54h, 88h
ldata:e1zdsiez db eBSh, eABh, SCh, 2 dup(aC2h), 1ah, @8Fh, 4Ah, GEDh data:oea1o108 db ecch, 4ch, 7ah, eDan, eDsh, 4sh, eBsh, 2en, 13h, 33h
data:o134s1e8 db Seh, ssn, 22n, 3h, 28h, 78h, 7, 6F3n, oCih, OEsh, Gon data:00d1s1es db 47h, 4sh, Soh, Seh, 6DSh, GAEh, OACh, 73h, 36h, 033
data:o134176 db 20h, Sh, 63Eh, 630, OCSh, 6C7h, Sah, SFh, 40k, 3Dh data:0041516F db 6, &8h, 7ah, OFeh, 8h, GD3h, 4cn, eFBh, 362, GESK
Ldata:e1345200 db oEh, 39n, eDsh, 2en, 5, 6Ch, SFh, Ldata:eea1sirs db Sin, Soh, 2, och, e, 5h, 0Bch, 41n, seh
Ldata:e1345208 db 7, 2¢h, G2n, Soh, irh, e83h, 5, oA Ldata:eeaiszes Ssh, oCon, 38h, 4, 0ASH
data:01345216 db 6, 6CFh, 9in, 43h, 3h, eDEh, 3 data:00415208 > 31, oagh, 7h, oAAh, 13h, 42h, leh, 96h, 20n
{dsta:e13as221 db eizn, oEvh, 3an, ish, isn, 6, Ldsta:eeaisais 3En, oA, 18h, 8Bh, ach
ldata:e13as22s db 75h, 16n, 61h, édn, 70h, S4n, 67 EHprologi_ateh Ldata:oeaisazz db 74n, 82h, 087h, Sen, Sch, eBsh, sh, Seh, 83h, 45h
data:01349236 db 23h, @ESh, @B2h, @Ah, Eiﬁ, Ssh, @F6h, 7Ch, 3%h, 72h —allocs_probe_15 data:0841922C db 3Dh, 75h, @E8h, 53h, 47h, 1Ah, 31h, 55h, 82h, 2Ch, @BSh
data:01349248 db @AFh, @Ceh, eD2h, 88h, alloca_probe 8 data:00419237 db 7, BEFh, 33h, @FCh, 4Dh, BAEh, BE3h, BCAh, @FSh, @F6h
Ldstaze134920a G 75h, 25, s, obh, Biah, Ech, Sin, SEn, 83h, 255, ockn Ldata:eea1s2e1 b 6én, aoh, 30h, o, 7oh, oaf, oesh, 3, &3, 36
00019030 01343630: data:enceypted BOELalu (synchronized with Hex View-1) -data:00419248 db 19h, 4Eh, 18h, 74 28h, 13h, 8Dh, 6Fh, GFAh, 74h
Line 526 of 526, /sub_A119A0 00015530 55115050 -datasbyte_ 419030 fernchrontsed with Rex View-1]

yeah this confirms the problem we had before. the dumped file already is decrypted so we just need to use lzma on

that. the problem we had before was that we basically encrypted it again kek.

*i wanted to write a full unpacker but for some reason the 1zma was corrupted and 36 bytes were different - after
12h i could not figure out why. if you do pls tell me, this shit keeps me up at night ty ;3 that means we can just

dump the left buffer and extract at the starting 1zma header offset and then decompress it.

import ida_bytes

import os

addr = 0x1349078
size = 0x45C9B - 0x48
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data = ida_bytes.get_bytes(addr, size)

if data:
output_path = os.path.join(os.path.expanduser("™"), "Desktop", "dump.bin")
with open(output_path, "wb") as f:
f.write(data)
print("Wrote %d bytes to %s" % (len(data), output_path))
else:
print("Failed to read data at 0x%X" % addr)

5 ‘ N C\Users\DESKTOP-092\Desktop\dump.bin\

Name Size Packed Si... Method Folders

| Jidump LZMA:23

Files

5000000 lets open dump in ida and look at our new stage. first i wanted to make sure that this is the real stealer

and looked for some indicators.

Page 13 of 15



Address

s[s[a[=[s[a[ =] s[a[ 2] s[s[a]s[s[a]=[s[a] =] s[a[ 2] s[a[ 2] s[a[ 2] s[ s[ s =[ s[a]=[ s[a] =[ s[a][ 2] s[a[ =] s[ s[a]s[ s[a[=[ s[ 2] =[ s[ 2] =[ [ 4]

rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
rdata:0048...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048E...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:0048F...
.data:00490...
.data:00490...
.data:00490...
.data:00490...
.data:00490...
.data:00495...
.data:00495...
.data:00495...
.data:0049B...
.data:0049D...

A=t=-NNAQMN

Length

0000000A
0000000D
00000018
0000001B
00000011
0000000D
0000000D
0000001C
00000006
00000011
00000009
00000008
0000000C
0oooo00C
00000019
0000000D
00000014
0000000E
0000000A
0000001C
00000011
00000016
0000000C
0000000E
00000011
0000000D
0oo0000C
0000000D
0000001B
0000001A
00000005
00000016
0000000F
0oooo0oC
0000001B
0000000C
0000000F
0000000C
00000006
0oooo0oC
0000000E
0000000A
00000005
00000005
00000008
0oooo00C
0000000D
0000000C
00000043
00000008
0000002E
0000003D
00000008
00000008
00000005
00000005
00000005
00000016
0000001F

nnnnnnd A
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Type

String

RtlUnwind

SetEndOfFile
SetEnvironmentVariableW
SetFileInformationByHandle
SetFilePointerex
SetlLastError

SetStdHandle
SetUnhandledExceptionFilter
Sleep

TerminateProcess

TlsAlloc

TlsFree

TlsGetValue

TlsSetValue
UnhandledExceptionFilter
VirtualAlloc
WideCharToMultiByte
WriteConsoleW

WriteFile
GdipCreateBitmapFromHBITMAP
GdipDisposelmage
GdipSavelmageToStream
RegCloseKey
RegOpenKeyExW
RegQueryValueExw
KERNEL32.dll

gdiplus.dll

ADVAPI32.dIl

bedefghijklmnopqrstuvwixyz
ABCDE
FGHIIKLMNOPQRSTUVWXYZ

abcdefghijklmnopgrstuvwxyz
ABCDEFGHIIKL
MNOPQRSTUVWXYZ
WAVAUATVWUSH
@qL40
[I_~AVWAJATA_
AWAVATVWUSHCA <
[_~AVANA_
1w40H

wyR+H

1kWickkH

APPBKEYREAD

APPBKEYWRITE

BROWSERTYPE

C:\\Pragram Files\\BraveSoftware\\Brave-Browser\\Application\\brave.exe
C:\\Progr

am Files\\Google\\Chrome\\Application\\chrome.exe

C:\\Program Files (x86)\\Microsoft\\Edge\\Application\\msedge.exe

TN O0nn

UWH\Np\C \D

\nOo\tP\bp\a®

XTOw9

A[~6\x1B

OU#U\\

.?AVlogic_error@std@@
.?AVbad_array_new_length@std@@

A had sllacmickdmm
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[ | — B B L e )

|. .data:0049D... 00000014 C ?AVexception@std@@

looking at the strings we can see some chromium browser paths which should be enough. I wonder if APPBYKEY

has anything to do with Chrome’s Appbound encryption & decryption O_o

the next blogs about aura will cover the obfuscation and config decrypter.

SHA-256: bac52ffc8072893ff26cdbf1dflechcbb1762ded80249d3c9d420f62edddc202
thanks for reading!

greetz to ma homies

eversince
deluks

and cOner@ne

you are cool and badass >:3

Source: https://blog.xyris.mov/posts/aura-stealer-%231-36bytesmademelosemymind/
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