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Stolen emails reflect Emotet's organic growth
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Introduction Emotet has a penchant for stealing a victim's email, then impersonating that victim
and sending copies of itself in reply. The malicious emails are delivered through a network of

stolen outbound SMTP accounts. This relatively simple email-man-in-the-middle social
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engineering approach has made Emotet one of the most prolific vehicles for delivering malware

that we have seen in modern times.

Cisco Talos continues to monitor Emotet, constantly detonating Emotet samples inside of the ThreatGrid malware
sandbox and elsewhere. We witness in real-time as email that purports to be from Emotet's victims begins to
emanate through Emotet's network of outbound mail servers. Vigilant monitoring of both stolen SMTP credentials
and outbound email allows Talos to extract meta-information regarding Emotet's latest victims and provides

insight into networks where Emotet is actively spreading.

One of the most cunning aspects of Emotet's propagation is the way they use social engineering of
personal/professional relationships to facilitate further malware infection. When receiving a message from a
trusted friend or colleague, it is quite natural for recipients to think, "I can safely open this email attachment
because it is in reply to a message I sent, or from someone I know." Any person or organization who has sent an
email to an Emotet victim could be targeted by Emotet's propagation messages. The more interaction with the
victim you have, the more likely you are to receive malicious email from Emotet. Like a meandering watering
hole attack, this is how Emotet crosses organizational boundaries with the potential to affect entire industries or

even countries.

Increased targeting of U.S. military and government Emotet continues to infect individuals and
organizations all over the world, so to say that it is "targeted" would be a stretch. However, if a
person has substantial email ties to a particular organization, when they become infected with
Emotet the effects would manifest in the form of increased outbound Emotet email directed at

that organization.

One of the most vivid illustrations of this effect can be seen in Emotet's relationship to the .mil (U.S. military) and
.gov (U.S./state government) top-level domains (TLDs). When Emotet emerged from its summer vacation back in

mid-September 2019, relatively few outbound emails were seen directed at the .mil and .gov TLDs.

But sometime in the past few months, Emotet was able to successfully compromise one or more persons working
for or with the U.S. government. As a result of this, Talos saw a rapid increase in the number of infectious Emotet
messages directed at the .mil and .gov TLDs in December 2019. Now that Emotet is back from their Orthodox

Christmas vacation, that trend has continued into January 2020.
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The emails are coming from inside the house! Looking at the individual messages sometimes
allows us to determine the identity of the Emotet victim and whether that victim is internal or
external to the recipient organization. After all, Emotet wants recipients of its messages to
recognize who the message came from as part of their social engineering efforts. Unfortunately,
this doesn't work 100 percent of the time, because some of the messages sent by Emotet strips the
original victim's personal data and drops the TLD in an attempt to impersonate only the
organization. This results in the unintentionally comical reduction of domains like "us.af.mil" to

simply "Us.af."
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Us.af &

Christmas Bonus - 2019 -S| § USAF USAFE 786 CES/CEOER
To:

Each year Us.af gives all the employees a 5125 bonus that you should see in your pay check this week,
Please also accept an additional $500 bonus from me. Without your effort and dedication, we would not succeed.

Please sea the allached file.

Merry Ghristmas and Happy New Year.

Us.af

Zi

www.us.af.m PO
12202019k doe

However, more often, Emotet will leave the contact information for the individual victim inside the propagation
email. The message may also include the contents of a previous email exchange between the two recipients, just to
add extra authenticity. For example, the following message was sent by Emotet to an individual working for U.S.
Sen. Cory Booker. The From header and signature generated by Emotet both suggest that this message originated

from an infected colleague at "booker.senate.gov."
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(Booker)

(Booker)

(Baoker)

e Forwarded message ------—--

“From:* " (Booker)" < @ booker.sanate. gov=
"Sent:” Monday, January 13, 2020 10:02
Ta:® " (Booker)" “@booker.senate.gove
"Subject:® Aw: (Booker)

fed
ZY00NGILA_Jan

2020.doc

Another issue that is often overlooked is the exfiltration problem presented by Emotet. Users who have their email
stolen and sent to Emotet's command and control (C2) infrastructure may have lost control over sensitive data and
communications. For now, Emotet is content using this data to enhance its social engineering approach, but they
could just as easily be reading/parsing the contents of these messages and acting/trading on the information

contained therein.
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08-29-2019 KARMES WILL PICKUP
To:

Attachead please find our Deparimant’s letters dated 110119 and 11/0518.
Thank you.

Suvaldecounty.com

----Original Message-----
ALCON,

Kames will pick up one prisoner from your facility tlomorrow. Please sign and return your remand once
completed, thank you.

OUSM
1.5, Marshals Service
WITK-Del Ria
Tusms.doj.gove Eusms.doj.govs

Office:

“If you don't take care of your troops, you'll never complete the mission.” --

UGP-110119
LPN-110518.doc

Conclusion If an organization in close proximity to yours becomes infected with Emotet, you can
expect to receive an increased volume of infectious email messages addressed to your users. If
Emotet infects any of the users inside your domain, then the volume of Emotet email destined for
your network will increase. Many of these email messages arrive via hijacked email threads, so
there is no simple pattern that anti-spam systems can use to identify and eliminate these messages.
More advanced anti-spam systems, such as IPAS, will still be able to successfully filter Emotet
messages. However, all technical systems no matter how robust must always be supplemented by

educational efforts and awareness training for your users.

Coverage Additional ways our customers can detect and block this threat are listed below.
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AMP
Cloudlock
CW5S

Email Security

Network Security

Stealthwatch
Stealthwatch Cloud
Threat Grid
Umbrella

WSA

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the malware used by these

threat actors.

Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents access to malicious

websites and detects malware used in these attacks.
Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation Intrusion Prevention

System (NGIPS), andMeraki MX can detect malicious activity associated with this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs, and URLs,

whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack

available for purchase on Snort.org.

Source: https://blog.talosintelligence.com/2020/01/stolen-emails-reflect-emotets-organic.html
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