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Analysis of the latest wave of Emotet malicious documents

By Chris Campbell

Published: 2020-08-31 - Archived: 2026-04-05 14:27:14 UTC

In the first technical blog post from the Security Team, we're going to take a look at the latest wave of Emotet

from a specific angle: the downloader document (or maldoc).

Distributed as an attachment via malspam, the operators tend to play it fairly safely with the range of lures they
employ in emails - however they are still fairly advanced when compared to other large scale campaigns. Over the
past week we've observed a fairly even spread of generic templates (e.g. shipping, invoices, scanned documents)
and reply-to messages, with more effort seemingly being made to appear more geographically relevant. Messages
almost always leverage the names of legitimate organisations and employees from the same region. In the case of
reply-to messages, email exfiltrated in past (or current) compromise is responded to via another compromised
account with a standard request to open the attachment - though it's not uncommon to encounter messages that

only have a signature.
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OB3286018810GA. doc
221 KB

Please open the attached document.

Mark Wilzon

-—--—-Original Message--—---
> *From:* ""
> *Sent:* Friday, August 27, 2020 21:40
= *To:* "Mark Wilson"
> *Subject:* Re: Mark Wilson
This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.
The

latest document template, dubbed "Red Dawn", was first seen on 26th August NZT. It was at about this time that

we also saw the volume of Emotet mail hitting NZ customers significantly ramp up. Emotet consists of three
botnets known as Epoch 1, 2 and 3. In the most recent wave, we have only observed NZ targeted by Epoch 1 and
2. While there are no notable differences in documents between the 3, email templates can vary depending on

which botnet they come from and post-compromise behavior also differs.
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II Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents

You have to press "ENABLE EDITING™ and "ENABLE CONTENT™ battons to preview this document

As
seen above, the document requests for editing and content to be enabled to permit the macro to execute. Upon

execution, the Document_load() function is invoked, which calls a function in a custom form.

&) 0B3286018810GA - Levldaeyfvl (Code)
Document

Frivate Sub
Document open ()
S gilOc35zh248.Meid497ecvshp

End Sub
At first glance the function appears to be rather

complex, however after following the code it becomes apparent that KIEP6Sq and duFdpjP83 do absolutely
nothing other than fill space. After each pairing of these variable declarations are commands that serve as the
functional portion of the script (highlighted with breakpoints). For example, here an obfuscated string is declared
as the variable that begins with "Jcu" which is then passed to the deobfuscation function (more on that in a

moment). This is used to define the Win32 Process object that will later be used to launch PowerShell.

Funotion MeidS7eocvshpi)
0n Exror Besume Hext
ELEFESg = DeaF63i0d / Imc(3) / wSHLRIOCL / Acn(LEOTI) S 2336 = Inc(MPZE) + 451405852 / CByce (guBwW / Sgn{30)} *
daFdpiF83 = 458911467 - Tan(60 / Hex (gowPFSmxj] / Hex (1jME * BZaGTickKS * 9 * CLng(33T0) )0 - 98 - Fix(3962 * zyi]
Flencfilizoa = 100
Om Erzor Resume Hext
KIEFESg = DEnFE5i0d / Inc(d) / wSMARZOCL 7 Acn(LEOTA) S 2336 * Inc (MPIE) + 4514088852 / CHByce (quBvW / Sgn{3dy) *
dafdpiPd = 458951467 - Tan (60 7 Hex(gewPimxy / Hex(iiHE = BIaGTicX® = ¥ = CLag(adToiind - 88 - Fix(39d63 = =yl
VhyTfolud9l = CheW|(FlencfilBMoa + (W =+ 5 + Jub + 10])
On Error Resume Hext
KLEPE3q = DrzaPélstd f Inc(d) F w3HLIRICCL F AEniLECTI) 7 21336 = Inc(MPIE) + 451405852 f CByce (qnBwd / Sgniddp) *
duFdpiFE3 = 4583911467 = Tan(60 / Mex (gowPSmxy / Hex (i3iME = BZaG7icX3 = % # CLng(33T0)))h = 98 = Fix(3963 = zyD)]
L 1 kil Blb = e [
sear Resume Maxt
E1LEFESg = DenF65il0d f Inc {3} / wSHIRIGC1 S Acn (LEOT3) F 233& # Inc(HPZE) + 451405852 7 CByce(gnBvW 7 Sgm{30)) ¢
. 458911467 - Tan([60 / Hex (gowPSmx3 / Hex (13iME = BIaGTickK9 * 9 * CLog(33T0))0p - 5B - Fix(3943 = zyd
g vecozElb)

() hag @q?21lg(}} i) ks

to the above, another function takes the value of the Control Tip for a tab on the form and passes it to the same
deobfuscation function. It is the output of this function that forms the PowerShell command that retrieves and

executes the Emotet payload.
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| Funotion HfwBrkhsd4m3d()

wSHIRZIOGCL F Acn{LEOT3) F 2336 = I (HFZFR} + ASL405852 / CByce(guBvW S Sgn(30}) =

f Hex|gowPSmx) / Hex (1JME * BIaGiicX® = 9 * CLogidaT0lip) - 98 - Fix (3363 = zyD)

On Error Resume b

KLEFiSg =

d AER(LEQTA) F 2336 = 1 {HFZE} +

3 F Bex(ijHE <« BIag7icxXdy = 3 =

CHyte (qubvW / Sgn(30)) =
8 Fix (3963 = zyD)

On Eszor Ressse Hexs
E1FF&Sg = DEnFES5iod f wSHIRIGCL f Acn (LECT3) S 2336 * Inc (MFZK) + 451405852 f CByue(guBvW S Sgn(30)) *
dufdpiPely = 4585114867 - ! Hex{gowPSmx)y Ff Hex(ijME * BIaG7icK¥ ®= 3 * Clogi{d3T0jijh - 98 - Fix(398) = zyD)

End Funstisn 5 The

deobfuscation function turns out to be fairly basic:

o Takes the input string and saves it as a variable.
 Splits the string into an array, defining a series of alphanumeric characters and parentheses as the separator.

» Re-joins the output of the array to form the output of the function.

Function DdmS00yml0E [0 _400e5T 3g8k0f)
o of Resame X%
kLEFESg = DeaFEsiod / I f 2336 = Int(HFIK)} + 451405852 / CByce(quBvW [ Sgn(30)) =
9 * CLog{33T0})p) - 98 - Fix(398) = zyD)
L
! Fo+ 455405832 J CHByte(quBvW S Jga (30
Fmx = CLag{33ToI)h) L] Fix {3963 = =
L *Z ()b
+ 451405852 f CByce(gnBvW S Sgn(30)) =
9 * CLog{3AT0) )0 - 98 - Fix(¥3E3 * zyD)
L
Fesume Hext
kLEP&dg = DeaFédiod / Ias b+ 451405852 J CByte(quBwW S g (300) =
daFapiPE3 = 4SERL1467 = CLEg{33TOl)h) 28 Fix (3963 = =zvyD}
- =
s Erser Resame Hazt
ELEPESg = DEaFESiod / I b te{LECT3) J 2336 = Int[MPIK) + 451405852 / CByce (gquBvW [ Sgn(30)) =
dafdpiPeld = 438511467 - Tar f Hex{ijME * BIaGTicEs * 9 * CLag{3AT0)ih) - 58 - Fix(35&3) * avD) .
Erd Fumerion While

basic, doing this by hand would be time consuming, so let's automate it with Python. olevba is used to extract the

ControlTip text, from which the separator string is determined:

he
deobfuscated string is of the format "powersheLL -e <base64 blob>". We only want the blob, so that's pulled off:

Page 3 of 6


https://github.com/decalage2/oletools

https://www.inde.nz/blog/analysis-of-the-latest-wave-of-emotet-malicious-documents

Naturally, the base64 is decoded and presents what looks a little more like a PowerShell script:
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The same script works just fine for other

It's a
commonly observed mistake for analysts to throw Emotet maldocs into sandboxes and assume that the first URL
that gets requested is the only one for the document, where there should always be 5 or 7. Where one request fails,

the next URL from the list will be requested.

As has been illustrated, with a little work you can develop safer, faster and reusable analytical methods. While
there are methods also known for extracting the full URL set through dynamic analysis (and the same works for
discovering the C2 set of the payload), static analysis is always going to be the safer approach as you're not having
to touch adversary infrastructure. While the above method is only valid so long as the script used to generate the
macros doesn't change, it still serves as a reliable template for an approach and requires little work to adapt to

changing conditions.

To keep up to date with Emotet developments, we recommend following @Cryptolaemus1 on Twitter. Abuse.ch

also provide an excellent feed of Emotet indicators that can be ingested in a variety of formats:

e Payload URL
e Payload C2
o File SHA256

All IndeSIEM customers benefit from these detections via integration with LogRhythm. We will also be

continuing frequent testing of samples to ensure IndeEDR customers have full coverage.

Those with an ANY.RUN account can download the sample described in this post here.
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If you'd like to find out more about how Inde can help detect these security threats, you can contact us here.

Chris Campbell

Chris was that notoriously disobedient kid who sat at the back of the class and always seemed bored, but
somehow still managed to ace all of his exams. Obsessed with the finer details and mechanics of everything in
both the physical and digital realms, Chris serves as the Technical Director within the Inde Security Team. His
ventures into computer security began at an early age and haven't slowed down since. After a decade spent across
security and operations, and evenings spent diving into the depths of malware and operating systems, he brings a
wealth of knowledge to Inde along with a uniquely adversary focused approach to defence. Like many others at
Inde, Chris likes to unwind by hitting the bike trails or pretending to be a BBQ pitmaster. He is also heavily

involved in the leadership of security events, trust groups and research projects.
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