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Cyble's research on a fake app masquerading as an official Income Tax department app and targeting Indian

taxpayers.

Indian taxpayers are being targeted explicitly via mobile applications, phishing emails, and smishing,
especially during the pandemic. A variant of a mobile app that impersonates India’s Income Tax Department
(IT) was first identified by the McAfee Threat Intelligence team in September 2021. These apps

conduct phishing activities and collect sensitive information from their victims. The attacker could later sell this

information on cybercrime forums.

During our routine threat hunting exercise, Cyble Research Labs came across a Twitter post covering the application
that masquerades as an official Income Tax department app. The app has a similar icon to that of the IT Department

of India and is named iMobile.

Cyble Research Labs downloaded the malware samples and performed a detailed analysis. We determined that the

malware performs phishing activities to steal Personally Identifiable Information (PII) such as date of birth, PAN

number, Aadhaar number, bank account details, and debit card details, including expiry date, CVV number, and PIN.
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Technical Analysis

APK Metadata Information

e App Name: iMobile
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¢ Package Name: direct.uujgiq.imobile
* SHA256 Hash: 1e8fba3c530c3cd7d72e208e25fbf704ad7699c0a6728ab1b290c645995ddd56

Figure 1 shows the metadata information of the application.
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Figure 1: Metadata Information
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Figure 2: Application Start Flow
We have outlined the flow of the application and the various activities it conducts in Figure 2.

o The application has a similar icon as the IT department of India’s official logo.

¢ The application asks the users to allow it as defaults SMS app. Once it becomes the default app, it can handle
SMS data.

¢ The application asks users to input credentials like PAN number and registered mobile number.

o The application asks users to input bank account details including debit card information.

¢ The application also asks for Internet Banking credentials.

Upon simulating the application, it requests that users make it their default SMS app, and then the application

proceeds with its malicious activity. Refer to Figure 3.
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Figure 3: Asks for Default SMS App Permission

Figure 4 shows the malware pretending to be the official Income Tax app from India’s Income Tax department. We

can also see that the app is asking for credentials such as PAN number and mobile number.
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Figure 4 Asks for IT Credentials

The next page of the application directs users to a portal where they are prompted to enter their bank account and

debit card details. Refer to Figure 5.
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Figure 5 Asks for User’s Banking Details

The application also uses a fake internet banking login page and requests users to enter their credentials, as

shown below.
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Figure 6 Asks for Netbanking Credentials

Manifest Description

iMobile requests twenty-six different permissions, of which the attackers could abuse seven. In this

case, the malware can:

e Collect SMS data.

¢ Read the information of device such as usage history and statistics.

¢ Receive and send SMSs.

We have listed the dangerous permissions below.

Permissions

READ_SMS

BROADCAST_STICKY

DISABLE_KEYGUARD

PACKAGE_USAGE_STATS

READ_PHONE_STATE

Description
Access phone’s messages.

Allow the application to communicate with other apps. These

broadcasts happen without the user’s knowledge.
Allows applications to disable the keyguard.
Provides access to device usage history and statistics.

Allows access to phone state, including the current cellular

network information, the phone number and the serial number of
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this phone, the status of any ongoing calls, and a list of any

Phone Accounts registered on the device.
RECEIVE_SMS Allows an application to receive SMS messages.

SEND_SMS Allows an application to send SMS messages.

Table 1: Permissions’ Description

Upon reviewing the code of the application, the launcher activity of the malicious app was identified, as shown

in Figure 7.

<activity android:name="direct.uujgig.imobilefWrciwyrvlt] android:screenOrientation="portrait">

<intent-filter=
<category android:name="android.intent. categnry@:
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.DEFAULT" />

=/1intent-filter=

<intent-filter=

Figure 7 Launching Activity

The permissions and services defined in the manifest file that were identified have the ability to replace the default

Messages app. This app will then be able to handle sending and receiving SMSs and MMSs. Refer to Figure 8.

<activity android:name="direct.uujgliq. imobile android:excludeFromRecents="true"=>
<intent-filter=
<action android:name="direct.uujgiq.imobile.action.wjvvdis" />
<data android:scheme="cmymdig" /=
<data android:mimeType="application/vnd.jisp"/=
</intent-filter=
<intent-filter=
<action android:name="direct.uujgiq.imobile.action.hamxzdit" /=
<data android:scheme="ucjvuwdid" /=
</intent-filter>
<intent-filter=
<data android:schemgE"mms" />
<category android:ndgne="android.intent.category.DEFAULT" /=
<cateqgory android:ngme="android.intent.category.BROWSABLE" /=
<data android:schemge"smsto" /=
<action android:namgE"androld.intent.action.SEND" />
=data android:schemgE"mmsto" />
<data android:schemgE"sms" />
<action android:namgE"android.intent.action.SENDTO" />
</intent-filter=
=/activity=

Figure 8 Handles SMS and MMS

Figure 9 represents that the malware has defined customized services that
use the BROADCAST_WAP_PUSH service. Through this service, an application can broadcast a notification that

a WAP Push message has been received.

<recelver android:r \----_=‘-:".re:(.uu]q:-:.:"\c':-lLe androld:per "_\.\.::-':‘an-.‘r':]d.,:-e'm:s-s;;"- android:enabled="true* android
<intent-falte

jgig.imabile.action.brmjbezztsk® />

>

nd . directv.mpegt /=

me="direct.u

<fintent-filter
=intent- filte
<action &
=data andro
</intent- filter

Lephony . WAP_PUSH_DELTVER® />
IS - MesEage” =

=*application/w

Figure 9 Using Broadcast WAP Push Permission
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Threat Actors (TAs) may abuse this service to create could false MMS message receipts or replace the original

content with malicious content. Google has instructed that it is not for use by third-party applications.

Figure 10 represents that the malware has defined customized services
that leverage the permission SEND_RESPOND_VIA_MESSAGE. This permits the application to send a request

to other messaging apps to handle respond-via-message action during incoming calls.

*android.permi ssion|SEND_RESPOND_VIA_MESSAGE] android:exporteds®true>

=/iAtent: hILer-.-
</services

Figure 10 Using Send Respond VIA Message
Source Code Description

The application uses the permission that is defined in Figure 8 to send SMSs. Upon allowing the application to

replace the default messaging app, it can also read incoming messages. Refer to Figure 11.

public static veid alContext context, String ywbaxa)ldf) {
try |
ey |
sharednreferencea = COMTERE. ge.sharedPreFerences fagesd, o)

amhbistd®, 2828), vuhelp.l(5227, 12.8%

brm.\:ﬂds
if iFuhsLD.k:Fﬂ-?
if (*".equalsi bemeql{ii
bernegld = Yuhelp.d! dG 3Bd, "¢, B121, 6%, "wr))visdi®, 236l);

tstr:nle-uholp al ) 63 42 59 51 5
sabbisdf*, %3, 5Ld ., )4.1..—i, "50 72 15 83 55 56 30°) Nuals brwwczlds. getStringlvuhelp. a1z 52 63 51 55 18°, §

int cxvngqr = OF
it (bernegld null) {
cavngqi = Yuhelp.clbernegld);

if (Build. VERSION, SDE_INT == 22] {
SmaManager mrnayhcgpg = SmsManager .getSmsManagerForSubseriptionld|cavnggi] ;
mrnayhegog. sendMul tipartTextMessage [ooeevwwgly, null, srnayhcgpg.divideMessage|ywbaxajldf), null, sull);

return;
1
S-nsﬂana.qex mrnayhcqpﬁ = SmsManager.getDefault(]);
trir b-,rmolu = mrnayhegpg2. divideMessage | ywharajldf ) ;

if b-p.hulh size{) == 1)

trgd

| mrnayhoopgz, sendTextMessageloosevwwglg, null, byuholtk.get(o), mull, nwlll;]
oAt o T

b oelse {
[ rrnayhcgeg2. sendmul tipartTexthessage (ooeevwwglg, null, byuholek, aull, null}:]

} catch (Except e3) {
1
} catch (Exceprion ed) {

Figure 11 Sending SMS

The below code shows one of the multiple deobfuscation method used by the malware, which leverages a simple

cipher substitution. All strings are decoded using distinct classes, with each class having a unique table value. Refer
to Figure 12.
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pul:'l.l: static String didouble vmuezuwtgk, char zemzbttf, int crrecatti, String jbjjmattl, String ecettp, int zuybnttq) {

stringl) ronhhegdf

irng str @ jbjjnattl.sploel=\\s+*}] {
thq'Lq a_ppmd yuaxgtk[clstrlll;

if (jbjjnattl.lengthl) = 0} {
return hjnglg.toStringl];
}

if {jbjimattl.lengthi) == 0] {
return hoxmvyxqly;
}
return *nulle;
} catch (Exception e2) {
return “rull®;

}
} catch (Exception e3) {
return “rulle;

b

Figure 12 Deobfuscation Method

During our traffic analysis, we observed that the malware is uploading the banking details, including account
numbers and debit card details such as card number, expiry date, CVV, and PIN to the Command and Control
(C2) server hxxp://jsig.quicksytes[.Jcom/MC/NN180521/mc.php. Refer to Figure 13.

1t | hepipg gukayies com POSY mﬂd . B .
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Figure 13 Banking Details Being Uploaded to the Server

Figure 14 demonstrates that the malware is uploading internet banking credentials to the server.
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Figure 14 Internet Banking Details Uploaded to the Server

The below image shows that the malware has hardcoded data, i.e., a mobile number originating from India.
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<?xml version="'1.8" encoding="utf-8' standalone='yes' ?>
=Man>

<long name="genesys" value="414556" (>

<string name="uid">P7IPFEGSj7foshkZaGfw</string>

=LhLt hndine= LOgLNRELIY vdLue= 1=
<int name="visits" value="1" (=
<string name="hmmbvumglt">+917414984964</string=>

Figure 15 Hardcoded Data

Conclusion

The Threat Actors behind malicious applications constantly adapt and use various sophisticated techniques to avoid

detection and target users. Such malicious applications masquerade as legitimate applications to trick users

into installing them.

Users should only install applications from the official Google Play Store to secure themselves from attacks such

as these.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:
e Download and install software only from official app stores like Google Play Store.

o Ensure that Google Play Protect is enabled on Android devices.

o Users should be careful of the permissions they are enabling.

o If you find this malicious application on your device, uninstall, or delete it immediately.
¢ Use the shared IOCs to monitor and block the malware infection.

o Keep your anti-virus software updated to detect and remove malicious software.

e Keep your Android device, OS, and applications updated to the latest versions.

o Use strong passwords and enable two-factor authentication.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Execution T1204.002 User Execution: Malicious File
Defense Evasion T1418 Application Discovery
Credential Access T1412 Capture SMS Messages
Discovery T1087 Account Discovery

Impact T1565 Manipulation
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Indicators of Compromise (IOCs)

. Indicator L.
Indicators Description
type
Malicious
1e8fba3c530c3cd7d72e208e25fbf704ad7699c0a6728ab1b290c645995ddd56  SHA256 APK
hxxp://jsig.quicksytes[.]Jcom/MC/NN180521/mc.php URL C2
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