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Business giant Xerox allegedly suffers Maze Ransomware attack

By Ionut Ilascu
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Maze ransomware operators have updated their list of victims adding Xerox Corporation to the roster. It appears that the

encryption routine had completed on June 25.

The company has yet to confirm or deny a cyberattack on its network but screenshots from the attacker show that computers

on at least one Xerox domain have been encrypted.

Xerox Corporation is a huge business present in at least 160 countries. It registered over $1.8 billion in revenue in Q1 2020
and has 27,000 employees across the globe. It's part of the Fortune 500 list, currently ranking at 347, with a revenue of over

$9 billion last year.
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Threat to publish over 100GB of data

On June 24, for a brief while, Maze's leak site showed Xerox among the victims of this ransomware group. We contacted

Xerox at the time but did not receive an answer.
The attackers told BleepingComputer that they had compromised the company’s network but added them too early.

Just like previous posts from Maze, the one for Xerox lacks any details about the attack except for proof of the breach and of

encrypting the company’s systems.

According to the attacker, they have stolen more than 100GB of files from Xerox and are determined to share it all if the

company chooses not to engage in negotiations for a ransom payment.

“After the payment the data will be removed from our disks and decryptor will be given to you, so you can restore all your

files,” reads the ransom note.

Maze published a set of 10 screenshots, showing directory listings from June 24 and 25, network shares, and the ransom

note that is dropped after the encryption routine completes.

Specifically, one image shows that hosts on “eu.xerox.net,” managed by Xerox Corporation, were compromised. Systems on

other domains might also be impacted.

BE S
- @” Search Computer =
Organize ~  System properties  Uninstall or change & program  Map network drive  Open Control Panel =0 e
5% Favorkes = Hard Disk Drives (8)
B Desktop 0O5(C:) Data (D) Data-E (E:) USA_Agaregates (Fi)
Download I | - I | I ] B |
» 5 20,2 GB free of 79.8 GB W 1.01 GB free of 10.0GB S 263GBfree of 1.00 T8 ¢ V 22.8 GB free of 300 GB
4. Recert Places
Data-G (G:) data-H (H:) Data (1) Hew Volume (M:)
o Librartes 2w 775 GB free of 00 GB S0 265 GB free of 0.97 T8 S0 327 G free of 1,23 T8 "W 707 GBfree of 1,59 TB

m  Devices with Remavable Storage (2)
= ¥ Network ’»-y Floppy Disk Drive (A:) \'95 DD Drive (Z:)

 Network Location (6)

L interfaces (a2 (U2 _ o usr (1 ) (1) _ trans( A )
.3/ 5.5 GB free of 1.10 TB .3, 85.5GB free of 1,10 18 2 smfescf 11018 w®  B5.5GBfresof 110 TE
. Focus Sutte Tools % DECRYPT-FILES
o (AR AW ey erox et () Teat Document
2 I | 11.6KB
A GERLONDSVM141  Domain; eu.xerox.net Memory: 16.1 GB
Pracessar: Intel(R) ¥eon(R) CPU ES-...

o Bla [ @ 9] T

While the domain reveals that Maze ransomware breached a Xerox branch in Europe, the names of the hosts hint that it’s the

one in London.

Another screenshot of a desktop screen with the Xerox brand name shows the ransom note dropped by the attacker,

who threatened to publish information from the breach if the company did not contact them in three days.
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Maze ransomware affiliates have been breaching big companies left and right. Some of the more recent attacks claimed by

this group include LG Electronics, chip maker MaxLinear, IT giant Cognizant, and business services company Conduent.

Ransomware infections typically leverage exposed remote desktop services and then gain access to domain admin accounts.
From there, they can pivot to valuable hosts. Vulnerabilities in systems that face the public web are also an entry point for

these attackers.

Starting last year, ransomware groups began to steal data from the victim network and threaten to publish it unless the

ransom is paid.
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Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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