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2022-09-26 ⋅ CrowdStrike ⋅

The Anatomy of Wiper Malware, Part 3: Input/Output Controls

CaddyWiper DEADWOOD DistTrack DoubleZero DUSTMAN HermeticWiper IsaacWiper Meteor Petya
Sierra(Alfa,Bravo, ...) StoneDrill WhisperGate ZeroCleare 2022-08-12 ⋅ CrowdStrike ⋅ Ioan Iacob, Iulian Madalin Ionita

The Anatomy of Wiper Malware, Part 1: Common Techniques
Apostle CaddyWiper DEADWOOD DistTrack DoubleZero DUSTMAN HermeticWiper IsaacWiper IsraBye
KillDisk Meteor Olympic Destroyer Ordinypt Petya Sierra(Alfa,Bravo, ...) StoneDrill WhisperGate ZeroCleare

2022-04-28 ⋅ Fortinet ⋅ Gergely Revay

An Overview of the Increasing Wiper Malware Threat

AcidRain CaddyWiper DistTrack DoubleZero EternalPetya HermeticWiper IsaacWiper Olympic Destroyer
Ordinypt WhisperGate ZeroCleare 2022-03-08 ⋅ Cylera ⋅ Cylera

The link between Kwampirs (Orangeworm) and Shamoon APTs

DistTrack Kwampirs 2021-08-05 ⋅ Symantec ⋅ Threat Hunter Team

Attacks Against Critical Infrastructure: A Global Concern
BlackEnergy DarkSide DistTrack Stuxnet 2020-02-13 ⋅ Qianxin ⋅ Qi Anxin Threat Intelligence Center

APT Report 2019
Chrysaor Exodus Dacls VPNFilter DNSRat Griffon KopiLuwak More_eggs SQLRat AppleJeus

BONDUPDATER Agent.BTZ Anchor AndroMut AppleJeus BOOSTWRITE Brambul Carbanak Cobalt Strike
Dacls DistTrack DNSpionage Dtrack ELECTRICFISH FlawedAmmyy FlawedGrace Get2 Grateful POS
HOPLIGHT Imminent Monitor RAT jason Joanap KerrDown KEYMARBLE Lambert LightNeuron LoJax

MiniDuke PolyglotDuke PowerRatankba Rising Sun SDBbot ServHelper Snatch Stuxnet TinyMet tRat TrickBot
Volgmer X-Agent Zebrocy 2020-02-10 ⋅ ZDNet ⋅ Catalin Cimpanu

FBI warns about ongoing attacks against software supply chain companies
DistTrack Kwampirs 2019-12-21 ⋅ MalwareInDepth ⋅ Myrtus 0x0

Shamoon 2012 Complete Analysis

DistTrack 2018-12-14 ⋅ Symantec ⋅ Critical Attack Discovery and Intelligence Team

Shamoon: Destructive Threat Re-Emerges with New Sting in its Tail

DistTrack Filerase StoneDrill OilRig 2018-12-13 ⋅ Palo Alto Networks Unit 42 ⋅ Robert Falcone

Shamoon 3 Targets Oil and Gas Organization
DistTrack 2017-03-26 ⋅ Palo Alto Networks Unit 42 ⋅ Bryan Lee, Robert Falcone

Shamoon 2: Delivering Disttrack
DistTrack 2017-03-14 ⋅ FireEye ⋅ FireEye

M-Trend 2017: A View From the Front Lines
DistTrack Powersniff FIN8 2017-02-27 ⋅ Symantec ⋅ A L Johnson

https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack

Page 1 of 2

https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.deadwood
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.dustman
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.meteor
https://malpedia.caad.fkie.fraunhofer.de/details/win.petya
https://malpedia.caad.fkie.fraunhofer.de/details/win.sierras
https://malpedia.caad.fkie.fraunhofer.de/details/win.stonedrill
https://malpedia.caad.fkie.fraunhofer.de/details/win.whispergate
https://malpedia.caad.fkie.fraunhofer.de/details/win.zerocleare
https://malpedia.caad.fkie.fraunhofer.de/library?search=CrowdStrike
https://malpedia.caad.fkie.fraunhofer.de/library?search=Ioan%20Iacob
https://malpedia.caad.fkie.fraunhofer.de/library?search=Iulian%20Madalin%20Ionita
https://malpedia.caad.fkie.fraunhofer.de/details/win.apostle
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.deadwood
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.dustman
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.israbye
https://malpedia.caad.fkie.fraunhofer.de/details/win.killdisk
https://malpedia.caad.fkie.fraunhofer.de/details/win.meteor
https://malpedia.caad.fkie.fraunhofer.de/details/win.olympic_destroyer
https://malpedia.caad.fkie.fraunhofer.de/details/win.ordinypt
https://malpedia.caad.fkie.fraunhofer.de/details/win.petya
https://malpedia.caad.fkie.fraunhofer.de/details/win.sierras
https://malpedia.caad.fkie.fraunhofer.de/details/win.stonedrill
https://malpedia.caad.fkie.fraunhofer.de/details/win.whispergate
https://malpedia.caad.fkie.fraunhofer.de/details/win.zerocleare
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fortinet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Gergely%20Revay
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.eternal_petya
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.olympic_destroyer
https://malpedia.caad.fkie.fraunhofer.de/details/win.ordinypt
https://malpedia.caad.fkie.fraunhofer.de/details/win.whispergate
https://malpedia.caad.fkie.fraunhofer.de/details/win.zerocleare
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cylera
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cylera
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.kwampirs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Symantec
https://malpedia.caad.fkie.fraunhofer.de/library?search=Threat%20Hunter%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.blackenergy
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkside
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.stuxnet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Qianxin
https://malpedia.caad.fkie.fraunhofer.de/library?search=Qi%20Anxin%20Threat%20Intelligence%20Center
https://malpedia.caad.fkie.fraunhofer.de/details/apk.chrysaor
https://malpedia.caad.fkie.fraunhofer.de/details/apk.exodus
https://malpedia.caad.fkie.fraunhofer.de/details/elf.dacls
https://malpedia.caad.fkie.fraunhofer.de/details/elf.vpnfilter
https://malpedia.caad.fkie.fraunhofer.de/details/js.dnsrat
https://malpedia.caad.fkie.fraunhofer.de/details/js.griffon
https://malpedia.caad.fkie.fraunhofer.de/details/js.kopiluwak
https://malpedia.caad.fkie.fraunhofer.de/details/js.more_eggs
https://malpedia.caad.fkie.fraunhofer.de/details/js.sqlrat
https://malpedia.caad.fkie.fraunhofer.de/details/osx.applejeus
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.bondupdater
https://malpedia.caad.fkie.fraunhofer.de/details/win.agent_btz
https://malpedia.caad.fkie.fraunhofer.de/details/win.anchor
https://malpedia.caad.fkie.fraunhofer.de/details/win.andromut
https://malpedia.caad.fkie.fraunhofer.de/details/win.applejeus
https://malpedia.caad.fkie.fraunhofer.de/details/win.boostwrite
https://malpedia.caad.fkie.fraunhofer.de/details/win.brambul
https://malpedia.caad.fkie.fraunhofer.de/details/win.carbanak
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.dacls
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.dnspionage
https://malpedia.caad.fkie.fraunhofer.de/details/win.dtrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.electricfish
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedammyy
https://malpedia.caad.fkie.fraunhofer.de/details/win.flawedgrace
https://malpedia.caad.fkie.fraunhofer.de/details/win.get2
https://malpedia.caad.fkie.fraunhofer.de/details/win.grateful_pos
https://malpedia.caad.fkie.fraunhofer.de/details/win.hoplight
https://malpedia.caad.fkie.fraunhofer.de/details/win.imminent_monitor_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.jason
https://malpedia.caad.fkie.fraunhofer.de/details/win.joanap
https://malpedia.caad.fkie.fraunhofer.de/details/win.kerrdown
https://malpedia.caad.fkie.fraunhofer.de/details/win.keymarble
https://malpedia.caad.fkie.fraunhofer.de/details/win.lambert
https://malpedia.caad.fkie.fraunhofer.de/details/win.lightneuron
https://malpedia.caad.fkie.fraunhofer.de/details/win.lojax
https://malpedia.caad.fkie.fraunhofer.de/details/win.miniduke
https://malpedia.caad.fkie.fraunhofer.de/details/win.polyglotduke
https://malpedia.caad.fkie.fraunhofer.de/details/win.power_ratankba
https://malpedia.caad.fkie.fraunhofer.de/details/win.rising_sun
https://malpedia.caad.fkie.fraunhofer.de/details/win.sdbbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.servhelper
https://malpedia.caad.fkie.fraunhofer.de/details/win.snatch
https://malpedia.caad.fkie.fraunhofer.de/details/win.stuxnet
https://malpedia.caad.fkie.fraunhofer.de/details/win.tinymet
https://malpedia.caad.fkie.fraunhofer.de/details/win.trat
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/details/win.volgmer
https://malpedia.caad.fkie.fraunhofer.de/details/win.xagent
https://malpedia.caad.fkie.fraunhofer.de/details/win.zebrocy
https://malpedia.caad.fkie.fraunhofer.de/library?search=ZDNet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Catalin%20Cimpanu
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.kwampirs
https://malpedia.caad.fkie.fraunhofer.de/library?search=MalwareInDepth
https://malpedia.caad.fkie.fraunhofer.de/library?search=Myrtus%200x0
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/library?search=Symantec
https://malpedia.caad.fkie.fraunhofer.de/library?search=Critical%20Attack%20Discovery%20and%20Intelligence%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.filerase
https://malpedia.caad.fkie.fraunhofer.de/details/win.stonedrill
https://malpedia.caad.fkie.fraunhofer.de/actor/oilrig
https://malpedia.caad.fkie.fraunhofer.de/library?search=Palo%20Alto%20Networks%20Unit%2042
https://malpedia.caad.fkie.fraunhofer.de/library?search=Robert%20Falcone
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/library?search=Palo%20Alto%20Networks%20Unit%2042
https://malpedia.caad.fkie.fraunhofer.de/library?search=Bryan%20Lee
https://malpedia.caad.fkie.fraunhofer.de/library?search=Robert%20Falcone
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/library?search=FireEye
https://malpedia.caad.fkie.fraunhofer.de/library?search=FireEye
https://malpedia.caad.fkie.fraunhofer.de/details/win.disttrack
https://malpedia.caad.fkie.fraunhofer.de/details/win.powersniff
https://malpedia.caad.fkie.fraunhofer.de/actor/fin8
https://malpedia.caad.fkie.fraunhofer.de/library?search=Symantec
https://malpedia.caad.fkie.fraunhofer.de/library?search=A%20L%20Johnson


Shamoon: Multi-staged destructive attacks limited to specific targets
DistTrack MimiKatz Rocket Kitten 2017-02-05 ⋅ VinRansomware ⋅ Gregory Paul, Shaunak

Detailed threat analysis of Shamoon 2.0 Malware
DistTrack 2017-01-23 ⋅ Symantec ⋅ Symantec Security Response

Greenbug cyberespionage group targeting Middle East, possible links to Shamoon
DistTrack ISMDoor Greenbug 2017-01-23 ⋅ Symantec ⋅ Symantec Security Response

Greenbug cyberespionage group targeting Middle East, possible links to Shamoon

DistTrack ISMDoor Greenbug 2017-01-09 ⋅ Palo Alto Networks Unit 42 ⋅ Robert Falcone

Second Wave of Shamoon 2 Attacks Identified

DistTrack 2016-12-03 ⋅ Coding and Security ⋅ Coding, Security

"Sophisticated" and "Genius" Shamoon 2.0 Malware Analysis
DistTrack 2016-11-30 ⋅ Palo Alto Networks Unit 42 ⋅ Robert Falcone

Shamoon 2: Return of the Disttrack Wiper
DistTrack 2016-11-30 ⋅ Symantec ⋅ A L Johnson

Shamoon: Back from the dead and destructive as ever

DistTrack OilRig 2012-08-17 ⋅ Contagiodump Blog ⋅ Mila Parkour

Shamoon or DistTrack.A samples

DistTrack 2012-08-16 ⋅ Kaspersky Labs ⋅ GReAT

Shamoon the Wiper – Copycats at Work
DistTrack 2012-08-16 ⋅ Symantec ⋅ Symantec Security Response

The Shamoon Attacks
DistTrack OilRig

[TLP:WHITE] win_disttrack_auto (20251219 | Detects win.disttrack.)
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