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3CX Malware analysis Managed XDR  Threat Intelligence

What is known so far?

SentinelOne, Crowdstrike IBM Sophos
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Technical analysis

Threat Intelligence

3CXDesktopApp-18.12.416.dmg
eb6bbc33815b920b0cf832d7401dd893fbc467c800728b5891336706da0dbcec
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3CXDesktopApp-18.12.416.msi
59eledf4d82fae4978e97512b0331b7eb21dd4b838b850bad6794d9c7a2c0983
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Malicious 3CX app for MacOS
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Domain Registrar Date
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Am | in danger? The to do list

3CX security alert

CVE-2023-29059
CWE-506

Recommendations for 3CX customers:

1. Identify any employees using affected versions of the 3CX app

2. Ensure you have the latest update installed. The updated version 18.12.422 of the Windows
desktop app and the Mac desktop app has been released by 3CX.

1. Check for the presence of files that match the hashes provided in the loC section.
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If you have an [EMX]DR solution, search for connections to the identified URLs and domain
names.
Sigma and YARA rules also can be used for DNS event searching.

On MacOS check for .session-lock , .main-storage and UpdateAgent files. Presence of such files
in the 3CX application directory with high probability indicates that the second stage of malware
was executed. You can use simple bash script suggested by anschluss.

for f in $(find /Users -type d -maxdepth 1 -mindepth 1); \

do \
test -d $f/Library/Application\ Support/3CX\ Desktop\ App && echo "$f: found 3CX app us
test -f $f/Library/Application\ Support/3CX\ Desktop\ App/UpdateAgent && echo "$f: foun
test -f $f/Library/Application\ Support/3CX\ Desktop\ App/.main_storage && echo "$f: fo
test -f $f/Library/Application\ Support/3CX\ Desktop\ App/.session-locks &% echo "$f: fi

done

YARA rules by Florian Roth

look for DLL loading events by 3CXDesktopApp (ffmpeg.dll and d3dcompiler_47.dll are known to
be trojanized, but other yet unknown DLL names may be considered); test found files against
Virustotal or aforementioned yara rules;

look for DNS events produced by 3CXDesktopApp; it is currently known that the payload
connects to github.com, but any other cloud-based service should be considered as being
abused by the threat actor for the same goal;

monitor for hands-on attacker’s activity; expect basic reconnaissance commands executed by
3CXDesktopApp seen in process creation telemetry and files created by 3CXDesktopApp in file
creation telemetry;

monitor for hands-on attacker’s activity; expect basic reconnaissance commands executed by
3CXDesktopApp seen in process creation telemetry and files created by 3CXDesktopApp in file
creation telemetry.

Attribution
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Twitter thread

How Group-IB technologies can help

Managed Extended Detection and Response

EDR solution
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Threat Intelligence
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Indicators of compromise

MD5
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d5101c3b86d973a848ab7ed79cdlle5a

Oeeblc0133eb4d571178b2d9d14ce3e9

3703770e32820397c6e7elel221e6d0d

2fdf61fdfd649f8bbf5730307a0ab5d1

bb915073385dd16a846dfa318afa3cl9

9833a4779b69b38e3e51f04e395674c6

Volexity, SentinelOne @dodo_sec

Network indicators

SHA1l

f3487a1324f4¢c11b35504751a5527bc60eb95382

188754814b37927badc988b45b7c7f7d6b4c8dd3

19f4036f5cd91c5fc4llafc4359e32f90caddaac

3dc840d32ce86cebf657bl7cef62814646ba8e98

bfecb8ce89a312d2ef4afc64a63847aellc6f69e

5d833bcc679db38a45111269e727ec58b75¢c8d31

b2a89eebb5be61939f5458a024¢c929b169b4dc85

6285ffb5f98d35cd98e78d48b63a05af6ed4eddea

8433a94aedb6380ac8d4610af643fb0e5220c5¢ch
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Volexity, SentinelOne CrowdStrike
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues

Products Resources

Partners Company

Page 17 of 18



https://www.group-ib.com/resources/research-hub/
https://www.group-ib.com/resources/success-stories/
https://www.group-ib.com/resources/knowledge-hub/
https://www.group-ib.com/resources/certificates/
https://www.group-ib.com/resources/webinars/
https://www.group-ib.com/resources/podcasts/
https://www.group-ib.com/top-investigations/
https://www.group-ib.com/resources/ransomware-notes/
https://www.group-ib.com/ai-hub/
https://www.group-ib.com/products/threat-intelligence/
https://www.group-ib.com/products/fraud-protection/
https://www.group-ib.com/products/managed-xdr/
https://www.group-ib.com/products/attack-surface-management/
https://www.group-ib.com/products/digital-risk-protection/
https://www.group-ib.com/products/business-email-protection/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/unified-risk-platform/
https://www.group-ib.com/integrations/
https://www.group-ib.com/partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/technology-partners/
https://www.group-ib.com/partners/
https://www.group-ib.com/about-us/
https://www.group-ib.com/team/
https://www.group-ib.com/services/cert/
https://www.group-ib.com/careers/
https://www.group-ib.com/careers/internship/
https://www.group-ib.com/academic-alliance/
https://www.group-ib.com/sustainability/
https://www.group-ib.com/media-center/
https://twitter.com/intent/tweet?text=36gate:%20supply%20chain%20attack&url=https://www.group-ib.com/blog/3cx-supply-chain-attack/
https://www.facebook.com/sharer/sharer.php?u=https://www.group-ib.com/blog/3cx-supply-chain-attack/&quote=36gate:%20supply%20chain%20attack
https://t.me/share/url?url=https://www.group-ib.com/blog/3cx-supply-chain-attack/&text=36gate:%20supply%20chain%20attack
https://www.linkedin.com/sharing/share-offsite/?url=https://www.group-ib.com/blog/3cx-supply-chain-attack/
https://api.whatsapp.com/send?text=https://www.group-ib.com/blog/3cx-supply-chain-attack/
https://www.group-ib.com/
https://www.group-ib.com/

https://www.group-ib.com /blog/3cx-supply-chain-attack/?utm_source=twitter&utm_campaign=3cx-blog&utm_medium=social

Subscription plans Services Resource Center

Subscribe to stay up to date with the

latest cyber threat trends
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