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Use

Explosive has used HTTP for communication..1

Explosive has a function to use the

OpenClipboard wrapper.[l]

Explosive can scan all .exe files located in the

USB drive.[1]

Explosive has encrypted communications with

the RC4 method.[2

Explosive has commonly set file and path

attributes to hidden.[1]

Explosive has a function to download a file to the

infected system.[ll

Explosive has leveraged its keylogging

capabilities to gain access to administrator

accounts on target S@I‘V(EI‘S.ILHL1

Explosive has a function to write itself to

Registry values.!

Explosive has a function to call the

OpenClipboard wrapper.[l]
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Domain ID Name Use

System Information Explosive has collected the computer name from
Enterprise =~ 11082 . 1

Discovery, the infected host.11

System Network Explosive has collected the MAC address from

Enterprise =~ T1016 1
Configuration Discovery  the victim's machine.[1]

System Owner/User Explosive has collected the username from the

Enterprise =~ T1033 .
Discovery, infected host..
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