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 Tool: Rikamanu

Names Rikamanu

Category Malware

Type Reconnaissance, Info stealer, Credential stealer

Description
A custom Trojan designed to steal information from an infected computer, including
credentials and system information.

Information
<https://www.bleepingcomputer.com/news/security/chinese-hackers-target-satellite-geospatial-
imaging-defense-companies/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.rikamanu>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Rikamanu

Changed Name Country Observed

APT groups

  Lotus Blossom, Spring Dragon, Thrip 2012-Aug 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=80fc1bcd-8419-4a5b-a786-de9ce631579b

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=80fc1bcd-8419-4a5b-a786-de9ce631579b

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=80fc1bcd-8419-4a5b-a786-de9ce631579b
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=80fc1bcd-8419-4a5b-a786-de9ce631579b
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Reconnaissance
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Info%20stealer
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Credential%20stealer
https://www.bleepingcomputer.com/news/security/chinese-hackers-target-satellite-geospatial-imaging-defense-companies/
https://www.bleepingcomputer.com/news/security/chinese-hackers-target-satellite-geospatial-imaging-defense-companies/
https://malpedia.caad.fkie.fraunhofer.de/details/win.rikamanu
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Rikamanu&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Lotus%20Blossom%2C%20Spring%20Dragon%2C%20Thrip
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China

