https://github.com /fboldewin/Libertad-y-gloria—A-Mexican-cyber-heist-story--CyberCrimeCon19-Singapore

GitHub - fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-
story---CyberCrimeCon19-Singapore: Libertad y gloria - A
Mexican cyber heist story - CyberCrimeCon19 Singapore

By fboldewin

Archived: 2026-04-05 13:57:24 UTC

Skip to content
Navigation Menu
Sign in

. o AI CODE CREATION

GitHub CopilotWrite better code with Al

GitHub SparkBuild and deploy intelligent apps

GitHub ModelsManage and compare prompts

= MCP Registry"Integrate external tools

o DEVELOPER WORKFLOWS

= ActionsAutomate any workflow

= CodespacesInstant dev environments

= JssuesPlan and track work

= Code ReviewManage code changes

o APPLICATION SECURITY

= GitHub Advanced SecurityFind and fix vulnerabilities

= Code securitySecure your code as you build

= Secret protectionStop leaks before they start

o EXPLORE

= Why GitHub

= Documentation

Page 1 of 6


https://github.com/login?return_to=https%3A%2F%2Fgithub.com%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/mcp
https://github.com/mcp
https://github.com/mcp
https://github.com/mcp
https://github.com/features/actions
https://github.com/features/actions
https://github.com/features/actions
https://github.com/features/actions
https://github.com/features/actions
https://github.com/features/codespaces
https://github.com/features/codespaces
https://github.com/features/codespaces
https://github.com/features/codespaces
https://github.com/features/codespaces
https://github.com/features/issues
https://github.com/features/issues
https://github.com/features/issues
https://github.com/features/issues
https://github.com/features/issues
https://github.com/features/code-review
https://github.com/features/code-review
https://github.com/features/code-review
https://github.com/features/code-review
https://github.com/features/code-review
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security/code-security
https://github.com/security/advanced-security/code-security
https://github.com/security/advanced-security/code-security
https://github.com/security/advanced-security/code-security
https://github.com/security/advanced-security/code-security
https://github.com/security/advanced-security/secret-protection
https://github.com/security/advanced-security/secret-protection
https://github.com/security/advanced-security/secret-protection
https://github.com/security/advanced-security/secret-protection
https://github.com/security/advanced-security/secret-protection
https://github.com/why-github
https://docs.github.com/

https://github.com /fboldewin/Libertad-y-gloria—A-Mexican-cyber-heist-story--CyberCrimeCon19-Singapore

= Blog
= Changelog
= Marketplace

View all features
o BY COMPANY SIZE

= Enterprises

= Small and medium teams
= Startups

= Nonprofits

o BY USE CASE

= App Modernization
= DevSecOps

= DevOps

= CI/CD

= View all use cases

o BY INDUSTRY

= Healthcare

= Financial services

= Manufacturing
=  Government

= View all industries

View all solutions

o EXPLORE BY TOPIC

= Al
= Software Development
= DevOps

= View all topics
o EXPLORE BY TYPE

= Customer stories

= Events & webinars

= Ebooks & reports

= Business insights
= GitHub Skills

Page 2 of 6


https://github.blog/
https://github.blog/changelog
https://github.com/marketplace
https://github.com/features
https://github.com/enterprise
https://github.com/team
https://github.com/enterprise/startups
https://github.com/solutions/industry/nonprofits
https://github.com/solutions/use-case/app-modernization
https://github.com/solutions/use-case/devsecops
https://github.com/solutions/use-case/devops
https://github.com/solutions/use-case/ci-cd
https://github.com/solutions/use-case
https://github.com/solutions/industry/healthcare
https://github.com/solutions/industry/financial-services
https://github.com/solutions/industry/manufacturing
https://github.com/solutions/industry/government
https://github.com/solutions/industry
https://github.com/solutions
https://github.com/resources/articles?topic=ai
https://github.com/resources/articles?topic=software-development
https://github.com/resources/articles?topic=devops
https://github.com/resources/articles?topic=security
https://github.com/resources/articles
https://github.com/customer-stories
https://github.com/resources/events
https://github.com/resources/whitepapers
https://github.com/solutions/executive-insights
https://skills.github.com/

https://github.com /fboldewin/Libertad-y-gloria—A-Mexican-cyber-heist-story--CyberCrimeCon19-Singapore

o SUPPORT & SERVICES

= Documentation
= (Customer support

= Community forum

= Trust center

= Partners

View all resources

. o COMMUNITY

= GitHub SponsorsFund open source developers

o PROGRAMS

= Security Lab

= Maintainer Community

= Accelerator
= GitHub Stars

= Archive Program
o REPOSITORIES

= Topics
= Trending

= Collections

. o ENTERPRISE SOLUTIONS

= Enterprise platformAlI-powered developer platform
o AVAILABLE ADD-ONS

= GitHub Advanced SecurityEnterprise-grade security features

= Copilot for BusinessEnterprise-grade Al features

e Pricing
Sign in
Sign up

fboldewin / Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore Public

e Notifications

Page 3 of 6


https://docs.github.com/
https://support.github.com/
https://github.com/orgs/community/discussions
https://github.com/trust-center
https://github.com/partners
https://github.com/resources
https://github.com/sponsors
https://github.com/sponsors
https://github.com/sponsors
https://github.com/sponsors
https://github.com/sponsors
https://securitylab.github.com/
https://maintainers.github.com/
https://github.com/accelerator
https://stars.github.com/
https://archiveprogram.github.com/
https://github.com/topics
https://github.com/trending
https://github.com/collections
https://github.com/enterprise
https://github.com/enterprise
https://github.com/enterprise
https://github.com/enterprise
https://github.com/enterprise
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/security/advanced-security
https://github.com/features/copilot/copilot-business
https://github.com/features/copilot/copilot-business
https://github.com/features/copilot/copilot-business
https://github.com/features/copilot/copilot-business
https://github.com/features/copilot/copilot-business
https://github.com/premium-support
https://github.com/premium-support
https://github.com/premium-support
https://github.com/premium-support
https://github.com/premium-support
https://github.com/pricing
https://github.com/login?return_to=https%3A%2F%2Fgithub.com%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/signup?ref_cta=Sign+up&ref_loc=header+logged+out&ref_page=%2F%3Cuser-name%3E%2F%3Crepo-name%3E&source=header-repo&source_repo=fboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/fboldewin
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/login?return_to=%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore

https://github.com /fboldewin/Libertad-y-gloria—A-Mexican-cyber-heist-story--CyberCrimeCon19-Singapore

o Pull requests
e Actions
* Projects

e Security and quality

- Insights

1 Branch0 Tags

Folders and files

Name Name

Latest commit

3fboldewin

Update README.md

Nov 29, 2019

6efe736 - Nov 29, 2019

History

4 Commits

Libertad y gloria - A Mexican cyber = Libertad y gloria - A Mexican cyber

heist story - CyberCrimeCon19 heist story - CyberCrimeCon19
Singapore.pdf Singapore.pdf
README.md README.md

Page 4 of 6

Last commit

message

Add files via
upload

Update
README.md

Last
commit

date

Nov 29,
2019

Nov 29,
2019


https://github.com/login?return_to=%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/login?return_to=%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/login?return_to=%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/login?return_to=%2Ffboldewin%2FLibertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/issues
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/pulls
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/actions
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/projects
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/security
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/pulse
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/branches
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/branches
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/tags
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/tags
https://github.com/fboldewin
https://github.com/fboldewin
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commits?author=fboldewin
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/6efe73600c88963082379e6a1889a3e4562dc617
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/6efe73600c88963082379e6a1889a3e4562dc617
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commits/master/
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/Libertad%20y%20gloria%20-%20A%20Mexican%20cyber%20heist%20story%20-%20CyberCrimeCon19%20Singapore.pdf
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/8f1646ec66f80018c94fcc302d8b29232977e64e
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/8f1646ec66f80018c94fcc302d8b29232977e64e
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/README.md
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/blob/master/README.md
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/6efe73600c88963082379e6a1889a3e4562dc617
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore/commit/6efe73600c88963082379e6a1889a3e4562dc617

https://github.com /fboldewin/Libertad-y-gloria—A-Mexican-cyber-heist-story--CyberCrimeCon19-Singapore

Repository files navigation

e README

Libertad y gloria - A Mexican cyber heist story - CyberCrimeCon19 Singapore

This is a case i started investigating in March 2019 after one of my VT hunting rules raised an alarm of a newly
submitted file, matching my generic search pattern for ATM malware. An interesting case with a very unlikely
ATM malware and a bad opsec during the IR process which made it possible for me to restruct a lot of details

about this cyber heist.
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