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 Tool: ccf32

Names ccf32

Category Malware

Type Reconnaissance, Info stealer

Description
(Bitdefender) The ccf32.exe binary is a command line tool used for data collection.
Although this tool embeds more options the attackers could use, we have seen only one

intensively used, the “-PC” option.

Information
<https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-

Whitepaper-Chinese-APT.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S1043/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool ccf32

Changed Name Country Observed

APT groups

  FunnyDream 2018  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4b2a96fc-dc63-4de0-80d7-56bef2f6f014
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