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2 Tool: sqlmap

Names sqlmap
Category Tools
Type Vulnerability scanner

o sqlmap is an open source penetration testing tool that can be used to automate the
Description ) . .
process of detecting and exploiting SQL injection flaws.

Information <https://github.com/sqlmapproject/sqlmap>

MITRE ATT&CK  <https://attack.mitre.org/software/S0225/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag;sqlmap>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool sqlmap

Changed = Name Country  Observed
APT groups
Energetic Bear, Dragonfly [ ] 2010-Mar 2022
—
Magic Hound, APT 35, Cobalt Illusion, Charming Kitten e 2012-Jun 2025
Other groups
GambleForce 2023

3 groups listed (2 APT, 1 other, 0 unknown)
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