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In this report I will technical analyze the new IcedID malware, go deep through reverse engineering, debugging and

detection engineering.

Introduction

The IcedID is a banking malware design to steal financial information from your victims. The IcedID malware is also know
by MITRE ATT&CK as S0483, and has been around since 2017. The IcedID has been used by GOLD CABIN (also knows
as TA551 by MITRE ATT&CK), in a lot of campaign since 2017, but recently in a Covid-19 pandemic, they execute a
campaign of Phishing emails with malicious attachments (1st stage that download the loader) to download and execute the
IcedID.

Some public threat reports points to a modular capability of IcedID trojan, this makes this malware family a greater
evolution compare to Zeus malware. This modular capability of IcedID is due to the fact that the malware downloads,

through network communication with command and control servers, new modules if necessary during the campaign.

In 2017, when IcedID emerge in the cyber scenario, has been observed the IcedID malware was delivery through Emotet
infections. Emotet has been a distribution of the elite malware baking trojans, like Qbot and Dridex, and since 2017 the
IcedID was added in their list of malware distribution.

Capabilities

In the samples that I will use as an objects of research for this article, I identified the following MITRE ATT&CK Tactics and

Techniques.
ATT&CK Tatic ATT&CK Technique
DEFENSE EVASION Obfuscated Files or Information [T1027]
DEFENSE EVASION Process Injection [T1055]
DEFENSE EVASION Virtualization/Sandbox Evasion: System Checks [T1497.001]
Virtualization/Sandbox Evasion: Time Based Evasion
DEFENSE EVASION
[T1497.003]
DISCOVERY Account Discovery [T1087]
DISCOVERY File and Directory Discovery [T1083]
DISCOVERY System Owner/User Discovery [T1033]
COMMAND AND L.
Application Layer Protocol: Web Protocols [T1071.001]
CONTROL

Furthermore, it was identified that this samples, and members of its family, contain the following capabilities according to

Malware Behavior Catalog.

ANTI-BEHAVIORAL

Debugger Detection::Anti-debugging Instructions [B0001.034]
ANALYSIS
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HTTP Communication::Create Request [C0002.012]
HTTP Communication::Get Response [C0002.017]
HTTP Communication::Read Header [C0002.014]
HTTP Communication::WinHTTP [C0002.008]

COMMUNICATION

Encrypt Data::RC4 [C0027.009]
CRYPTOGRAPHY Encryption Key::RC4 KSA [C0028.002]
Generate Pseudo-random Sequence::RC4 PRGA [C0021.004]

DATA Encode Data::XOR [C0026.002]

Obfuscated Files or Information::Encoding-Standard Algorithm
DEFENSE EVASION

[E1027.m02]

Analysis Tool Discovery::Process detection [B0013.001]
DISCOVERY

File and Directory Discovery [E1083]

Create Directory [C0046]
FILE SYSTEM Read File [C0051]
‘Writes File [C0052]

Purpose of this Technical Article

This is a technical article, which aims to analyze the IcedID second loader. This article will not focus on network traffic

analysis, mainly due to the fact that there are already excellent articles written by techevo. You can access these articles by

clicking here.

This analysis will understood as the study of WHAT and HOW IcedID executes its Tactics, Techniques and Procedures.
This type of analysis is performed through static analysis through Reverse Engineering, and through dynamic analysis

performed through a Debugger.
After performing such an analysis, this report will focus on two topics:

e What are the similarities between samples from different years?

o Development of Yara detection rules, with the aim of detecting IcedID infections.

In this article I will focus the analysis on an IcedID sample that was seen in 2020. However, at the end of the technical
analysis, we will analyze in more depth the similarities between two more samples, from different years. Below you can see
the SHA-256 hash from it, and the link for download the sample.

76cd290b236b11bd18d81e75e41682208e4c0a5701ce7834a9e28%ea9edbeb7e new_iced.exe

Link to download this sample, here.

This same sample has been executed into AnyRun Sandbox, but, the AnyRun don’t identify this IcedID sample as a threat.
The same sample has been executed into Triage Sandbox, and it’s not identify at malicious too. This indicates the sample has

a sandbox evasion technique, to not be detected by sandbox or other detection methods.

Static Analysis

Now let’s start our analysis of this sample, and first, let’s identify some screening information to understand the sample we

have in hand.
Statically analyzing DLL imports, we can observe the import of two DLLs:

o ole32.dll
o kernel32.dll

What catches our eye is the amount of kernel32.dll imports, but 67 functions is explicit imported. This can confuses the
analyst, when we are looking for binary packed pattern. But, into the 67 imported functions, we can identify the

VirtualProtectEx import.
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#| OriginalFirstThunk| TimeDateStamp| ForwarderChain Name FirstThunk Hash| Name
00018918 00000000 00000000 00018aba 00012000 b9532845 KERNEL32.dIl
1 00018a2c¢ 00000000 00000000 00018ae4 00012114 ole32.dll
‘
#l 'Fhunkl Drdinall Hint| Name ’
0 00018238 02ae|GetWindowsDirectoryA
1 00018a50 04b2|Sleep
2 00018a58 0400|RemoveDirectoryA
|3 00018a6c. __________ 04f0 VirtualProtectéx |
4 00018a80 0344 LocalAlloc
5 00018a8e 0284 | GetTempPathA
6 0001829 0348| LocalFree
7 000718aaa 00b5|CreateThread
8 0001830 0052| CloseHandle
9 00018f20 0524 | WriteConsoleW
10 00018f0c 0467| SetFilePointerEx

The VirtualProtectEx API is often used by malware to modify memory protection in a process (often to allow write or

execution).

With the standard output, Capa cannot identify that sample is packed.

researcher@malwarelab:~$ capa new_iced.exe

76cd290b236b11bd18d81e75e41682208e4c0a5701ce7834a9e289eadedbeb7e

r

| md5 | 17091a1e444f3060928d692b905bc8b

| shal | 1078744833050626e9681c7c233c3a0963a0b559
| sha256 |

| os | windows

| format | pe

| arch | 1386

| path | /home/researcher/malware/new_iced.exe |
L

ATT&CK Tactic

ATT&CK Technique
|

File and Directory Discovery T1083

EXECUTION

T

\

1

| DISCOVERY
1

| Shared Modules T1129
L

MBC Objective | MBC Behavior

DISCOVERY | File and Directory Discovery [E1083]

|
Capability | Namespace
contains PDB path executable/pe/pdb

I

\

|

I

\

| get common file path

| print debug messages

| get thread local storage value
| link many functions at runtime
L

host-interaction/file-system
host-interaction/log/debug/write-e
host-interaction/process
linking/runtime-1linking

This is probably due to the low entropy of the sample (despite the .text section being tagged as packed, by DiE). High

entropy is generally an easy indicator of using encryption in samples. In this case, as we can see in the image below, the

entropy is below 7.0.
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I-Total—{ - Status
6.103M [

Entropy | Bytes |

—Regions
Offsetl Size Entropy| Status Name

00000000 00000400 2.59538 not packed  |PE Header
00000400 00010800 6.74437 packed Section(0)[".text']

00010c00 00007000 4.97474 not packed Section(1)[".rdata"]
00017c00 00002200 5.28751 not packed | Section(2)[".data']
0001900 00008400 3.72828 not packed Section(3)[".rsrc']

00022200 00001800 6.41353 not packed Section(4)[".reloc']

From here, we need to make sure this is not a sample that is not packed. To do this, we will dynamically analyze the sample,

with the aim of discovering the existence of its unpacking routine.

Unpacking with x32dbg — new_iced.exe

‘We saw in previous sections of this article, that any sandbox or tool, can be capable to identify that this sample is packed, or
even malicious. But, in our static analysis, we find the VirtualProtect API call, and this API is widely used for unpacking

process.

So, let’s diving in, and figure out that this sample is really packed or not, with the x32dbg.

On the x32dbg, we need to set some breakpoints on APIs, that is commonly used to run the unpacking process. Are they:

 VirtualAlloc - is often used by malware to allocate memory as part of process injection.

« VirtualProtect — is often used by malware to modify memory protection (often to allow write or execution).

o CreateProcessInternalW — is an undocumented API for process creation. According to Windows Internals,
CreateProcess and CreateProcessAsUser actually lead to this API, which is responsible for starting the process
creation in user land. Eventually it calls NtCreateUserProcess for the kernel land operations. This API is commonly

used for spawning a suspended process to be hollowed/injected.
Aot of others APIs can be used, but, this three is commonly used by packers.

As a precaution, we will set a breakpoint at IsDebuggerPresent in case the example implements some Anti-Debugging

techniques.

Below, we can see the breakpoints setup.

38 new_iced.exe - PID: 6490 - Module: ntdll.dl - Thread: Main Thread 1928 - 32db [Elevated] .
Fle Vew Debug Tradng Plugns Fovourites Optons Hep Dec 2023 (TitanEngine) APIs to unpacking process

cOESun tawtaldcdsirs nLEE
Doy Diog Drotes P breakponts  §E Memorymap 8 Calstack  Bsen P sapt 8 symbos S source D References I Threads B Handes 4§ Trace

Type Address | Modula/Labal /Excaption State Disassembl wits| Sunmary
Software
(0003735 | cnew iced. exe.0prionalueader Point: (one-tine |eall new iced.nasnza 0 |entry breakpaint
75447660 <karnelsz. dl1.Virtualallocs Enabled mov ad1,ea1 o
75250760  <kernel3z.d11.virtualProtect> Enabled mov edi)edi o
78452370  karnel32.d11. IsDabuggarprasants Enabled Jmp dword ptr ds:[<IsDebuggerPresents] o
754620F0| ckernel3z.d11.CreateprocessInternalu> Enabled fov_edi, edi o

The first breakpoint match in the VirtualAlloc API has been triggered, so we need to press execute till returns, and run again
the sample, so we can observe memory allocation and filling. This allocation and completion will be stored in the EAX

register.

38 new_iced.exe - PID: 6480 - Module: kemel32.dll - Threads Main Thread 1928 - 324b [Elevated]

Fie View Debug Tracng Plugns Favourtes Optons Hep  Dec 2023 (TianEnging)

coE 30 ¢tawy tulBoEePirs LAY

Loy Diog  Drotes P ereakponts  §hvemoryvap R calstack  Bsm P sopt @ symbos  Psowe  Preferences D Thveads  Prondes  § Trace
. wide FRU

of7Ehsreez|  mm=c mov ehpsesp new_1ced. 00030000

o 75 5 Eo) pop ebp’
o 75, 6| - FF2s salaamzs Imp_dword ptr ds: [«Wirtualallocs] P &virtualalloc B

o7 C cc nez Ecx 989 L
o l7sasreen =4 ints EDX_ 00000F3C s

We need to follow in dump on EAX memory space, to visualize the allocation and filling with data (possible shellcode on

first round, and soon will be the unpack IcedID).
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38 new_iced.exe - PID: 6430 - Module: kernelbase.dll - Thread: Main Thread 1928 - 32db [Eleveted]

Fie Vew Debig Tracng Pgns Favourites Optons Hep Dec 4 2023 (TianEnging)

COE 0 ¢8w§ ta Lok s 1B B

DU Diog  Onotes P eresgonts Sk memorymep  §bcalstack Bt P sopt  @smbos  Psowce  FReferences O Theads  BhHandes  $ Trace
exe; <

0 7 1000 Fet 10
. sacs , ecxiznallocatevir tuatmenory s GLD D
. €8 sAl9FEFE &1 kefnelbase, 765AA80 B=
. Fo Jmp_kernelbase. 765C9148
. c Tnts B Enter
. cc int3 v | Eex

> | =X o g Increment value +

4§ Dedementvaiue -
Defauit (std

0 Zero value 0
-text:785CO14C kernelbase.dl1: 5135140 #13854C Allocate memory for the shellcode, and soon, to the & {ES"'S —
Slon i Dump
unpack IcelD o
f

/ T teehi O rolowinoump >
_____ @ FolowinDisassembler

@) @) @ G ) 3 o 4C42

Poumpr  Pomp2  Poupsr” Poumps  Poumps  Dwacht  Bloas  Dstuct 00197500 | 0000000 ¢ Folow in Memory Map

[Address nex
AscIT 00300 #  Copy value crlac

Goc 15005 108 00 00 5[50 50 50 60109 60 90 03T 0000 0
S0¢13015 |00 00 00 5|35 G 50 50|60 50 50 0|00 03 00 00004 B oyt regtrs
oo3tsz @ Hohlcht "

>

00c 40020 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00
00C40030( 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
0040040 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C40050 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C400€0 00 00 00 00(00 00 00 00|00 0O 00 00|00 00 00
00C40070 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00C40080( 00 00 00 00|00 00 0O 00|00 0O 00 00|00 00 00
00c40050 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00C.40040 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00c.40080 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
0c400c0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00
00c 40000 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00C400E0( 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C400F0( 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C40100( 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C40110( 00 00 00 00(00 00 00 00|00 0O 00 00|00 00 00
00€40120( 00 00 00 00(00 00 00 00|00 0O 00 00|00 00 00
00C40130( 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00

000000 M Undo

Ca17t
sc8Ees £ Copy old value: 00D30000

397

019F648[ TEtUrn 0 0DL5F643 rOn DDI9F6d!
38| return to new_iced. 00D3F13E from
0D4BEED| new_1iced. 00D4BES 0

ooD: return to new_iced.00D320Cs Fror

00c40140( 00 00 00 00{00 00 00 00|00 00 00 00|00 00 00
00c40150 00 00 00 00{00 00 00 00|00 00 00 00|00 00 00
00c40160( 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00c40170 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
00c40150( 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00
0040190 ( 00 00 00 00(00 00 D0 00|00 00 00 00|00 00 00
00C40120( 00 00 00 00(00 00 D0 00|00 0O 00 00|00 00 00
00C40180 00 00 00 00|00 00 00 00|00 0O 00 00|00 00 00

This process, need to be done three times in this sample (maybe is less or more in other samples), until we can get the

unpacked IcedID. After repeat this process three times, we get our strange MZ header.

2’ Dump 1 ;}I, Dump 2 2’ Dump 3 2’ Dump 4 2’ Dump 5 -J Watch 1 @ L

Address | Hex ASCII
00C&0000 | 40 38 5A 90|38 03
00Ce0010| 01 40 C2 15|C6 C8
00Ce0020| 21 BS 01 4C|CD 0A
00C60030| 67 61 6D 87 63 47
00C60040|5F 98 69 06|44 4F
00C60050| 0A 24 4C 44|89 01
00C60060| 0A 98 BY D&|COD OC
00C60070|C8 3C B4 22|CC 0A
00C&0080 | 80 4C 01 AD|C6& 53

LA.This .prog
ga.'n cGn. Cltl;be Iu
_.1.D0~5.mode. ..
T30, - O, LU=

WA S e el
E< "I.Rich(!.PPE
L. ASLCT-]

00C&0090| OB 23 OE 0OC |83 DA 7 .#
00C&00A0 | 09 20 E6 AD(OC 40

0O0DC&00BO | 15 BE 1F .
00C&00CO| 21 49 78 IIXN-E.X.
00Ce00D0 | C1L ZE 74 A.TEXI™ 2.

N
A rdart h,2 8. .
T Oy.-E.UCE.
|{M eloc@.Ds+
. (gB. .x6.05UvW30
xeujf h'7.q.6v
, Cihp.cbu.3. A8
15waBa. \£. .. Ast
Q.Pj. (=.I. D= .C

19j. Ls Qszg
D ot o
—.hP>a$F3"

QOCE00ED | CO &0 ZE
00CE0D0FD| DE 2B A3
00C60100| 7C 28 CO C1|AD &5
00C60110| 18 28 E7 42|0A 01
00C60120| BB 78 EA F2|6A 66
00C60130| 15 2C 20 43 |BF C1
00C&60140| 6C 53 57 26(42 38
00C&0150| 51 OC 50 6A(08 28
00C&0160| 31 39 6A 008D 4C
00C&0170| 07 FO 85 F&(74 08
00C60180|C4 F9 12 BS|AC 658
00C60190| 00 €6 5F S5E(SD 5B
Q0CE0LAD | 82 02 18 40|52 51
00C601BO| 08 56 2B 81|28 &F

Anrcnarnl e a4 ra aalna a3

The M8Z header is what we see on EAX register’s memory space, after unpacking process is done. This header is a
reference to APlib, that is widely used to compress malware. Generally, when we find a PE artifact, with the APlib magic
number, we can be sure that the binary is already unpacked in some memory space close to the artifact packed with APlib.

So let’s find the decompress IcedID.

Finding the Decompressed Unpacked IcedID

When the last VirtualAlloc breakpoint is reached, the next breakpoint is the VirtualProtect (is the API that set protections
configuration on that memory region). We can press execute till return, to reached the end of the function, and then, exit the

code related to the VirtualProtect API and return to the sample code.

After that, we will be redirected to the some instructions that manipulate some address to registers. To try to find the

decompressed unpacked IcedID, we need to look the dump of each address of the next instructions on the x32dbg.

After some try and failure, we encounter the decompressed unpacked IcedID, on the follow instruction in 00C407F7 offset.

mov esi,dword ptr ds:[ebx+7014C2]

Below we can identify the truly unpacked IcedID on the 00C60CD3 address.
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% new._iced.exe - PID: 4940 - Thread: Main Thread 9868 - 32db [Elevated] & onary 3
Fle View Debug Tradng Plgine Favourites Optons Hep Dec 42023 (TiarEngin) # Copy »
coE =0 tawy txBoSsvens 2009 B reakpoint v

Follow in Disassembler esi: 0DOC40038

O Diog ONotes P Breakpoints  §h MemoryMap  §B CallStack B S2H

SExr701a82

< Joacior 883 52145056 wov €57, dvord per
+ Joocoras add es1leay @
o [ooc40785 Tea eax,dword ptr cs:[ebx:7014D2 Follow in Memory Map Address: DWORD PTR DS:[EBX+7014C2]
+ Joocioran pusn eak
o |ooca push 3% Graph s Constant: 007014C2
. push 1000
. 57 push cdi B Help on mnemonic Cirl+F1 Vvalue: [dword ptr ds:[ebx+7014c2]]
H F£93 De147000 B&Tl dword per ds:febxi7o1a06] |
. ee93) = & C 1| @  showmnemornic brief CtrlshiftF1 T
. - 5o 5s"caordo 00c 10038
. 03 3 3t tighighting mode E E01 00000000
. Sic7 00100000 add edi, 1000 i
S &np Edi et - i oocsoron
2 Rcaoza R
[ eeS eToro00—Tmov coxsdord P T [ehrromo @ Lebel
3853-Eat 47000 oy eaP e BErBETTeR BB ] Eriacs 00000202
701484 &) Comment ZE 0 PE O AF O

may cdi,dword per d
mov ecx,dword ptr o

s888 8A147000 ;
3888 82147000 oF o SFo DFO
= cul+D CFo TFo TF1

<
Defait (stdcal)

<

E31an
8883 C2147000

stosb
v es1,dword pEr dsi [ebxi7014¢2

[espr4] 00CG0CDS GOCEOCD3
[esp+8] 0OD3F92F mew_iced.00D3F921
[esp+C] B7699EF3 B7639EF3
Assemble Space 4i [espri0] 00000000 00000000

5: [espels] FRRCA17C FRFCA1TC

251=00c20038
dword ptr ds:[dword ptr ds: [ebx+7014C2]11=[00C404CZ]=00C60CD3

00€407F7 B Patches cul+p
Dot Jowpz Joups  Poups  Poups Dwac: Blook D 5 cimpree o 9
e return to ne_iced, o003rezF
— $ Create NewThread Here msoc | 87asers
00/00 00 00 00 D cow b |procs|FEFcaarc
33 23 SS 33 33 i FSES| CSCBE699
ac|co 21 54 53 S [ — » Brsco| so15eeas | recurn co oo1oress rron oo
55155 5 55 ol ie TInTn a8 9 redrefot ,

To validate this information, we can go to the Memory Map tab on the 32xdbg, and look at 00C60CD3 address protections.
As we can see below, this region of memory has Execute (E), Read (R) and Write (W) protections. This indicates that

unmapped region, has the same rights of one executable.

3 new_iced.exe - PID: 4940 - Thread: Main Thread 9868 - 32db [Elevated)

Fle View Debug Tradng Plugins Favourites Options Help Dec 4 2023 (TitanEngine)

EEN AR IR RN WA TS ArS-Y 8 |

Dou # bredlponts | 8 vemoryvep | b calsacd  Wsed P sapt ki Symboks  ¥Source 7 References

Address Info Content Type |Protection |Initial
00A10000 i

00420000
00A30000
00A3D000
00C30000
00C 34000

Reserved (00A30000)

Reserved (00C30000)
00001000
00C 50000 | 00005000

TENE
00D21000 | 00011000
00D 42000 | 00007000
00D 43000 | 00018000
00D64000 | 00003000
00D 60000 | 00002000
00D70000 | 00181000

Region of memory where the unpacked i
IcelD is.

Now that we found our unpacked IcedID, we need to save him into a file. To do this, we need to select all data on the dump

tab that we identify the unpacked malware, and save to a file.

¥ new_iced.exe - PID: 4940 - Thread: Main Thread 9868 - 32db [Elevated]
Fle View Debug Tracng Plgins Fevourtes Options Help Dec 420
_ 4% enary 4 Ctrl+E
coE s tewy tuleSePhT 9 v F
Deru BDiog  Dnotes P ereakpoints  $ Memorymap  $E CallSt £ Follow in Disassembler
——--e[oocanrcc v 75 02 jne C407D0 [} shift+C
| o[ oocao7ce D 03 3 Follow in Memory Map
e 81C7 00100000 add edi,1000 SR Label Current Address shift+y
. 39F7 p_edi,est
. . 7208 STPcsores 2 £ paste (ignore Sze). Chl4shift+
Fg—e 8BE2 7B107000 mov eax,dword Watch DWWORD »
o[0octo7ER|  sses sar47ooo nov dword prr | §t saveToaFie
«[oocao7Ee BBBB BA147000 mov edi ,dword Modify Value Space
» [ oocao07eC 8888 82147000 mov ecxydword | g , [orectvirtualuenory+c EsP
o [oocao7r2 30C0 xor al,a1 Breakpoint ESI 1
s oocao7Fs Fc c1d Z EBI
o ooca07Fs F3:aa rep stost <7 FindPattern.. criva
. 8883 €2147000 mov 31
o [0oca07FD s9r2 mov sax,es: | M FindReferences cul+R =
o 0oca07FE 0356 3¢ add edx, dword
o |[oocaosnz ED82 FEDODODO Tea caxidword P& Syncwith expression s AL
00C40808 OFB74A 06 movzx ecx,word otectVirtualMemory+C ZF 0 1
ooC4080C 56 push esi Alocate Memary OF 0
00C40800 FFB3 BA147000 push dword per @) o , cF 0
00C40813 s0 push eax < <
00C40814 51 push ecx otectvirtualuemory+c
00C40815 E8 F8FBFFFF call c40412 ’ Hex » v
< >
£31=00C40038 ;B Text 4
dword ptr ds:[dword ptr ds:[ebx+7014C2]]1=[00C404C2]=00CE0CDE £ Integer »
00C407F7
2 Float 3
Pompr Poumpz P oumps P oumps P Dumps Watch M Address R
o 001975D8| 00D3F9:
o enaest ~ | oo1srspe | B7699Er
00CE0010 0013F5E0 | 000000(
D019F5E4 | FFFC41:
o DOL1IFSES | C5CBE6!
o DOLIFSEC | 204BC4L
s, 9015270 ol
00C60060 oll&

Now, we have our real IcedID, so let’s reverse engineering it.

Reverse Engineering — unpacked_iced.exe
Before we diving in on reverse engineering, let’s take a look at some triage information of the unpacked sample.
Below we can see the import of four DLLs (unlike the packed version). Being them:

kernel32.dll
winhttp.dll
o user32.dll
advapi32.dll
shell32.dll

However, we will only highlight the most important ones.

The first API that catches our eye, due to its capabilities, is WINHTTP.dIl. This DLL gives the sample the capabilities of

network connection. And, in the import functions, we can identify network connections related functions as we can see
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below.

£8 00402068 WinHttpCloseHandle WINHTTP
£8 0040206C WinHttpSetOption WINHTTP
£8 00402070 WinHttpOpenRequest WINHTTP
£& 00402074 WinHttpSendRequest WINHTTP
£8 00402078 WinHttpQueryHeaders WINHTTP

£& 0040207C WinHttpOpen WINHTTP
£8 00402080 WinHttpReceiveResponse WINHTTP
£8 00402084 WinHttpQueryDataAvailable WINHTTP
£8 00402088 WinHttpConnect WINHTTP
£& 0040208C WinHttpReadData WINHTTP

The second DLL of note is KERNEL32.dll. As we can see in the image below, this DLL gives the sample the ability to
perform file and directory manipulations, in addition to enabling memory space manipulation, allowing the execution of

techniques such as code injection into memory.

£& 00402008 IstrepyA KERNEL32
£& 0040200C ExitProcess KERNEL32
£& 00402010 CreateDirectoryA KERNEL32
£8 00402014 IstrcatA KERNEL32
£& 00402018 Sleep KERNEL32
§& 0040201C IstrlenA KERNEL32
£& 00402020 ReadFile KERNEL32
£& 00402024 HeapFree KERNEL32
£8 00402028 WriteFile KERNEL32
£8 0040202C CreateFileA KERNEL32
£8 00402030 CloseHandle KERNEL32
£8 00402034 HeapAlloc KERNEL32
£& 00402038 GetFileSize KERNEL32
£& 0040203C GetProcessHeap KERNEL32
£8 00402040 GetModuleFileNameA KERNEL32
£8 00402044 VirtualProtect KERNEL32
£8 00402048 VirtualAlloc KERNEL32
£& 0040204C HeapReAlloc KERNEL32

This indicates, that the unpacked IcedID have the capability of do some, write file to execute the next stage, code injection
to evade detection, and network communications to connect to the command and control server. As we can see on public
threat intell, the IcedID is a modular banking trojan. Network-related API imports are a hint of these modular features of

IcedID, as seen in the public threat reports described in the introduction sections.

Now, that we understand possible functionalities, let’s dive in on reverse engineering.
NOTE: The name of internal functions, variables and data chunks are renamed by me, and it’s not the default way
that disassembler/decompiler produce.

The first function is start. This section contains only the IcedID main function, and then the call to the ExitProcess API.

_main

; uExitCode

Now let’s analyze the iced_2020_main function. Below, we can see the logical structure of the code.
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Below, we can see the main function, which can be done through IDA pseudo-code. The image below allows us to identify

the main features of this IcedID sample:

e Creation of the c:\\Users\\Public\\ directory, where the photo.png file will probably be stored.

» Execution of a decryption routine, using the RC4 algorithm (function rc4_routine). It is interesting to note that the
IDA Decompiler interpreted a series of setup instructions for calling the routine, as an array
(key_and_data_decryption_array). And in this array, we are presented with information such as the size and
position of the decryption key, the data to be decrypted and the address of all this data (in the .data section, as we can

see the data reference below).

Page 8 of 28



https://0x0d4y.blog/icedid-technical-analysis/

; Section 3. (virtual address 00003000)

; Virtual size : 00000250 592.)
Section size in file : 00000400 1024.)
Offset to raw data for section: 00001400
Flags C0000040: Data Readable Writable

; Alignment default

sssssssss

db
_data_encrypted data dd

dword_40300C
unk_403010

e s s s s s sssssssssss st Ree

» A series of conditionals to execute the creation of the photo (file_creation_photo_png function).png file, collection
of hardware information and network communication with the c2 servers (hardware_info_net_connection
function).

» And the last function to be executed is a function that carries out a series of instructions, which resemble the memory

code injection technique (code_injection function), using the data encrypted in .data.

HexView-1 Structures

The first block of instructions in the sample, which involve the use of the CreateDirectoryA and GetUserNameA API,
with the purpose of building the path to create a directory (if not existing), with the purpose of dropping the photo.png into
it, is very straight to the point. Therefore, we will focus on the function that performs the data decryption process

(rc4_routine), using the RC4 algorithm.

Below, we can observe the pseudo-code of the rc4_routine function, which shows us the Heap allocation in memory with
the data present in the .data section (apparently the key + data), the call of the rc4_ksa_prga function, which we will see the
core of its operation below , and the execution of the XOR stage of the RC4 encryption algorithm. It is at this stage that the
248 bytes after the key are decrypted.
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L] IDA View-A L] Pseudocode-A. = Hex View-1 Structures
int _ thiscall red_routine(int *key_and data_decryption_array)
1

ea) 3
allocated_memory_block; //

10h]
0-100h] BYREF

and data c
nd_data_decrypt
rypt

nd_data_d

, vi2)
d_memor!

(int) vi3);

yption_array[4];

ption_array[2] - (_DWORD)v7;

v2 = (unsigned _ int8) (v2 + 1);
v13[v2]
(unsigned _ int8) (v10 + null_value)];
ed __int8) (vi0 + null_valu v10;
_8b] ~ v13[ (unsigned __int8) (v10 + v13[v2])];
_data;
data ) ;

return 1;

Inside of the rc4_routine function, we can analyze the core of another function called rc4_ksa_prga. As we can see below,

this function have a rc4 KSA/PRGA routine pattern. This pattern is the two first stages of the rc4 algorithm.

RC4 ksa and prga loops

As we can see in the image below, after executing the decryption routines, the CPU will do a test between the EAX register,

and jump to the file_creation_photo_png function if the result is not zero.
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IDA View-A Pseudocode-A

lpBuffer

: 1p

PathName

lpFileName

Let’s dive in the instructions of file_creation_photo_png.

Before we continue the analysis, we need to remember the pseudo-code of the IcedID main function. As we can see below,

the file_creation_photo_png function takes three arguments.

o pszPath
 lpBuffer
¢ NumberOfBytesToWrite

pszPath in particular underwent a series of transformations throughout the execution of the Main function. And when it is

used as an argument in the file_creation_photo_png function, it is the absolute path of the photo.png file.

With this in mind, let’s look at the pseudo-code of the file_creation_photo_png function, and next, we’ll analyze its

functionality.
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IDA View-A Ig Pseudocode-A = Hex View-1 Structures
BOOL __ fastcall file creation photo_png|(

_read file;
o_png_open_handle
void *peinter photopr

HANDLE P essHear
void *pointer_phe
HANDL!

1

As we can see in the pseudo-code above, the function is very straight to the point, where the process of creating a handle for
the photo.png file is basically executed, and the allocation of this handle in memory. During the end of the execution of the

file_creation_photo_png function, it is possible to observe the cleaning being carried out.

After executing the photo.png file handle creation function, the CPU will perform a test in the EAX register and skip the
control flow to the hardware_info_net_connection function, if the condition is met. If the condition is not met, the flow will

jump to executing the heap_allocation function.

t _data_encrypted_data

L] |

It is important to note (as we can see in the image below) that this function is called twice in the main function. One if the
conditions are not met after creating the photo.png file handle, and another if the conditions are not met after executing the

hardware information collection function and HTTP network communication routine.

ifile creation photo_png (p

if ( thardware_info_net_
theap_allocation ( (Int

write_file_photo_png

code_injection
n )

*) (SIZE_T *)) ((char *)b
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By analyzing what the heap_allocation function does, we can understand why it is executed if a certain function is not
completed as expected. In the pseudo-code below, you can see that this function performs a series of calculations to
determine the size of the buffer to be allocated on the heap, with the purpose of allocating the data present in .data (rc4 key

and encrypted data). After this allocation, the rc4_routine function is executed to decrypt the data in memory.

IDAView-A W pseudocodeA HexView-1 Enums

Returning to the normal sample flow, when executing the handle creation function for the photo.png file, if conditionals are

met, the flow will jump to the hardware_info_net_connection function.

lpFileName

As we can see on pseudo-code below, inside of the hardware_info_net_connection function, has two main functions, the

hardware_info_collection and the http_connection.

18 Pseudocode-A = Hex View-1 2] Structures & Imports =] Exports
hardware info collection (v13);

, 1, data_encrypted data, (_DWORD)

http_connection((int)str_buf
brez

ed_data + 1);

The hardware information, was implemented in the code is based on timestamp of the device, and the CPU model.
Analyzing the call of _cpuid, with just a little research on Google, we can find that matches with VMware hypervisor

CPUID. That value, is the same that we can see on IcedID.
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IE  Pseudocode-A = Hex View-1 Structures
o LABEL 12;

if ( (unsigned int

++v22
L
}
if ( (unsigned int)sub
LABEL 11:
++v20_

EAX & 1

0x40000000 |
r can test tl

However, during the dynamic analysis, we will discover that the hardware information collected by IcedID will be used to
build the HTTP request to be sent to C2.

If everything was of expected, the code will continue and execute a network related function, and after that, will check if the

result of the communication results in a 200 HTTP status code.
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IDA View-A

loec_4012DC:

LPWSTR

hardware info net connection e

array, lpBuffer, nNumberOfB:

Let’s dive in the function http_connection_func.

Analysis of http_connection Function

All plaintext config is encrypted, but we can prepare ourselfs to debugging process after reverse engineering the sample.

Below we can see the first part of the network communication setup.
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1B Pseudocode-A Hex View-1 ] Structures

array,
v +

The IcedID use all capability of wininet’s APIs. In this first part we can see the usage of the follow APIs:

WinHttpOpen -> this API initializes, for an application, the use of WinHTTP functions and returns a WinHTTP-
session handle;

»  WinHttpConnect -> this API specifies the initial target server of an HTTP request and returns an HINTERNET
connection handle to an HTTP session for that initial target;

WinHttpOpenRequest -> this API creates an HTTP request handle;

In this first part of this network communication setup, the IcedID initialize the HTTP connection with the APIs listed above.

Below, is the rest of the http_connection.

18 Pseudocode-A Hex View-1 Structures & Imports =] Exports

if
1

1, &Buffer, 4u);

-
o

Pseudocode-A Structures & Imports

&v12([vB], dwBu -h, &dwBufferL

The rest of the http_connection function, uses the follow APIs:

» WinHttpSetOption -> this API sets an Internet option;
» WinHttpSendRequest -> this API sends the specified request to the HTTP server;

»  WinHttpQueryHeaders -> this API retrieves header information associated with an HTTP request;
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» WinHttpQueryDataAvailable -> this api returns the amount of data, in bytes, available to be read with
WinHttpReadData;
WinHttpReadData -> this api reads data from a handle opened by the WinHttpOpenRequest function;

» WinHttpQueryDataAvailable -> returns the amount of data, in bytes, available to be read with WinHttpReadData.

In this part, the function handle with the data downloaded from the command and control servers. Beyond of network
communication capabilities, we can observe the usage of heap manipulation APIs, like HeapAlloc and HeapReAlloc, as a
conditional statement for the code proceed.

After that, this functions realize the clean up in the stack, closing the handles.

A curious fact that we can see above, is that data_encrypted pointer is present on this function, and, can be usage if some
statements are reached, after a sleep of 5000 seconds (1 hour and 38 minutes). By the way, this sleep technique is a

sandbox evasion technique.

( ht
_ br

(

(unsigned __ int8) *var c data;
ata )

&unk 403050;

Write the photo.png and Code Injection

After the network communication routine, do a test on EAX register with him self, and if the results not was the operand
expected it will jump to the same heap allocation and rc4 routine that we saw before. The processor will do the same test

with EAX, and with the results are the same as earlier, it will take a jump to the write_photo.png.

We will not delve deeper into this function, because the name is self explanatory. The only information that we need, is what
API will use to carry out this activity, the answer is simple, the code will just use the WriteFile (writes data to the specified
file) APL.

After that, the code will call the last function of this sample, the function that execute a code Injection.
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IDA View-A

] i nNumberOfBytesToWrite
lpBuffer
] lpFileName
png

Analyzing this function, in the image below, we can see that it is very straight to the point. The function uses VirtualAlloc

to allocate memory.

After some calculations, using the variables that contained the return value of the VirtualAlloc function and the pointer to
the previously set buffer size, the function uses GetModuleFileNameA to collect the complete path of a file, performing a

series of calculations with the variables.

18 Pseudocode-A Hex View-1 Structures [ | =} Imports

_BYTE *)al;

, *(_DWORD *) (al + 4) + 188

v6)
5+ v6 +2) =vB |
har *)v5 + v6 + 4

Ak or ok r R Al
B oA

S

W~ 00—

HI

(LPSTR) v5 + v
JVS + vb + 27k, aZ);

12
&unk_403050;

(~har *V\uE L us o4 AR

In the last part of the code injection function, the code implements some for loops, probably with the aim of iterating each
byte of the encrypted data, within a single memory space, which will be used later. Finally, the code will use

VirtualProtect.
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In general, this function gives the ability to inject code into memory (possibly a PE artifact), which must be contained within
the previously dropped photo.png artifact.

With that, we now can understand what APIs are used to construct a network communication, decrypt data, injection and

dropped routines, now we know what APIs we need to set breakpoints when we will doing dynamically analysis of
unpacked IcedID.

Now that we understand the main functionality of the IcedID, let’s dive into the debugging stage of our analysis, with
x32dbg.

Dynamically Analysis of IcedID Unpacked

In this dynamic analysis, we will focus on understanding the decryption routines and network communication with the C2
server.

Below, we can now see the exact prologue instructions that we identified through the disassembler. When following the data

from address 7E3000 in the dump (the same data as .data, identified in Disassembler by 0x403000), we are able to observe
that our assumption becomes possible.

That is, in the image below, we can see that after the first 8 bytes, only 248 bytes remain. Exactly the value we observe in

Disassembler. Therefore, we can validate our assumption that the first 8 bytes of the .data data are the RC4 decryption key,
and the remaining 248 bytes are the data to be decrypted.

To test this assumption, let’s set a breakpoint exactly after calling the decryption function, and execute the function.

394 unpc iced exe - PID: 5340 - Module unpack ced xe - e Main Thresd 7024 - 3

o x
Fie Vew Debug Trerg Pugns Faveurtes Optons Hep Do 2025 (i @ Pushing the decryption config on the stack, before call the decrypt function
oE il {aws tuBloleshs nB A
B o Log Notes  ® Bredgonts MM vemoryMap  (JCalStack @SB [o/Sapt  Hsymbos  Ofowce S References  WTheads  @hHandd ¢ Trace
tfos esitiserear ~ ide Fry
8 o3 ST e R ey (RbyEes T encrypT GaTe) e unpack_iced.007€3008 3
I8 rcs key position (first 8 bytes of the data) x
st eox
& encrypred data position (248 bytes afcer the key) | | £82 v
8245 £ < o
Ty
. « [ Defout (steal) = 0] rodied

630 <unpack_jced:Optionalneader-ad

0 (o]
2 E1630 cunpack_iced.OptionalHeader -
bp-24] Teed. SCaa13

dwor
unpack_1ced. 007£3000

| pe s sy
ERE it ety
texti007EIS7F unpack_iced. exe: S157F #97F <all rcs data: key (sbytes + encrypt daca)>
@owm1  Wowp2  Womp3  Wowpd  Wowps @wahi  keliok D stut e ~
e = - 30223308 | unpack_ced. oo7esons
e e e e e e T T R R Bl T L
oreioi 2B E S RS tced.
5722020 52 o3 25 53 co 1o o 6 o
2

return to unpack.
Feturn to Kernel

e\

A ed.007e1640
¢ The key is the 8 first bytes o5reo00 srnread)
o 90ERgeRo] kerne132. BaseThr eadzni cThunk
e

S 435CeE|recurn to nta1.RelGetapscont

— » Therestof 248 bytes, is the data
that will be decrypted

0

fis
07€3150 | DC_6E 00 72|90 1| 6 Ug-w.X GO X
07£3190 | 75 EA 06 70|CS 84 3D GE|93 BA A7 27|02 & E2 AC| wéipA.=n. v]< >
Commands [cormands 3 (Like assembly inscructig

ok~
[Tme Wested etuggng: 012922

Paused [onpack cedexe: DOZES008 > DUZE324 (ODODD0ZE3 bytes)

Exactly after executing the decryption function, we can observe the network communication configuration of IcedID (an
index.php, and some c2 server domains) in plain text.
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¥ unpack_iced.exe - PID: 5940 - Module: unpack_iced.exe - Thread: Main Thread 7024 - 32db .
e Ve The decrypt function was excuted

Tradng Piugins Favourites Options Help  Dec 4 2023 (TitanEngine)

tdes tnBe2sPis »LEE
® Breakpoints [ call stack

Debug
= 0
Lf1og &

~

[ Notes 8 Memory Map S3seH o] saipt  Esymbols <> source S References ' Threads

FFDS esi:lstreat
B8 D8307E00 ced. 7E3008
745 DC 00307800 eb

i:;],unﬁla:k,wced.’E 00 |all rcd data: key (Sbytes + encrypt data)
ebp-24

4D DT
E£0 08000000 rc4 key position (first 8 bytes of the data)
E

5 B4
E2 43020000 encrypted data position (248 bytes after the key)

ros
T+ d%&n T TUNCTIon was executedil ]
es1:Istrea

£
020000

pop_edi
'DoD_es1

- Text:007E15A2 unpack_iced. exe: $15A2 #9a2 <[+] decrypt function was executed: !>

@B Watch 1
Ascir

P stuct

T~ The rc4 key remains

@ pump 1
Address
007E3000
oo7E3010
oo7E3020
bo7E3030
oo7E3040
oo7E3050
oo7E3060
bo7E3070
oo7Ez080
oo7E30%0
007E3040

Woump2  WWlDump3  WHoump4 W Dump s Ix<] Locals

ER)
00
00

ex
E3 DC 67 AZ
00
00
00
13

00
00
00
6
OF
31

79
7A
00
00
00
00
00
00
00
00
00
00
00
00
00
00

--iluziplane.xyz

00| -
oo
oof.
0of.
0of.
oo
oof.
0of.
0of.
oo
o0of.
0of.
0of.
00

00
0of.

The lcedID config was decrypted
this must be the c2 domains!

007E2120

Command

separated (like asserbly instruct

, ebx

| Paused  [unpack_iced.exe: 0O7E3000 - DO7E3007 (0x00000008 bytes)

Let’s restart the sample in the debugger, and analyze the decryption process in more detail.

As we can see in the image below, the CPU moves the data address from .data to the ECX register, and immediately after
that, the function executes the first two stages of rc4 (KSA and PRGA). Then, the CPU performs the third phase of the RC4
algorithm, which is the XOR operation between the keystream and the data.

I set a breakpoint at the exact restart point of the XOR loop, and ran it several times, until enough data was decrypted and
became clear text. If we observe, the first 8 bytes have not been modified, which in fact means that these first 8 bytes are the
decryption key.

% unpack iced.exe - PID: 9768 - Module: unpack iced.exe - Thread: Main Thread 4720 - 32db

Fle View Debug Tradng Plugins Favourites Options Help Dec 4 2023 (TitanEngine)
CoE 0t 9y taldafhiH# a e
B cru L Log ! Notes ® Breakpoints M MemoryMap [0 Call Stack =3 SEH lo| seript %] symbols < Source - Referen
[[007EL8EC 5B56 04 mov edx,dword ptr ds: [esi+4] ~
#[007E188F 8D4424 0C lea eax. dword prr ss; p+Cll
e |[007ELSCS 8BOE mov_ecx, dword ptr_ds:[esi] Input the raw data to full decryption stage
oo 8 5
07ELECE 50 push ez
D07E18C7 E8 43FFFF@ €811 unpack_iced.7E180F rc4 ksa/prga |
D07E18CC 8B6E 0C A s
0 8CF 59 pop_ecx
0 8EED test ebp,ebp
0 v 74 4D je unpack_iced.7E1921
0 57 push edi
0 8B7E 10 mov edi,dword ptr ds:[esi+10]
0 8D 3 8BC3 mov_cax. ebx
007E18DA 8876 08 mov_esi, dword ptr ds:[esi 9] Key celection hefore the XoR rcd phase
_ 2BF7 Sub ez1, eds
FEC3 @ Tnc BT YOR_Fca Toop point |
0 3 OFBEDB o TR
0 8A4CIC 14 mov cl,byte ptr ss:[[esp+ebx+14]
0 OFBEDL movzx_edx,cl
0 02c2 add al,dl
0 OFBECO movzx eax,al
0 594424 10 mov dword ptr ss:[Jesp+lof,eax ®
n Rasana i mave 21 hura nte csiBacmimavoda
<
esi=0
dword ptr ds: [dword ptr ds: [esi+08]]=[8]=777
. text:007E18DA unpack_iced.exe: $18DA #(DA <key selection before the XOR rc4 phase>
Woump1 | @oump2  Woump3  @Wpumps  YHoumps @ watthi  bellocals P Stuct
Address | Hex ASCIT ~
007E3000[ E3 DC 67 A2[13 F3 F1 C4|FB 33 3D 1E|02 00 00 00 [aUge.onalis=.
007E3010f ZF 63 GE 62|65 /8 ZE r0U|68 70 00 00|00 00 oo oo[/index.php.
007E3020} 00 00 00 00|00 00 0O 00|00 0O OO 00(00 00 00 0O0fTr e £
007E3030] 00 00 00 00|00 00 0O 00|00 0O 0O 00|00 0O 00 00f.. 5
007£2040] 00 00 0O 00|00 0O 0O 00|00 0O 0O 00(00 0O 00 O
007E3050) 13 62 6F 6C|64 63 64 69|GE 74 72 75(73 73 2E 78| .boldidiotruss.x
007E2060| 79 7A 00 OF |6E 63 7A 61|&F 70 6C 6F |76 2E 78 79|yz..nizaoplov.xy|
007E3070] 7A 00 OF 31|35 33 69 73|65 61 68 2E(62 65 73 74|z..153ishak.best
007E2080) 00 10 €3 6C |75 32 31 70|6C 61 6E 65(2E 78 79 7A|..iluziplane.xyz
007E3090] 00 00 00 00|00 00 0O 0|00 0O OO 00|00 OO 00 0O
007E30A0] 00 00 00 00|00 0O 0O 00|00 0O 00 00(00 00 00 OO . cq
007E2080| 00 6A 72 F4|10 CF 5D 50|69 D1 85 AC|AC 81 87 7C|.jr8.I]1]iR.—..| ©
nnzes: £2 OF co 82 £a 61 salro 46 oF oalpa 20 an 32 ih e da ér A3
Command: [Commands are comma separated (like assembly instructions): mow eax, ebx
| Paused  |unpack_iced.exe: DO7E3000 -> 00TE3007 (OxDO00000 bytes)

To validate once and for all, I went to CyberChef and put the first 8 bytes as the key, and the next 248 bytes as data. And

indeed, the data was successfully decrypted!!
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Recipe

Tr Raw Bytes
| Output a I_|:| 3
[

Now shifting the focus to the hardware information that the sample collects, we can now observe the true usefulness of this
information for adversaries. Below, we can see that after executing the functions that we identified in the reverse
engineering process, such as hardware_info_collection function, the collected values are concatenated in a way that
resembles a URI.
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If we analyze the HTTP request construction function, we have confirmation that in fact the hardware information that was

collected is sent to one of the c2 domains present in the previously decrypted configuration.

394 unpc iced exe - PI: 766 - Module: unpack ced e  Tresc Min Tresd 4720 324 - o x
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i g ord prr ds:(epxeon): | SEAGS, 00000248
; e S e
=, 1 o To ]
i H 5 | Default stdcal) hd 2] 0] unlodked.
2sp] ncsu;;l 00541758
T Jetoorezona <unpack_iced B Seiciort ot e ewrezore oy
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>

We now know that this IcedID sample uses the RC4 encryption algorithm to encrypt communication settings with c2
servers. But, we know even more, we know where the sample stores the key and data that will be decrypted, and how it will

be decrypted.

With this knowledge, we can produce a script that automates the process of decrypting the network communication
configuration with the c2 servers. In the next section, we will cover developing a configuration extractor for IcedID. If
successful, we will be able to reuse this script to extract the configuration of network communication with c2 servers from

other samples, without having to carry out the entire debugging process after the sample is unpacked.

Well, we have all the information needed to automate the IcedID configuration extraction process. We need a script that:

¢ Receive a PE artifact

* Read the .data section of the PE file, through the pefile library
« Select the first 8 bytes for the RC4 decryption key

¢ Select the remaining 248 bytes of data encrypted with RC4
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¢ Treat the raw data in hexadecimal, using a library like binascii
o Perform the RC4 decryption process, using the arc4 library

o Print the key, encrypted data, and decrypted data in a formatted format after executing the above processes.
You can find the complete configuration extraction script on my Github, or just by clicking aqui.

With the configuration extractor developed, we can test on other unpacked samples, from the IcedID family, in the hope that

our script will perform the configuration extraction process automatically.

In order to test our script on different samples from IcedID, I added two samples, in addition to the one that was already the

subject of our analysis. All three samples you can find at the links below:

» 1648556.exe — sample seen in 2019
 iced-new.exe — sample seen in 2020

e winme sc_carved.bin — sample seen in 2023

With that, below is the PoC video of the execution of the configuration extractor I developed, tested on three different

samples from the IcedID family. And as you can see below, the script managed to extract the settings successfully!

P 0:00/0:55

Code Patterns between Samples from Different Years

Page 22 of 28


https://docs.python.org/3/library/binascii.html
https://pycryptodome.readthedocs.io/en/latest/src/cipher/arc4.html
https://github.com/Icaro-Cesar/RE_AutomationPythonScripts/blob/main/RE_Automation/config_extractors/icedid/iced_conf_extractor.py
https://app.any.run/tasks/5e1ba7ba-4a11-44d0-a80b-ea188041fd76/
https://app.any.run/tasks/3b6e46b9-552c-41bf-b366-46ce19f29811/
https://app.any.run/tasks/fe0c3c27-360e-4cbc-be2f-c16272040dfd/

https://0x0d4y.blog/icedid-technical-analysis/

In this section, we will analyze two more unpacked samples from 2019 and 2023, with the aim of identifying IcedID code
reuse over the years. Allowing us to understand the familiarity between samples, and identify opportunities for creating

signatures, to detect samples that follow the same pattern. To perform this analysis, we will use the BinDiff plugin in IDA.
We will perform this analysis, using the same samples that we tested with the config extractor, in the previous section.

When we run BinDiff between the sample we analyzed in this article (unpacked_icedid.exe) that was reported in 2020,
with the unpacked_1648556 sample from 2019, we can already notice the great similarities between the internal functions
of the samples.

Basic Blocks 203.2% Jumps 152.5% Instructions -128.1% Similarity 0.99

43/ 43 Matched Funciions

[~ < ] % & Show structural changes I Show only nstructions changed ] Show identical
Simiarty Confidence Address Primary Name Type ‘address ‘SecondaryName Tye BasicBlocks Jumps

60401630 start Normal | 90491630 start Nomal |0 8
00401507 re4_ksa_proa Normal | a0de180F |sub_asnaar Nomal |0 5 0o 6 o
00401094 wrate_file_photo_png | Nomnal [op401094 sub_401094 Nomal | 6 0o 7 o
00401224 hardware_info_net_connection |  Nomal | 80401224 Jsub_a1224 Nomal_|g o 00 2 o
0040133E heap_allocation Normal | 0040133E sub_48133E Nomal _|g o) 00 16 o
00201000 file_creation_photo_png | Nomal |a0481008 [sub_s01000 Nomal _|g n 0o 16 o
00201368 code_injection Normal | 004913€B. sub_4013E8 Nomal |0 u 0o o o
00401479 1ced_2020_main Normal | 0401459 1ced_2019_main Nomal |0 u 0o o o
oos0186e red_routine Normal | a040186€ Jeub_anase Nomal _|g u 0o 2 Op
oos01076 hardware_info_collect: Normal | a0d010F6 aub_4010F6 Nomal |0 2 0o 2 o
00401648 http. v Normal 00401648 sub_401648 Nomal |0 25 00 3 o

In the table in the image above, we should focus our attention on the Similarity and Confidence columns. Basically, how
close it is to the value 1.0 is how similar each function is. And as we can see in the image above, the internal functions of the
unpacked_1648556 sample (from 2019) are identical to the functions of the unpacked_icedid.exe sample (from 2020).

Now if we compare the unpacked_icedid.exe (from 2020) and winme_sc_carved.bin (from 2023) samples, we will

observe several similarities, but some differences between certain functions. Below, we can see this in BinDiff.

—
Basic Blocks 132.2% Jumps 84.5% Instructions -145.9% Similarity 0.67
——| g
¥
= !
13224 ﬂ £10
2x = L B e~

43/ 43 Matched Funciions

[[[<]e]=
Simiamy Adoress PrmaryName Tywe e Secondaryame Type
95 W[ osor0rs hardnare_info_collection Nomal | esotses JETROES Normal ol
B T e [T Fale_creation_photo_png Nomal |oes01130 Tsub_a01130 Normal o
: o6 oosorase hesp_allocation Noma | ovsotsze sub_sonsze Normal 1
10 097 foosorca start Nomal | oadotnse stare Nomal
0% 097 00401224 hard fo_net + Nomal | 08481714 [sub_s0171A Nomal o
10 09 [oosoroon write. file.photo_png Nomal | oadotic [eub_soticn Nommal o
o 084 [oosorcsn htp. conection Nomal | oadotaec sub_s01800 Nomal 0
100 099 [604013E8 code_1njection Normal 9840188F | sub_se188F Normal 0
o e | 0o esserser re4_ksa_prga Nomal | 0eag1E2A sub_401E2A Nomal o
086 098 [604014F9 1ced_2020_mair Nomal | 06401990 sub_40199D Normal 2
o 09 [osaorsse ro4_routan Nomal | oedsices sub_doicas Nomal o

Analyzing the image above, we can see a slight difference between the main functions, a slightly larger difference in the

http_connection function, and a considerable difference in the heap_allocation function.

Now that we know that the unpacked_1648556 sample is identical to the sample we analyzed in this article, let’s note the
important similarity between unpacked_icedid.exe (from 2020) and winme_sc_carved.bin (from 2023) in the
hardware_info_net_connection function. Below, we can see the similarity in the code structure between the two versions.

primary

secondary

IcedID sample
2020 version

IcedID sample
2023 version

The functions that have an important functionality, and which are also identical between all versions analyzed in this article,
are the decryption routine functions through RC4.
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Below, we can observe the similarity between the unpacked_iced.exe and unpacked_1648556.exe samples, referring to the

routine function of the RC4 KSA and PRGA stages being executed. It is also possible to observe the pattern of these RC4

phases, through the presence of the value 0x100 in loops, followed by XOR operations.

0040180F ra_ksa_proal

Sub_40180F 0040180F]

v
IcedID sample, 2020 version IcedID sample, 2019 version
o0t rooas_pros osreor  sub_soreor
Goaisar  push ech 1 rot'kaa pean Bom00F  push s
Gas@ioto  puan scu
Gaaaiel) i oox
Gas@i1z  pusn ey
Gaaaiets  puh o
Soamnats ooy ebp, adx
Ga@iels mov setjespivar_al, ecx
GRaein o san. ebe
Gaeic  puh oo
9040181 v edi, ssi[esprarg @]

-
woagisor rot kea prae cosoisor sun_soraor
WADIRE mov L1 L b1 a1 UGBt mov 01 <1, 01 a1
Aiee ooy ebn: x Soimnese ooy ebn wi
i v
GOADISEs  hov aass s8:[aspevar.
Soionass mavexess, 41
o GaDIE mov o1 4L, b deiebuveds]
Soies sy 01 ot 01 aileien]
waas Godiaar sy 01 al 0 d
o 1 o
@AB1os mov b1 aaifesparsl, o1 1
Caaise  moaxecs
1o mov LT, b dasfeckseds)
Wao16 mov o dsilabeoedis o sl
040185 lea eax, ds:[esiel]
Waores sy o dsclebeenil, o a
Giaiae v edn, abr Giniase v edn: b
Godbis mov L1 bl b1 smilespear.s] ot e p—
aew v o i div o
Pt it
WaoleE oo obx, oxioe Goiaios oo shi, exi00
Wioines 5b onabress Gedoises Gb onabress
T
progin
Gih pop oo
565 oy o
i oy oo
5 oo oo oo
iic e bop oo
Ssotsen etn HS

In the following image, we can see the same pattern being observed between the unpacked_iced.exe and

winme_sc_carved.bin samples.

:
primary

secondary

IcedID sample, 2020 version IcedID sample, 2023 version

F rod kea_prga O0ATTEZA  sub_401E2A
11 reaksapron OADEZA  push acx
2 ou

o0401E3D
Ba4giESC

00401810
G04g1821

ds: [ebxreds]
ds: [esiveax]
a

i
a add
vars)

Ten anx

wor edr, ex

mov b1 e, b1 ss:lespwar_s]
G enp

proged

cap obe, 0x100

5 oxarei

00401867
ausrace
06481869 pop cbp
040!

onstase
90401860 rotn

Below, we can observe the similarity between the unpacked_iced.exe and unpacked_1648556.exe samples, referring to the
routine function of the RC4 routine after executing the first two stages (KSA and PRGA), and finally executing the XOR
operation that will decrypt the data that we observed in previous sections.
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g
primary secondary

IcedID sample, 2020 version IcedID sample, 2019 version

In the following image, we can see the same pattern being observed between the unpacked_iced.exe and

winme_sc_carved.bin samples.

{
primary secondary

IcedID sample

' IcedID sample
2020 version

2023 version

This information is extremely useful, both for identifying code reuse between samples, and consequently the identification
of new strains of malware families (or use of malware by different malicious actors), and for the development of Yara

signatures, to detect samples of more effective way.

That’s what we’ll do in the next section.

Development of Yara Detection Rules

In this section we will use the intelligence we collected through our analysis, and use it to create a detection rule, which can

detect samples from the IcedID family.

In addition to creating our Yara detection rules, we will use the Unpac.me platform to carry out a Yara Hunt, with the

purpose of validating the quality of our detection rule, by detecting other samples in the Unpac.me database.

As we can see in the previous section, we identified code reuse in some of the main functions. This will be decisive for the
production of our detection rule, because, if the IcedID family reuses the code of primary functions, we can use these

patterns in our detection rules.
The primary functions for the operation of both samples analyzed in the previous section are:

* rc4_ksa_prga
e rc4_routine

+ hardware_info_collection
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In our analysis, these functions had their codes reused in both samples, therefore, they will be part of our detection rule. The
code reuse pattern is collected using the Disassembler, where we will identify the same sequences of bytes (in hexadecimal)
being used in the functions mentioned above. Below, we can see the sequence of bytes referring to the rc4_ksa_prga

function. This sequence is the same in all samples analyzed in this article.

IDA View-A

ksa_prga (REF: rcd_routine+59.p

var_5

seesssensss

loc_401823 XREF: rcd_ksa_prga+lDij

loc_401832 XREF: rcd_ksa_prga+564j

seecsssssersssersssssennnns

red_ksa_prga

Furthermore, we also selected some strings that also appear constantly in the three samples analyzed.

Having this information, we created our detection rule, which I called iced_family_was_detected, and validated its syntax in
Unpac.me, as we can see in the image below. The Yara detection rule has all the information collected and analyzed in this

article.

Yara Hunt

@ Submissions @ Labeled Artifacts @ Unlabeled Artifacts @ Goodware

Packed Files (PE| PE+) Unpacked Malware (PE | PEX) Unpacked Unknown (PE | PE+) Known Good (PE | PE¥)

iced_family_was_detected
ed_family _detected {

score
author
d orithm implementation, h
reference

rule_uuid "6d5147

$hardware_info_collect code pattern
B8 00 00 60 40 BF A2 89 06 OF B6 24 16 8! 8¢ 8 OC FF 74 24 28 50 OF B6 44 24 1F 50 OF B6 44 24 7
}

$ks pattern = {
51515 56 8B EA 89 4C 24 10 33 D2 57 8B 7C 24 1C 8B C2 88 04 38 40 3D 00 01 00 00 72 F5 8A CA 8B DA 8B 44 24 ]
i

$xor_operation pattern - {
FE (3 OF B6 DB 8A 4C 1C 14 oF B6 62 C2 OF B6 CO 89 44 24 10 8A 44 04 14 88 44 1C 14 8B 44 24 10 88 4C 04 14 8A 4

$related stringl
$related_string2
$related string3
$related stringd
$related strings
$related stringb
$related_string7
$related string8
$related_

Rule Validation

Yara Version

Compile Test

Simple Scan

Large File Scan
Compile Warnings
Wildcards in Hex String
Short Byte Sequences

After performing the validation, I started Yara Hunt on Unpac.me. This run returned 5 different samples from the Unpac.me

database, just labeled as part of the IcedID family, and without false positives.
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Hunt Results

Launched Rule Matches Status
09/01/2024 iced_family_was_detected Bio Ko [ %] complete (1m 31s)
13:38:56 Submissions Upacked Malware  Unpacked Urknonm
Lookback Window
(12712 weeks)
1] T-10 T9 T8 7 T8 T T3 T2 T T0

Matches: 1

12 wak lockback window

— Scan Coverage: 98 % -

In full loskback window

‘Observed Lifespan 3 Years

First Seen 21/10/2020

Last Seen 15/12/2023

[ | — <5O0KB

P2 B <100KB
<250KB
<500KB
<IMB
<5MB
<10MB
<25MB
<50MEB
<100MB

YaraRule | ©©

Validatiol

Associated Analysis 5 Goodware (81%) —————
Matches Distribution — Artifacts Labeled (100%)
Artifacts Unlabeled (100%)
Submissions (100%)
Goodware: 0

1 —— leadiD_initloader 1 —

MALWARE Win_icelD  ————

Matches: 1 - Scan Coverage: 98 % -
In 12 week loskback window
Associated Analysis 5 Goodware (81%) ————————
Matches Distribution ] Artifacts Labeled (100%)
Artifacts Unlabeled (100%)
(100%)

Goodware: 0
In ull kb window
Observed Lifespan IVears
First Seen 21/10/2020
Last Seen 15/12/2023
@ 1 — <50KB 1 CE— IoedID_init_loader 1
2] e — <100kB o MALWARE Win_loelD 1 ——

<2508 o

<500K8 [l

<MB o

<5MB o

<lomB [l

<25MB o

<50MB o

<100mB o

selection (0) @ @
Matches FirstSeens  LastSeeny  Type  Sized
84f 1c920756CC183393622294FF f2cbdddcBfc78187e63fcd9ec13? () €9 5 21/10/2020  15/12/2023 €D  25KB

cediD_nit Joader  MALWARE Win_icelD

— Analysis Reports (5)
4066b66-7c07-41fe-aba0-87737cddeal 5
35666fe2-6591-4126-6141-12e0229€0f95

dfaBc2e

7-4d18-aebe-e7ec824482e9

695€-2bcDA0bbefde

6DS10167-05
7393eddc-

I also carried out the validation using the Yara Scan Service platform, and below, we can see the result.
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tion.chfyara-scan/: X +

& https://riskmitigation.ch/yara-=

Obviously, the validation was also performed with the samples that we analyzed, I didn’t pay much attention to them, as it is
obvious that it would work, since I made the Yara detection rule based on them. But, just to show the functionality, below

are the matches in my laboratory.

Conclusion

I hope that in this article I have exposed my sample analysis and reverse engineering methodology, as well as the entire
process of identifying patterns between samples and detection engineering. And I hope that you who are reading this article

may have learned something new, or may have gained some insight. Until next time, feedback is always welcome.
You can access the Yara rule and the config extractor at the following links.

e Yara Rule: iced family was detected

» Config Extractor: iced conf extractor

See you later!!

Source: https://0x0d4y.blog/icedid-technical-analysis;
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