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EXECUTIVE SUMMARY

The research team at CYFIRMA collected a sample attributed to the Indian APT group known as ‘DONOT’, which
appears to serve Indian national interests, and additionally seems to have been designed for intelligence gathering

against internal threats and uses an innocent customer engagement platform for malicious purposes.

INTRODUCTION

The application is named “Tanzeem” and “Tanzeem Update”, which in Urdu translates to “organization.” Terrorist
organizations and several Indian law enforcement agencies use this term to refer to groups they are associated with,
such as Jaish-e-Mohammad and Lashkar. We collected two samples at different times, one from October and another

from December, and found both apps nearly identical, with only slight changes to the user interface.
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Although the app is supposed to function as a chat application, it does not work once installed, shutting down after
the necessary permissions are granted. The app’s name suggests that it is designed to target specific individuals or

groups both inside and outside the country.

TECHNICAL ANALYSIS

OneSignal is a popular platform that provides tools for sending push notifications, in-app messages, emails, and
SMS, which are widely used in mobile and web applications. In this instance, however, we believe the library is
being misused to push notifications containing phishing links, as we have observed the OneSignal library being used
in both applications. The techniques employed are similar to those seen in other applications used by the group in the

past, however, this is the first time we have observed this APT group utilizing it.

PROCESS OVERVIEW

Once installed, the app takes you to a landing page that says, “Tanzeem App,” possibly referring to an application

used by members of terrorist organizations.

Tanzeem App

Figure 1. Landing page of the application.

The application then loads the second page where the user is shown the fake chat functions:
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Tanzeem App

Figure 2. Fake chat page.

Upon clicking “START CHAT”, a pop-up message asks the user to turn on accessibility access for the Tanzeem App.

Important

Figure 3. Pop up after clicking on ‘start chat’.

The user is then directed to the accessibility settings page.
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Figure 4. Accessibility setting once clicked on ‘ok’ on the pop-up.

The snippet below from another sample shows slight differences from the other applications, but the functions

remain the same except for the color change.

Tanzeem App

Figure 5. Second applicaion.

CODE OVERVIEW

The snippet is from the extracted Android Manifest file of the app.
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T Times pereisaion mmaToidimemec anAreid permission ACCESS PINE LOCATIONT 73
duses-permission sndood d.nm—"m.mmm.mﬂ HETWORK STATE™ f=
<uses-pErmission ANdroidineye="androld perndssion. PROCESS DOTEOING CALLS® /i
duses-permimsion sndooad .nm:"mﬂrﬂj.d.puminjm.mm_m‘ Ao
“laes-prrmisaipn sndroldimome="androld. pernission. ABAD CRLERDAR™ Jr
CuSes-pEImi=sLOO u:d;n;d:nm:"mdrﬂj.d.puminjm.ﬂﬂm_ﬂds“ f3
<luaeg-permisalon andeold:name="androld. permiselon. SET_WALLPAPER"™ />
CuSes-pEImi=sLOO u:d;n;d:nm:"mdrﬂj.d.puminjm.m_ﬂﬂ“ i
<uaeg-permigalon andeold:name="androld. permlizalon. SEND SME" />
<uses-pesrmission endroid:nem=="android.pernission MODIFY AODIO SETTINGS® /=
<uses-permisalon androld:nare="androld.perndaslon. CONTROL INCALL _EXPERIENCE" />
<‘uses-permission endrolid:nems="android.perndssion. CAPTORE AODIO OOFPOTS />
<uaeg-permigalon andeoidinare="androld.permlission.WARE LOCE™ />
<ussa-permission undzn:n:nm-"mm.pem:m.m&:m_m' fx
<laeg-permigalon androidinaye="androld.pernlssion.AECORD AODIO™ >
<{uses-permisaion Endroid:noms="android. pernission. STORAGE" (3
<use=s-permission sndooid:par=="android.perndssicn. CAHERAR" /-
<{uses-permission Endroid:noms="android.pernission. AECEIVE BODT COMPLETED™ /i
<uses-pErmission sodooad .nm—"mﬂruj.d.pumi:sjm.mquTE_mS*

androld:naxsdkverslon="22" S

<use=s-pErmission sndoosid:snar=="android. permissicn. INTEBHET" />

£13eg-pErmiaaion androld:mare="androld. pemmiselion. ACCESS BACFLEOUND LOCATION" >
Suses-pErmission sndoos d.nm:"mﬂrﬂﬂ.mmm.m HMAC ADDRESS" =
<uaes-permisalon andeold:name="androld. pernlzslon. READ | EK'I'BFII?.L STORAGE™ />
<uses-permissipn android:nazre="android. plurlu.l:.u.nu..ﬂﬂm FRIVILEGED PHOWE STATE" />
<uaes-permisalon andeold:name="androld. permisalon. SYSTEM ALERT WIRDOW" 7>
<uses-permisaion endroidrnaze="android pernission. WRITE EXTERHAL STORAGE® /3
<luaeg-permigalon androidimare="androld.permission. F.EP.D_{:I:IHTM']'S" I
<uses-permisaion Endrolidineme="androld.perndssion.WRITE CONTACTS” /&
<laeg-permigalon andeoidinare="androld. p-amlmuu.ﬂﬁm CALL LDG™ />
<uAEs-pErmisaion EndroldinaTe="sndrolid.peroission.WRITE CALL LOG" /&
<luzeg-permigalion andeolidinaye="androld. Hrl]lﬂlﬂﬂ.m LOGE™ />
<UAEm-pEIMisAlpon ENAToldinoTe="androld.perolssion. GET ACCOORTS® /i
Suses-permission sndooid:inar=="android.permissicon. READ PHOHE STATE" />
<UAES-pEIMisAipon ENdroldinaTe="sndrolid.peroission.USE EXRCT ALARM® (¥
CuSEs-pEImiSsSLOn u:Ld.l:n;:l:nm:"mﬂrﬂj.d.puminjm.mss_ﬂrl_ﬂlﬂ" -
<1aeE-PErmiladion androld:nere="androld. pammleslon. WRITE_SIHC SETTINGE" />
fuse=s—-pErmission sndcosid:nar=="com.google .android. cldn.permssion, BECEIVE" /=
<laep-permiaalon androld:name="androld. perndeslon. OERY_ALL PACFRGES"™ />
<uses-permissipn android:name="android. plum.'l.l:.u.nu..ﬂ.B‘_'l'UBS'I‘ DE LETE PACERGES" i3
<uaeg-permizalon androidinave="andreld.pernlEsion. RBOUEST INSTALL PACFAGES" />
<uses-permisaion endroid:neme="android.perndssion. POST HOTTFICATIONS® /»
<laep-permiaalon androld:nare="androld.perndeslon. AEAD MEDTA TMAGES" />
<{uses-permission Endrold:noms="android. pernission.AEAD MEDIA VIDEO" [
flgeg-permisaiopn androld:naye="androld.pernleslion. AEAD MEDTA ADDIO" f>
<usss-pErmiasion BMLArOld:nANS="androld.pernd seion . ml:IBST IGRORE BATTERY OPTIMIZATIOHS" />
£luzeg-permigalon andeold:naye="com.andreid, alarl.p-amlnlm SET ALAAM" />
<uses-pErmission ENATOLd:meTs="androld pernission. SCHEDULE EXACT ALARNT />
CUSEE-pEImLISSLON u:|.d.|:|:|;:|:nm:"mﬂmj.d.uminjm.mss_m_mm‘ =
tusss-prrmisaion ndroldrnerc="androld. perolission. FOREGROUND SERVICE DATA SYNC" /i
duses-permimsion sndooad .nm:"mﬂrﬂj.d.mmi:sjm.mm_m_{mmfﬂﬂ‘ Fi-3
<permigglon androldinames="twoe, 1X.2eTo. permizelion. G20 MESSACE"

apdroid: protectionlevel ="signature” />

Figure 6. Snippet from Android Manifest file.

Below are a few dangerous permissions described that malicious Android app accesses:

Sr.no  Permissions

1. READ_CALL_LOG

2. READ_CONTACTS

3. READ_EXTERNAL_STORAGE
4. WRITE_EXTERNAL_STORAGE
5. READ_SMS

6. STORAGE

7. ACCESS_FINE_LOCATION

Descriptions
This permission enables threat actors to read and fetch call logs.
Permission allows TA to read and fetch contacts.

Allows threat actors to explore and fetch data from the file

manager.
Allows threat actors to delete and move files.

This allows attackers to delete and read outgoing and incoming
SMSs

This gives access to mobile internal storage to view and access

files.

Threat actors are able to extract precise locations and monitor the

live movement of the device.
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This allows the threat actor to extract emails and usernames used
8. GET_ACCOUNTS
for logging into various internet platforms.

The URL shown below serves as a command-and-control server for the app.

Figure 7. The Module is part of handling communication with the C2 server.

The snippet below shows the OneSignal library after decompiling the Android package. Another snippet displays the

Appspot domains used for communication with the OneSignal library.

shortcutbadger

mp
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Figure 8. SignalOne library

xxxxxxx e m et a2 a  aarma  c  {a a an  AmCa  m rca
<ELIING name="Iab Ttransrormation shest benavior”>Ccom.google.androld.material.transformatic
¢string nome="fallback menu item copy link"rCopy link</string:

<gtring name="fallback menu item open in browser">0pen in browser</string>

<etring name="Tfallback meno item share link">Share link</string>

“atring nome="fom fallback motification chanmel label"rMiscellancous</scringr

<ztring :ane="gﬂm_defa1:|ltSEnderId"3-'?93353893366<J’5tr1ng}

<string neme="google api key"rATzaSyDtdBYGGE6kXherr50rG)FWREURRaerzFFol</ strings

<2tring name="google app id":>1:7953353893366:android:colatl85e0e?a23ad303d7</atring>
CECring name="gongle orash reporting apl key">AlZasSyBEtdBYGGEKXherriSrGOFWEURHaerzFPol</ =
<string name="google storage bucket®

<gtring name="hide bottom view on sorcll behavicor"room.google.andreid.material.behavioer.Hi
<3Lring name="1 DDD_EDHtEnt_E!ESCT‘lIIthH "¥lalog Icon</atring»

“atring name="identity" 29D 11M 2024¥</string>

<gtring name="item view rola desoription">Tab</stringl

CELIing name="iv">ZatbledfeTelela’iadsii42abohTazbe /2L ring >

¢atring name="label"rLabel</stringr

£3tring name="lacation permission missing message'>looks like thisz app doesn't have locati
“2LIlng name="locatlion permission missing LiLle">ApD Miszing Permlission</scrings

<etring name="lcoation permission mame for title"»Location</ztring>

£3TLring namne="lacatlon permission setiings messzage">sharing your device locatlon</string>»

«string name="m3 ref typeface brand mediom"rsans-serif-mediom</string>
<etring name="m3 ref typefacse brand regular":sans-serif</atring>-
<ELTINg name="m3 relf typefacs plaln meditm">2ans-seril-medlnm< fstring>
atring name="m3 ref typefacs plain regmlar"rsans-serif</string:

Figure 9. Snippet from strings file.

This image below shows part of the module that fetches information about the permissions gained after application

installation.
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Figure 10. The module handles the fetching of basic information from the device.

The below code handles accessibility for the application.
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Figure 11. The module handles accessibility permissions for the application.

The code below helps applications handle permissions.

Figure 12. The module that handles permissions.
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The snippet shows a code from the module that helps applications record screens.

EXTERNAL THREAT LANDSCAPE MANAGEMENT

The ongoing efforts by the notorious DONOT APT extend beyond gathering intelligence on internal threats; they
have also targeted various organizations in South Asia to assist India with strategic intelligence collection. The
collected samples reveal a new tactic involving push notifications that encourage users to install additional Android
malware, ensuring the persistence of the malware on the device. This tactic enhances the malware’s ability to remain
active on the targeted device, indicating the threat group’s evolving intentions to continue participating in
intelligence gathering for national interests. The group’s relentless efforts suggest that their operations are far from

over.

Diamond Model
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Adversary

Advance Persistent Threat

Infrastructure

DONOT APT

Command & Control
[FCM]

Target

Extremist Group

MITRE AT&CK FRAMEWORK

MITRE ATT&CK framework for Android malware payload in a table format

Tactics

Defense

Evasion

Discovery

Credential

Access

Discovery

Collection

Collection

Exfiltration

Technique ID

T1406 — Obfuscated Files or

Information

T1420 — File and Directory
Discovery

T1417 — Input Capture
T1426 — System Information
Discovery

T1533 — Data from Local
System

T1513 — Screen Capture

T1646 — Exfiltration Over
C2 Channel

Description

Uses obfuscation techniques to hide malicious code within
the APK.

Enumerate files and directories on the device to locate

valuable information.

Captures keystrokes to steal sensitive credentials like

usernames and passwords.

Collects device information, such as device model, and user

details.

Extracts data such as contacts, messages, photos, and

videos from the infected device.

Takes screenshots and records video of the infected device

to capture sensitive information.

Sends stolen data (e.g., contacts, messages, credentials) to

the C2 server.
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INDICATORS OF COMPROMISES

Indicator Type Remarks
SHA-
8689D59AAC223219FE0FDB7886BE289A9536817EB6711089B5DD099A1E580F 8E4 - File Hash
SHA-
D512664DF24B5F8A2B1211D240E3E767F5DD06809BB67AFA367CDCO06E2366AEC - File Hash
Command
toolgpt[.]buzz Domain and
Control
Command
Updashl.]info domain
& Control
Sub- Command

Solarradiationneutron|.]Jappspot[.Jcom
domain & Control

Sub- Command
saturn789454[.]appspot[.Jcom )
domain & Control

CONCLUSION

The cybersecurity community is well aware that the DONOT group is actively targeting organizations and
individuals across the South Asia region. The group persistently employs similar techniques in their Android
malware. Recently, we observed the implementation of OneSignal in their latest attack, further demonstrating their
efforts to maintain persistence. As the group continues to evolve, we can expect further modifications in their tactics,

aiming to strengthen their ability to maintain persistence in future cyberattacks using Android malware.

Source: https://www.cyfirma.com/research/android-malware-in-donot-apt-operations/
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