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Autodesk has confirmed that it was also targeted by the Russian state hackers behind the large-scale SolarWinds Orion
supply-chain attack, almost nine months after discovering that one of its servers was backdoored with Sunburst malware.

The US software and services company provides millions of customers from the design, engineering, and construction
sectors with CAD (computer-aided design), drafting, and 3D modeling tools.

"We identified a compromised SolarWinds server and promptly took steps to contain and remediate the incidents," Autodesk

said in a recent 10-Q SEC filing.
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"While we believe that no customer operations or Autodesk products were disrupted as a result of this attack, other, similar

attacks could have a significant negative impact on our systems and operations."

An Autodesk spokesperson told BleepingComputer that the attackers did not deploy any other malware besides the Sunburst

backdoor, likely because it was not selected for second stage exploitation or the threat actors didn't act quickly enough
before they were detected.

"Autodesk identified a compromised SolarWinds server on December 13. Soon after, the server was isolated, logs were

collected for forensic analysis, and the software patch was applied," the spokesperson said.

"Autodesk’s Security team has concluded their investigation and observed no malicious activity beyond the initial software

installation."

One of many tech companies breached in a large-scale hacking spree

The supply-chain attack that led to SolarWinds's infrastructure getting breached was coordinated by the hacking division of

the Russian Foreign Intelligence Service (aka APT29, The Dukes, or Cozy Bear).

After gaining access to the company's internal systems, the attackers trojanized the Orion Software Platform source code and
builds released between March 2020 and June 2020.

These malicious builds were later used to deliver a backdoor tracked as Sunburst to "fewer than 18,000," but, luckily, the
threat actors only picked a substantially lower number of targets for second-stage exploitation.

As a direct result of this supply-chain attack, the Russian state hackers gained access to the networks of multiple US federal
agencies and private tech sector firms.

Before the attack was disclosed, SolarWinds said it had 300,000 customers worldwide [1, 2], including over 425 US Fortune

500 companies, all top ten US telecom companies.

The company's customer list also included a long list of govt agencies (the US Military, the US Pentagon, the State

Department, NASA, NSA, Postal Service, NOAA, the US Department of Justice, and the Office of the President of the
United States).

At the end of July, the US Department of Justice was the latest US government entity to disclose that 27 US Attorneys'

offices were breached during last year's SolarWinds global hacking spree.

SolarWinds has reported expenses of $3.5 million from dealing with last year's supply-chain attack in March 2021, including
remediation and incident investigation costs.
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Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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