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Lockbit is one of the most prevalent ransomware strains. It comes with an affiliate ransomware-as-a-service
(RaaS) program offering up to 80% of the ransom demand to participants, and includes a bug bounty program for
those who detect and report vulnerabilities that allow files to be decrypted without paying the ransom. According

to the Lockbit owners, the namesake cybercriminal group, there have been bounty payments of up to 50 thousand

dollars. In addition to these features, Lockbit has offered a searchable portal to query leaked information from
companies targeted by this ransomware family, and even offered payment to those who get tattooed with a Lockbit

logo on their body.

Lockbit v3, also known as Lockbit Black, was detected for the first time in June 2022 and represents a challenge
for analysts and automated analysis systems. Among the most challenging characteristics, we can highlight the

following:

It supports the usage of encrypted executables with randomly generated passwords. This prevents
execution and hinders automatic analysis unless the appropriate password is provided at the command line.
e The payload includes strong protection techniques against reverse-engineering analysis.

e It includes many undocumented kernel-level Windows functions.

In September of 2022, multiple security news professionals wrote about and confirmed the leakage of a builder for
Lockbit 3. This tool allowed anyone to create their own customized version of the ransomware. Two different

users published the files needed to create different flavors of this ransomware:
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Lockbit builder uploaded to GitHub

According to our analysis, two different variants were spotted by the X’s (previously known as Twitter) users
@protonleaks and @ali_qushji. Our timestamp analysis confirmed that the binary, builder.exe, was slightly
different in both leaks. The version from protonleaks registers the compilation date 2022/09/09. Meanwhile, the
version from ali_qushji was compiled on 2022/09/13. A similar difference in compilation time was identified in
the malware’s template binaries (embedded and incomplete versions of the malware used to build the final version

ready for distribution).
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ALI_QUSHUJI leak builder

| _Resource | Content | Compile timestampraw | _____Compile timestamp |
m EXE ransomware template 0x632112B1 Tue Sep 13 23:30:57 2022 UTC

m DLL ransomware template 0x632112B7 Tue Sep 13 23:31:03 2022 UTC

ReflectiveDLL ransomware template 0x632112BE Tue Sep 13 23:31:10 2022 UTC

PROTONLEAKS leak builder
| Resource |  Content | Compile timestampraw |  Compile timestamp |
m EXE ransomware template Ox631A9665 Fri Sep 09 01:27:012022 UTC

m DLL ransomware template 0x631A966C Fri Sep 09 01:27:08 2022 UTC
ReflectiveDLL ransomware template Ox631A9643 Fri Sep 09 01:26:27 2022 UTC

Who abused these builders and how?

Immediately after the builder leak, during an incident response by our GERT team, we managed to find an
intrusion that leveraged the encryption of critical systems with a variant of Lockbit 3 ransomware. Our protection

system confirmed and detected the threat as “Trojan.Win32.Inject.aokvy”.

The intrusion included TTPs similar to those highlighted in the report by Kaspersky Threat Intelligence team from
August 2022 about the eight main ransomware groups behind ransomware attacks, including tactics for

reconnaissance, enumeration, collection and deployment.

Ransomware

Sept 25 2022

08:15 anonymous network connections
08:16 RDP session on behalf of \NAdministrator user
08:19 Mimikatz detected by Security Control
08:24 Security Control was tampered

S 08:24 Mimikatz executed

v 10:14 RDP session on from user \Administrator
@ 10:15 1b3.dll file uploaded to system

Q 10:47 run.bat created and executed

WIN-<edited> 12:06 files encrypted and ransom notes created

DESKTOP-<edited>
\ Sept 25 2022

10:22 RDP session from user \Administrator DESKTOP-B
10:22 files uploaded to system

20:22 files detected by local Endpoint (PSExec, LB3.dll, run1.bat, ...)

Sep 26 2022

17:21 PSExec session on system, file encryption and ransom notes

creation.

DESKTOP-A

VPN Access (T1133)

Credentials dump (T1003)

Interactive sessions to systems (T1021)
Endpoint deactivation/Impair defenses (T1562)
System services: PSExec (T1569.002)

September 2022 kkaspersky

Although this variant was confirmed as Lockbit, the ransom demand procedure was quite different from the one

known to be implemented by this threat actor. The attacker behind this incident decided to use a different ransom
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note with a headline related to a previously unknown group, called NATIONAL HAZARD AGENCY.

E |HLIkNskOQREADME txt|- Notepad

File Edit View

e LockBit 3.8 the world's fastest and most stable ransomware from 2819~ l

>»>>> Your data is stolen and encrypted.
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our lea
sooner your company will be safe.

Tor Browser Links:
http://lockbitapt g derjlemgme gy igme= T delepmg bt Tt aad . onion

http://lockbitaptag=um = Tt IS TR " P pyd.onion
http://lockbitapt ™ F - [ o R R Bzuqd.onion
http://lockbitapt® Il T e e il i7qd.onion
http://lockbitapt S L Bskyd.onion
http;://lockbitapt ™ T 0 ¥ibgd.onion
http://lockbitapt SR | "l jpid.onion
http://lockbitaptil B - P R IR kqd . onion

http://lockbitapti ELqBaeon i 2o SL AU AN R, S TnLRSquAEv Nt jqd. onion

Links for normal browser:

http;://lockbitaptid™ ter boempnsd "oqul igeerfduinamepericeindeZndes cad . onion. ly
http://lockbitapt mees e S pese— s g nyd . onion. ly
http://lockbitapt e = sy B g e segemn s wengqd , onion . 1y
http://lockbitapt iummms, g ge——— - w7 qd . onion. 1y
http://lockbitapty L s ¥ B ats”  paae P=rkyd.onion.ly
http://lockbitapt s e g =g - smemm hqd . onion . ly
http://lockbitaptpsy = wys — e — g pid .onicn . 1y
http://lockbitapt s sypey ('S b pivl pu i seems e kqd.onion . 1y
http://lockbitapt i L R N S e jqd . onion . 1y

>>»>» What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a politically
data. After you pay the ransom, you will quickly make even more money. Treat this situation simply as a paid training for your systenm
services should be paid just like you pay the salaries of your system administrators. Get over it and pay for it. If we don't give yo
Twitter https://twitter.com/hashtag/lockbit?f=live

Original Lockbit ransom note

~roee NATIONAL HAZARD AGENCY merurw
>>>> Your data are encrypted

We do not steal data from victims however we can guarantee you that if you refuse to pay or if you do not start
negotiations we may give other hackers access to your company.

The amount of redemption is 3,000,000 USD!
BTC wallet -
vonero wallet -

We can provide you with a test decryption of any data of your choice to prove that the data can be returned.
Contact us:

Tox 10 Fisheye:
enail: [

>>>> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

>>>> Warning! If you do not pay the ransom we will attack your company repeatedly again!

Managed incident ransom note

The ransom note used in this case directly described the amount to be paid to obtain the keys, and directed

communications to a Tox service and email, unlike the Lockbit group, which uses its own communication and
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negotiation platform.

According to other analysts’ publications, different groups appeared using the exfiltrated builders, but with their

own notes and communication channels:

§ e {#GetLuckyt why do we use iT
>o>>> Your data are stOlen and encrypted

G iIf you want to contact us, write in protonmail.

Send bitcoins 0,000053 = USD $500 to this wallet or your personal data will be exposed.

pitcotn address : [

>2»> warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

o3> warning! If you do not pay the ransom we will attack wour company repeatedly again!

aw| 2 5 d € O[T Fom b e

GetLucky ransom note, Source: AnyRun

GERT’s approach to analyzing the builder and payload

While many threat actors took advantage of the leak to propose new ransomware groups, Kaspersky’s GERT team
decided to analyze the builder to understand its construction methodology and define additional analysis

opportunities.
The analysis of the builder addressed some of the challenges posed by the ransomware payload:

e The builder contains no protection mechanisms as it will be used by the actors and should not be
exposed: no anti-debugging (at least in the builder itself), no anti-reversing, no code obfuscation, sample
templates embedded as resource (decrypter, EXE, DLL, reflective DLL).

e We learned how the configuration parameters are embedded within the payload without requiring

reverse engineering of the final binary.

The builder presents different configuration parameters that are compulsorily embedded in the malware.
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LockBit BLACK
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100kkid

WHITE FOLDERS

$recycle biniconfig msi $windows “ot $windows “ws windows appdata;application
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1
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GET LOCKBIT BLACK ()

Embedded resources

The encrypter and decrypter templates are embedded into the builder’s resource section:

Resources
[RCDATA] 108
[RCDATA] 101
[RCDATA] 1@3
[RCDATA] 186

- RVA: DPBPR9OTO-00016af0 (dafe bytes)
- RVA: DPB16af0-0003aafe (24008 bytes)
--> RVA: 0003aaf0-0005e4f0 (22200 bytes)
- RVA: 00B5e4f0-00076af0 (18608 bytes)

M M M
C C C
wmoon wmoon

e 100: LockBit 3.0 Decryptor (EXE)
e 101: LockBit 3.0 Encryptor (EXE)
e 103: LockBit 3.0 Encryptor (DLL)
e 106: LockBit 3.0 Encryptor (Reflective DLL)

An approach was proposed — based on the methodology of constructing the configuration parameters and how

they were added to the selected payload — to figure out:

e How parameter configuration parsing is performed
e How data transformation is applied

e How the configuration is encrypted and then stored within the final binary

The payload-embedded configuration

The reverse-engineering analysis identified that the configuration is embedded in a section named .pdata, which is
first encrypted using an XOR function with a key derived from a random seed and then compressed to embed it in

the payload.

If the sample is configured to be encrypted using a password, the configuration will be similarly embedded in the

binary first and then the sample will be encrypted with a unique key.

Sections

.text [R-Xe-vnn-- C--] --» Memory: 00401000-80418DES5 ( 17de6 bytes) Disk: 90P00400-000181ff ( 17200
bytes)

Jitext  [ReX------- C--] --> Memory: 08419000-00419549 ( 54a bytes)  Disk: 00018200-000187ff  ( 600
bytes)

.rdata  [R---------- I-]1 --» Memory: 0@41AR00-004A1AATD ( 47= bytes)  Disk: ©0018800-00018dff  ( 600
bytes)

.data [RW--vuennnn I-] --» Memory: 0041B000-00425DBF ( adc® bytes) Disk: ©80018e00-00022dtf  ( adoe
bytes)

.pdata [RW----enn-- I-] --» Memory: 00426000-80429ECB ( Jecc bytes) Disk: 60022:008-00026dff  ( 4000
bytes)

.reloc [Rewenennnn D-I-] --> Memory: 0042A000-0042AFCF ( £do bytes) Disk: 00026e008-00027dff  ( 1000
bytes)

.pdata — this section contains the embedded configuration
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.pdatal0eed26000: W49 FF 69 8A AF 4F 51 CD (@ 3E 00 1B ED
.pdata|0004p6010: F4 B4 F6 DO 46 (D 3D 16 62 2E D7 F7 2F 8D
.pdata@@e4p6020: BC 61 SF @5 35 6A E@ B4 13 BS 4B D7 D8 56
.pdata]0004p6030: E3 40 F6 B2 78 5B 88 9A D1 58 8E ES5 5C 9F
.pdatalle@e4peeda: BE 58 2D B6 49 60 OA 90 E6 47 DD B7 15 1A
.pdata0004p6050: B2 20 6C AA OC A9 28 AE 15 27 6D 64 69 Al
.pdatal|@@e4pee6a: NS DB 22 D1 5A 12 F3 9F 10 E6 F3 EA 1B C7
.pdatal0ee4p6070: BE 38 26 3C 00 3D ©1 92 6D 20 8A A4 OC AF
.pdatalleee4pcese: B1 2B @A 4E 4B EE ©D 1E 30 1E 84 ED 14 85
.pdataleee4p6ege: [3A A1l 2C 14 F3 7D 74 CB DA 51 29 55 AF 47
.pdatalle@e4peead: 12 79 8F E6 56 40 19 OF AF 6B EF 40 42 C1
.pdataleee4peebe: [7E 8E 74 56 27 25 A6 72 35 DO D8 2A 61 4AC
.pdata@@e4p60co: D8 21 8F A6 D8 89 E9 (8 @5 E5 @5 EB 49 FD
.pdataleee4peede: (B 53 DS 68 26 CO FF F7 41 57 A® ED 27 Al

Embedded data (encrypted and compressed)

02
BF
A6
Fo
a5
DF
BA
54
A9
oB
2D
c3
A6
B2

MO M WV = WM

(%]

i

I ien0oQ=L> :
[{+LF===b.}=/115
Ja_a5ja] NAK{HVIN
n@:Bx[elsXAo\ =
AX-AT" QEuG | AcsX
R 1-9®( oo mdiiMs
i 722 <-rp<0AQs
~88< =0&m AT .
1+fNKe ) 204 dd*a®i
:1,%<}y rQ)UnGA
tyAuv@ionkn@sl-A
~Atv'%|rsid*al o
+1A1+eoleoss12 )i
ot e’ i

The creation of the XOR key, used to decrypt the content embedded in the section, depends on two random keys

along with other fixed values embedded in the binary source code.

Decryption and subsequent decompression results in a set of sample configuration parameters, some of them with

easily identifiable encryption mechanisms.
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Decrypted section
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Decompressed section

The next step is to interpret the fields and apply the required decryption to each of them to transform them into

intelligible values.

The builder uses a custom hashing function that produces a 4-byte value for each of the values entered in the
configuration parameters white_folders, white_files, white_extens and white_hosts. Other fields are stored with
Base64 and ROR13.

Finally, interpreting the meaning of the fields in the config.json file and the relationship between the fields allows

us to confirm that:

e Most configuration fields are easy to interpret based on their name and content.
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e Some fields accept values only from a list of values.

Many fields with string values are stored using ROR13 before being loaded into the payload configuration.

e Some fields accept multiple list values, using the “;” separator.

Credentials must be stored in the format <user>:<password>.

{

"bot": {
"uid": "<32digit-hexvalue>",
"key": "<32digit-hexvalue>"
e

"config": {

"settings": {
"encrypt mode™: "<auto]|fast>",
"encrypt filename": <false|true>,
"impersonation": <false|true>,
"skip hidden folders": <false|true>,
"language check": <false|true>,
"1oca1_disks ": <false]|true>,
"network shares": <false|true>,
"kill processes": <false|true>,
"kill_services": <false|true>,
"running one": <false|true>,
"print note": <false|true>,
"set_wallpaper": <false|true>,
"set icons": <falsel|true>,
"send report": <false|true>,
"self destruct": <falsel|true>,
"kill defender": <false|true>,
"wipe freespace": <false|true>,
"psexec_netspread" : <false|true>,
"gpo_netspread": <false|true>,
"gpo_ps_update": <false|true>,
"shutdown_system" : <false|true>,
"delete eventlogs": <false|true>,
"delete_gpo delay": <int>

by

"white folders": "<list of foldername separated by ;>",

"white files": "<list of filename separated by ;>",

"white extens": "<list of extension separated by ;>",

"white hosts": "<list of hostname separated by ;>",

"kill processes": "<list of process name separated by ;>", wused if KILL PROCESSES flag is TRUE
"kill services"™: "<list of service name separated by ;>",

"gate:urls“: "<list of URL separated by ; ex. https://test.white-datasheet.com/>",

"impers accounts": "<list of couple username:password separated by ;>",

"note": "<ransom note>"

Config.json — what the fields mean

Based on these results, we defined a sample analysis procedure and applied it to multiple samples to determine the

type of actors, objectives and construction preferences of the payloads.
Statistics of samples reported in our intelligence platforms

The objective of this analysis is to understand the parameters applied by different actors to build the malware as

configured in samples detected in the wild.

During our research, 396 distinct samples were analyzed. According to the timestamps, mostly samples created by

the leaked builders were detected, but other unknown builders dated June and July 2022 were also identified.
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BUILDER/Build_timestamp

Row Labels IT Count of sample_md5
=|ALI_QUSHJI_LEAKED_BUILDER_VERS 211
14/09/2022 01:30 192
14/09/2022 01:31 19
- PROTOMLEAKS_LEAKED_BUILDER_VERS 101
09/09/2022 03:27 85
09/09,/2022 03:26 16
-IUNKNOWMN_BUILDER_VERS 84
14/07/2022 12:29 76

14/07/2022 12:29

14/07/2022 12:28

27/06/2022 16:56 1
Grand Total 396

General statistics of the embedded configuration:

e Many of the detected parameters correspond to the default configuration of the builder, only some
contain minor changes. This indicates the samples were likely developed for urgent needs or possibly by
lazy actors.

e The most recurrent encryption targets are local disks and network shares, avoiding hidden folders.

e The samples generally run a single instance and enable the following parameters:

o kill service

o kill process
o kill defender
o delete logs

o self-destruct

e Most of the samples identified do not enable the system shutdown option.

e Network deployment by PSEXEC is configured in 90% of the samples, while deployment by GPO is
configured in 72%.

e Very few samples enable communication to C2.
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Row Labels T Count of sample_md5 Row Labels T Count of sample_md5 T/ Count of sample_md5 Row Labek ™ Count of sample_md5

auto 367 FALSE 357 390 TRUE 350
fast 29 TRUE 39 6 FALSE 6
Grand Total 356 Grand Total 356 Grand Total 356 Grand Total 356
ENCRYFT FILENAME GPO NET SPREAD SEND REFORT
Row Labels -" Count of sample_md5 Row Labels T Count of sample_md5S Row Labels \T Count of sample_md5 Row Label " Count of mmple_md5
FALSE 306 TRUE 286 TRUE 387 FALSE 386
TRUE 90 FALSE 110 FALSE =] TRUE 10
Grand Total 356 Grand Total 356 Grand Total 356 Grand Total 356
SKIP HIDDEN FOLDERS LANG UAGE CHECK DELETE EVENT LOG
Row Labels -" Count of sample_md5 Row Labels -" Count of sample_md5 Row Labels \T Count of sample_md5 Row Labek T Count of sample_md5
FALSE 386 FALSE 303 TRUE 387 TRUE 340
TRUE 10 TRUE 93 FALSE =] FALSE =1
Grand Total 356 Grand Total 356 Grand Total 356 Grand Total 356
LOCAL DISK [runnnGone | WIPE FREE SPACE SET WALLPAPER
Row Labels IT| Count of sample_md5 Row Labels IT| Count of sample_mdS Row Labels ¥ Count of sample_md5 Row Labek  |IT|Count of sample_md5
TRUE 350 TRUE 384 FALSE 316 TRUE 355
FALSE 6 FALSE 12 TRUE 20 FALSE 37
Grand Total 356 Grand Total 356 Grand Total 356 Grand Total 356
SHUTDOWN 5Y5 SELF-DESTRUCT SET ICONS
Row Labels {T Count of sample_md5 Row Labels -7 Count of sample_md5 Row Labels T Count of sample_md5 Row Labek {T Count of sample_md5S
TRUE 350 FALSE 385 TRUE 384 TRUE 363
FALSE 6 TRUE 11 FALSE 12 FALSE EE]
Grand Total 356 Grand Total 356 Grand Total 356 Grand Total 356

Detailed statistics

The C2 communication configuration showed it was rarely used and included three test domains. No suspicious or
malicious domains were identified in the analyzed samples, showing there’s no interest for establishing C2

communications using the leaked payloads.

Moreover, inside the configuration, the impersonation data list (credentials registered within the payload
configuration) records general data with a default brute-force list. But it was possible to detect other binaries with

specific data that allow identifying the organizations or individuals attacked.

It is important to keep in mind that I.ockbit payloads and other ransomware actors integrate this type of

information inside samples, and the handling of such samples must be done properly to avoid information leaks.

Finally, some statistics relate to the usage of leaked builders by actors other than the “original” Lockbit. We found
that 77 samples make no reference to a “Lockbit” string (case-insensitive) in the ransom note, which is quite

unexpected according to LB TTP.

Ransomnote content string (case-insensitive)

Row Labels IT Count of sample_md5

LockBit 3 264
- 77
LockBit 55
Grand Total 396

The modified ransom note without reference to Lockbit or with a different contact address (mail/URL) reveals

probable misuse of the builder by actors other than the “original” Lockbit.

Source: https://securelist.com/lockbit-ransomware-builder-analysis/110370/
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