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jason

Actor(s): OilRig

Jason is a graphic tool implemented to perform Microsoft exchange account brute-force in order to “harvest” the
highest possible emails and accounts information. Distributed in a ZIP container the interface is quite intuitive: the

Microsoft exchange address and its version shall be provided. Three brute-force methods could be selected: EWS
(Exchange Web Service), OAB (Offline Address Book) or both (All). Username and password list can be selected

and threads number should be provided in order to optimize the attack balance.
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[TLP:WHITE] win_jason_w0 (20191029 | APT34 Jason)
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