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 Tool: OopsIE

Names OopsIE

Category Malware

Type Backdoor, Exfiltration

Description
OopsIE is a Trojan used by OilRig to remotely execute commands as well as
upload/download files to/from victims.

Information
<https://unit42.paloaltonetworks.com/unit42-oopsie-oilrig-uses-threedollars-deliver-
new-trojan/>

MITRE ATT&CK <https://attack.mitre.org/software/S0264/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.oopsie>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:OopsIE>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool OopsIE

Changed Name Country Observed

APT groups

  OilRig, APT 34, Helix Kitten, Chrysene 2014-Sep 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b0820673-b28c-4fb1-a26f-bb9fea1ea231
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