https://drive.google.com /file/d/13HEI9OPx8V583sRkUG4 Syawuw5qwU-WOQ /view

en_raccoon_stealer_technical_analysis_report.pdf

Archived: 2026-04-05 17:16:31 UTC

Sida 2 av 28

Contents

CONTENTS. ...ttt ettt s s s s s s s s st s st s seen |
PREVIEW ..ottt ettt a b s a et ss s a s s e s s s s as s s s e s snansesanas 1
UHSSVC.PIFEEXE ANALYSIS ..ottt eette ettt e e st e e s veeesssaae s s saeeessssee s ssaeessseesesssaeesssseesssssesenssseeanssseens 2

STATIC ANALYSIS ..ot a s bbb s ae e a e s e s sa e e e ea s
2

DYNAMIC ANALYSIS

STAGE 2 ANALYSIS....eeeeeeeet ettt sttt ettt st b e st e bt e ab e s bt e s bt e s bt e aaeeena e s bt eebeesaneesnneean 5

STATIC ANALYSIS ..ottt ettt ettt et e e st a ettt et e s bt e bt e st e saesane bt en e e st esnesneenseenneennens
5

DYNAMIC ANALYSIS

10

STATIC ANALY SIS .ottt st b et bb e e at e e bt e s b e e sabe e sanesbeesaneesbeesaneesaneeas
10

DYNAMIC ANALYSIS ..ot b s b a s b s aeeae s a e
1

SQL QUERY ...ttt ettt ettt et ettt e bt e s a et e et e bt e st e e e s be e bt e bt e aeeme e s bt e re e ae e e e s neesneeanes 17

NETWORK ANALY SIS ..ottt st st a e s s a e sas e
18

Page 1 of 2



https://drive.google.com /file/d/13HEI9OPx8V583sRkUG4 Syawuw5qwU-WOQ /view

FINALLY oottt st st a e ab e e b e e s bt s b e e sae et e st e e bt e saseesaseesaneennesnaesane 20
YARA RULE ottt st st st s st st e a e s a e s s s e ae e 22
MITRE ATTACK TABLE ..ottt sttt et sa e s eaa e st s e e s aeesneesnne e 25
SOLUTION OFFERS........oooiiiiiiiiitiiietetet ettt sttt s a e s st e sae s e s eaesnesae 25
PREPARED BY ..ottt sttt ettt ettt sttt et st b e s bt e st e abe s nae s ne e e beeeane 26

Source: https://drive.google.com/file/d/13HEi9Px8V583sRkUG4Syawuw5qwU-W9Q/view

Page 2 of 2



